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LOI NOI PAU

Tai liéu thyc hanh mang may tinh duoc bién soan véi mong mudn gidp sinh vién va giang
vién cua khoa cong nghé thong tin, truong dai hoc Sai Gon, c6 mét tai liéu thong nhat trong
viéc hoc thuc hanh mang may tinh. Gilp cac ban sinh vién sau khi hoc ngoai viéc nim bat
cac kién thuc ly thuyét vé mang may tinh trong I6p ly thuyét, thi sinh vién con c6 thé c6
cac kién thirc thuc hanh vé mang may tinh nhu cau hinh cac thiét bi mang: router, switch,...
Ngoai ra, sinh vién ciing c6 thé sir dung phan mém wireshark dé bat va tim hiéu goi tin trén
mang.

Trong qué trinh bién soan, tac gia co6 st dung cac tai liéu tham khao ctia chuong trinh dao
tao CCNA ctua VNPRO, nhiing huéng dan ky thuat & cac trang web trén internet, gido trinh
moén cau hinh thiét bi mang Cisco cua trudng cao dang ki thuat Cao Thang, tai liéu thi
nghiém mon hoc k¥ thuat truyén sé liéu ctia hoc vién quan su. Sau do, can cir theo dé cuong
chuong trinh cua truong dai hoc Sai Gon ma bién soan cho phu hop.

Trong qua trinh bién soan, du di rat c6 gang nhung chic s& khé tranh dwoc nhitng thiéu
sot. Rat mong muon quy thay c6 va cac ban sinh vién khi sir dung tai liéu c6 thé phan hoi
dé tac gia co thé chinh suira cho tai liéu ngay mot tot hon va dé hiéu hon vaéi cac ban sinh
vién.

Xin chan thanh cam on!
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l.
1.

BAI 1: GIGI THIEU ROUTER - CAU HINH ROUTER

Huéng dan thuc hién

Gidi thiéu router — phan mém Cisco Packet Tracer
Router 14 loai thiét bj dung dé lra chon dudng di t6t nhat cho cac gbi tin huéng ra mang
bén ngoai. Ngoai ra, router con dung dé ghép ndi cac mang cuc bo lai véi nhau thanh
mang rong. Router 1a mét thiét bi quan trong trong hé théng mang ngay nay. Router
hoat dong & tang tha network trong mé hinh OSI.
Trong viéc thuc hanh c4u hinh router, ngudi ta sir dung cac phan mém md phong thiét
bi gia lap nhu Cisco Packet Tracer, Boson netsim, GNS3,... Trong phan tai liéu thuc
hanh nay s& sir dung phan mém Cisco Packet Tracer ¢é mé phong céc thiét bi cau hinh
trong hé théng mang may tinh.
Packet Tracer 12 mot phan mém gia 1ap mang dung trong hoc tap st dung cac thiét bi
mang (router/switch) cua Cisco. Phan mém dugc hang Cisco cung cap mién phi cho
cac truong lop, sinh vién dang giang day va theo hoc chuong trinh mang cua Cisco. San
pham cung cap mot céng cu dé nghién ciru cac nguyén tic co ban cua mang va cac ky
ning 1am viéc véi hé théng Cisco.
Cau hinh doi hoi dé cai dat Cisco Packet Tracer:

e CPU: Intel Pentium 300 MHz tr¢ 1én

e OS: Microsoft Windows 2000, Windows XP, Vista Home Basic, Vista Home

Premium, Win 7, Win 10, Fedora 7, or Ubuntu 7.10

e RAM: 96 MB

e O cung: con trong hon 250 MB

e Do phén giai man hinh: 800 x 600 hoac cao hon

e Macromedia Flash Player >= 6.0

e Font chir Unicode
Pé cai dat phan mém ta cd thé ding ky va download tir trang cha cua cisco:
https://www.netacad.com. Phan mém duoc cung cap mién phi.
Sau khi cai dat ta chay chuong trinh Cisco Packet Tracer.
Dé Iya chon cac thiét bi router, ta chon muc router trén phan mém.


https://www.netacad.com/
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Hinh anh phan mém Packet Tracer
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Dé Iya chon cac loai thiét bi vé may tinh, ta chon:
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2. Cac cau Iénh can ban trén router
a) Cac mode cua router:
Khi ta khoi dong router, dau nhic doi 1énh cua router c6 dang:
Router> dang & dang user mode
Dé quan sat cac Iénh duoc phép st dung ¢ user mode, ta g6 dau chadm hoi (?) va Enter
Router> ?
Dé vao Privileged mode, ta ding lénh:
Router> enable
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Router# dang & privileged mode

Dé quan sét cac lénh dugc phép st dung & privileged mode, ta gd dau cham hoi (?) va Enter
Router# ?

Dé vao ché do cAu hinh, ta dung lénh:

Router#config terminal

Router(config)# dang & dang config mode

Dé quan sét cc Iénh duoc phép st dung & config mode, ta gd dau cham hai (?) va Enter
Router(config)#?

& Routerd - [} x
Physical Config cL1

10S Command Line Interface

Press RETURN to get started.

Router>

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (confiqg) #

b)  Mét s6 thao tac co ban trén router
Pat password cho router
Vi ly do bao mat, ta s& dat mat khau cho cac mode cau hinh. Diéu nay c6 nghia 1a mdi khi
dang nhap vao mot mode thi 10S s& yéu cau ching ta nhap vao password.
Néu password dung thi méi ¢6 thé vao mode nay.
Chung ta s€ thuc thi viéc dat password cho:
= Console
= Enable mode
Pat password cho céng console (console password)
Y nghia:_ Truéc khi vao user mode, 10S s& yéu cau nhap password dé kiém tra.
Thuc hién:
Router> enable
Router# configure terminal
Router(config)# line console 0 //chon cong console diwoc két néi dén router.
Router(config-line)# password cisco //Pass dugc dat la cisco
Router(config-line)# login
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Router(config-line)# exit
@ Router0 — O X

Physical Config CLI

[0S Command Line Interface

User Access Verification

Password:

Copy Paste

Hinh dnh két qua
Dat password cho enable mode
Y nghia: Trudc khi chuyén vao ché do privileged mode, phai nhap password:
Thuc hién
Router(config)# enable password cisco
Hoac
Router(config)# enable secret cisco
Chay:
Néu str dung ca hai cau lénh nay, thi password cua cau lénh thir 2 (enable secret) manh
hon, ¢6 nghia la n6 s€ duoc st dung.
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é? RouterQ — O X
Physical Config CLI

I0S Command Line Interface

Router>en
Password: o

Copy Paste

Hinh dnh két qua

Cau lIénh ma hoa password:

Router(config)# service password-encryption

CAau lénh tit ma hoa password:

Router(config)# no service password-encryption

Pat tén cho router:

Y nghia: dat tén cho router. Mdi Router ¢ thé gan mot céi tén, cau hinh dé gan tén cho
router nhu sau.

Thuwc hién

Router(config)# hostname hostname

Vi du:

Router(config)# hostname SAIGON

SAIGON(config)#

Pat banner cho router:

Y nghia: Khi didng nhap vao router, s& xuét hién dong théng bao nay.
Thuc hién:

Router(config)# banner motd # text message #

Vi du:

Router(config)#banner motd # Hay nhdp Password #
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@ Router0 — O X
Physical Config CLI

IOS Command Line Interface

Hay Nhap password
User Access Verification

Password:
Password: v

Copy Paste

Hinh dnh sau khi thiét 1dp banner
Pat dia chi IP cho interface
Y nghia: mdi cong (interface) cua router phai mang mot dia chi IP dé giao tiép véi céc
thiét bi. Do d0, ta phai thiét lap IP cho céc cong cua router.
Thuwc hién:
Dit dja chi IP cho cong Fast Ethernet (thong thuong, day 1a cong dé két ndi giira router va
switch hozc router va PC). Mdi cong s& duoc dat tén riéng. Tuy theo thiét bi ma mdi cong
s& o tén khac, thong thudng cac cong s& co tén 1a: fastether0/0, fastethernet0/1, ...

Router(config)# interface fastethernet0/0 /1Goi tén cong can cau hinh
Router(config-if)#ip address 192.168.1.1 255.255.255.0 //Dat IP va subnet mask
Router(config-if)#no shutdown IIKhéi dgng cong.

Dit dja chi IP cho cong serial (thong thudng, day 1a cong dé két ndi giira router va router).
MJi cong sé duoc dat theo tén riéng. Tly theo thiét bi ma mdi cong s& co tén khac, thong
thuong, cac cong sé cé tén 1a: seria; 0/0, serial 0/1,...

Router(config)# interface serial 0/0 //Goi tén cong can cdu hinh
Router(config-if)#ip address 192.168.1.1 255.255.255.0 //Dat IP va subnet mask
Router(config-if)#clock rate 64000 /IThiét Iap xung nh;p giga c4c router
Router(config-if)#no shutdown IIKhéi dong cong

bat loi mo ta cho interface (Interface Description)

Y nghia: dat 16i mo ta cho interface, chi thich trong viéc quan tri cac thiét bi sau nay.
Thuc hién

Router(config)#interface interface

10
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Router(config-if)#description loi mé ta cho interface

Vi du:

Router(config)#interface fa0/0
Router(config-if)#description Két ngi véi LAN Sales
M@t sé cau lénh xem théng tin:

Router#show ip route: Xem bang dinh tuyén
Router#Show version: Xem cdu hinh thanh ghi
Router#Show flash: Xem thdng tin hé diéu hanh (.bin)
Router#Show history: Xem tdt ca Iénh trong bg nhé(buffer)
Router#Show ip interface brief

Router#Show cdp: Xem thong tin CDP

Router#ping : Kiém tra két ndi

Router#Show running-config // hién thi c4u hinh in RAM
Router#Show start-config //hién thi cau hinh in NVRAM

Bai tap thuc hanh:
Bai 1:
Trén Packet Tracer, gan 1 router.

@& Cisco Packet Tracer
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Yéu cau :
bat Password cho cong console.
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Dit password cho cong privelled mode véi enable password.
Dit password cho cong privelled mode véi enable secret.
V0 hiéu hoa password dang enable secret.

Tat ca password phai luu dudi dang ma hoa.

Ddi tén router thanh SaiGon.

bat banner 1a “Day la router SaiGon”.

Bai2:

Cho md hinh :

File  Ed View Tools  Extensions  Help
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Yéu cau:

Thiét lap password ¢ console, privelled mode.
Doi tén router la SaiGon.

bat banner la : “Router SAIGON’

Gan dia chi IP cho phu hop véi mé hinh.
Kiém tra két ndi giira router va PC.

12
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Bai 3 :
Cho mo hinh :

@ Cisco Packet Tracer ==
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Yéu cau:

Thiét lap password & console, privelled mode.
Doi tén mat router 13 SaiGon.

bat banner la : “Router SAIGON’

Gan dia chi IP cho phu hop véi mé hinh.
Kiém tra két ndi giira router va PC.

Dai tén router con lai 14 CanTho.

bat banner 1a : “Router CANTHO’

Gan dia chi IP cho phu hop v&i mé hinh.
Kiém tra két ndi giira router va PC.
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Bai4:
Cho m6 hinh ;
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Yéu cau:
Thuc hién md hinh trén. Gan dia chi IP cho céc router theo md hinh. Y&u cau cac router
phai c6 password & console va privelled mode, va phai cé banner théng bao (password va

banner thdng bao sinh vién ty dat).

14
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BAI 2: CAU HINH ROUTER CAN BAN
I.  Hwéng din thuc hign
Luu trit file cAu hinh
Y nghia: khi thuc hién ciu hinh router, cac cau lénh cau hinh s& dugc luu trir trén RAM,
do d6, khi tit may cac cau hinh nay s& bi mat. Bé luu trit nhitng cdu hinh da thyc hién ta
phai Iuu trit cac cAu hinh nay xuéng NVRAM.
Thuc hién:
Router#copy running-config startup-config
Vi du:
SalGon#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...
[OK]
SaiGon#
$5Y5-5-CONFIG I: Configured from console by console

Luu trir 10S cho router.

Y nghia: cac router cling c6 hé diéu hanh I0S dé diéu khién va quan ly céc thiét bi hoat
dong. Do do, ciing co thé xay ra tinh huéng mat hay hu hong 10S dan dén router khong thé
hoat dong, hoic hoat dong sai. B¢ tranh tinh hudng nay, nguoi ta s& luu trir ban sao 10S
cua router, dé khi c0 van dé sé lay ra dé phuc hoi.

Dé thyuc hién duoc viée ndy, nguoi ta s& dung mot server luu trit goi 13 TETP server dé luu
trir IOS cho router, va s& backup 10S nay khi can.

Thuc hién:

Dé thyc hién duoc, ta phai c6 1 TFTP server két ndi vao router.

192.168.14.0/24
S~

7

catewav: 102 162 14 1

fa0/0

-2 console -1

Sau khi da thiét 1ap IP cho router va TFTP server, ta bat ddu luu trit 10S cua router vao
TFTP server.

Router#show version //xem phién ban 10S cua router

Router#show flash //xem thong tin luu trir Cua router

Router#copy flash tftp /lcopy 10S tur flash sang tftp server

/Isource filename: *.bin(10S) 192.168.14.2

//Address or name of remote host[]? Address tftp server

/[Destination filename *.bin ; //M¢ tftp server 1én

15
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Vidu:

SaiGon#show version

Cisco Internetwork Operating System Software

IOS (tm) PT1000 Software (PT1000-I-M), Version 12.2(28), RELEASE SOFTWARE (fcb)
Technical Support: http://www.cisco.com/techsupport

Copyright (c¢) 1986-2005 by cisco Systems, Inc.

Compiled Wed 27-Apr-04 19:01 by miwang

Image text-base: 0x8000808C, data-base: 0x80A1FECC

ROM: System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fcl)
Copyright (c) 2000 by cisco Systems, Inc.
ROM: PT1000 Software (PT1000-I-M), Version 12.2(28), RELEASE SOFTWARE (fc5)

System returned to ROM by reload
System image file is|"flash:pt1000-i-mz.122-28.bin"

PT 1001 (PTSC2005) processor (revision 0x200) with 60416K/5120K bytes of memory

Processor board ID PT0123 (0123)

PT2005 processor: part number 0, mask 01

Bridging software.

X.25 software, Version 3.0.0.

4 FastEthernet/IEEE 802.3 interface (s)

2 Low-speed serial (svnc/asvnc) network interface (s)

Luu y file pt1000-i-mz.122-28.bin

SaiGon#copy flash tftp:

Source filename []? ptl000-i-mz.122-28.bin
Address or name of remote host []? 192.168.1.10
Destination filename [ptl000-i-mz.122-28.bin]?

Writing pt1000-i-
mz.122-28.bin....trrrrrrrrrrrprrrrrrrrprrrrrrrrrprrrrrrrrrprrrrrrprrrrrrrrrprrrrrrrrrrrrpn
EEEEREEREREEEEEREERRRRRERRRRRRRREN

[OK - 5571584 bytes]

5571584 bytes copied in 3.088 secs (413412 bytes/sec)
SaiGon#

Téi day ta da thuc hién thanh cong viéc copy file I0S vao TFTP server.

Backup lai 10S tir TFTP server vao router.

Y nghia: trong trudng hop router bi 15i, ta ¢6 thé sir dung TETP server da co6 luu trix file
IOS cua router trude day, sau do ta sé backup vao router.

Thuc hién:

fa0/0
k -2 console -1
192.168.14.0/24
S~

7

ocatewav: 102 162 14 1

PC chay TFTP server ndi voi Router trong ciing mang LAN. 10S image mai sé chira trong
PC va s& truyén qua Cisco Router bing giao thac TFTP. PC hoat dong nhu TFTP server,
router sé la TFTP client.

Sau khi d4 xac dinh TFTP server da gan IP dé két ndi dén router. File IOS d4 san sang dé
chép. Gia sir rang, 10S cua router da hu hong hoan toan. Ta thyc hién céc cau lénh sau:

16
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Rommon> FE PORT=0

Rommon> IP ADDRESS=10.0.0.1

Rommon> IP SUBNET MASK=255.0.0.0

Rommon> DEFAULT GATEWAY=10.0.0.2

Rommon> TFTP SERVER=10.0.0.2

Rommon> TFTP FILE=c2600-1is-mz.113-3.0.3.0.bin

Rommon> sync

Rommon> tftpdnld

e e e e T e

Rommon> dir flash:

Rommon> reset

Sau khi reset lai, 10S cua router da dugc chép lai, va san sang hoat dong binh thuong.
Khoi phuc mat khau cho router.
Y nghia: trong mét s6 tinh hubng ta mat mat khau dé ding nhép vao router, do dé, dé lay
lai mat khau cua router ta phai thuc hién khdi phuc mat khau cho router nhu sau:
Thuwc hién:
Thao tac truc tiép trén Router.
Qua trinh khoi dong cua Router di duoc dinh trude. Sau qué trinh POST va nap hé diéu
hanh 10S, router s& nap cau hinh hoat dong trong NVRAM. Cac ciu hinh nay khéng chi
chtra thng tin giao thire dinh tuyén, dia chi ma con chira mat khau cua Router.
Mat khau duoc phuc hoi bang cach bo qua noi dung file cau hinh (Configuration file) trong
NVRAM trong qua trinh khai dong.
Viéc bo qua cau hinh duoc thuc hién bang cach sira doi noi dung thanh ghi cau hinh
(configuration register) router.
Ldc nay: Router s& khong cau hinh chira mat khau can phuc hoi.
Khi di vao dugc router, nguoi ding ¢d thé xem mat khau trong NVRAM va c6 thé sir dung,
x6a hay thay di ching.
Thuc hién sira d6i noi dung thanh ghi cau hinh: 0x2102 -> 0x2142
Viéc phuc hoi mat khau(Password Recovery) khac nhau ddi véi cac dong router,
Pé thuc hién duoc, ta thuc hién cac budc sau:

e Tat router va bat lai( Turn off / Turn on)

e BAam td hop (Ctrl + Break)
//Man hinh thong bdo dung lwong bé nho Ram cua router hogc 15 giay sau khi Turn on

e Router vao monitor mode, thuc hién Iénh:

Rommon 1>confreg 0x2142
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Rommon 2>reset
I/ Router sé nhdc phdi reset lai dé thay doi c6 tac dung, sau khi khéi dong sé khong bi doi
hoi pass, do router khong load tix NVRAM vao RAM
Sau khi thuc hién cac budc trén, ta s& dit password lai cho router va luu xuéng file NVRAM
Router#copy start run
Router#show run /Ixem password hodgc dat pass maoi
Router#copy run start Ileu Iai cdu hinh
Thay d6i thanh ghi:
e Xem ciu hinh thanh ghi hién tai:
Router#show version /lconfiguration register is 0x2142
e Thay ddi thanh ghi:
Router#confg terminal
Router(config)#config-register 0x2102
Router(config)#exit
Sau khi thuc hién xong, ta chi can reset lai router 1an ntra, sau d6 s& str dung password da
dat trudce do.
Il.  Baitap thuc hanh:
Bai 1: Cho mé hinh

ﬂ*— —————— —_——————— "3

Server-PT F{Eutttar— ET
TFTP Server outer

V&i mo hinh nhu trén, hay tu dat IP cho router va TFTP server. Hay thuc hién cac viéc
sau:

Thiét lap dich vy trén TFTP Server.

Cau hinh trén router, chép 10S sang TFTP server.

Thuc hién delete flash trén router.

Cau hinh chép 10S tir TFTP server sang Router.
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Bai 2

192.168.1.0/24

£.0.0.0/8
] Falfl
reer R L (g St R e — }l
. e i
PC4 s-mt.-:h—F’T RouteyESer2/o Ser3/0, uter-pT 11.0.0.0/8 Smt_c:h PT Pe-pT
Switch3 RCANTHO Switchs BCa

SAIGON

-~
192.168.2.0/24 132.168.3.0/24

_Se_rIS‘-fD
h S
Fa0/1 Fa0/o_[~=-Fal/l Fa0j1 ‘Falfl
el 12.0.0.0/8 120008 Switch-pT Nﬁ"'[:l

witch- Router-PT :

= A:It-CthT :E E:.5 Switchg —

Switch? DANANG PC-PT
——J PC7

Yéu cau :

bat tén cua cac router theo nhu mo hinh trén.

bit banner “Day la router <<tén router>>" cho céc router trén.
bat Pass cho enable mode va console mode cho cac router trén.
Thuc hién ma héa password cho cac pass da dat.

bat IP cho cac interfaces tuong (rng vai mo hinh.

Kiém tra sy lién théng cua cac router.

19



Truong dai hoc Sai Gon
Khoa Cbng Nghé Thong Tin

Bai 3 : Cho mo hinh :

Ser2f0

®Ser2/0

Router-FT
HANCI

Router-PT
SAIGONTY

Router-PT
CANTHO

Yéu ciu :

Sinh vién tu thém dia chi IP vao mo hinh.

Dbat tén cua cac router theo nhu moé hinh trén.

bat banner “Day la router <<tén router>>"" cho céc router trén.

bit Pass cho enable mode va console mode cho cac router trén.

Thuc hién ma hoa password cho cac pass da dat.
bat IP cho cac interfaces tuong (tng vai mo hinh.
Kiém tra sy lién théng cua cac router,
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BAI 3: CAU HINH PINH TUYEN TINH TREN ROUTER
I.  Huwéng dan thuc hién
1.  Khai niém vé dinh tuyén:
Dinh tuyén 1a chtrc ning cua router giup xac dinh qué trinh tim dudng di cho cac géi tin tir
ngudn téi dich théng qua hé théng mang.
Cac loai dinh tuyén: Chia lam 2 loai
e Pinh tuyén tinh: do ngudi quan tri quy dinh duong di cua gai tin.
e Dinh tuyén dong: do thuat todn cdu hinh quy dinh dudng di cua géi tin.
Uu diém cua dinh tuyén tinh:
e Router khéng phai thuc hién cac thuat toan dinh tuyén, do d6 khong tiéu ton tai
nguyén dé xu ly.
e Thong tin s& di theo con duong ma nguoi quan tri da cau hinh, 1am ting tinh bao
mét cua thdng tin truyén trén mang.
e Dinh tuyén tinh thich hop cho cac mang nho, it c6 su thay d6i trong topo mang.
Nhuoc diém cua dinh tuyén tinh:
e Router khéng c6 kha niang tu cap nhat cac thong tin vé duong di khi c6 sy thay doi
trong mang. Do d6 khong thich hop sir dung khi sir dung cho hé théng mang lén.
2. Céch ciu hinh dinh tuyén tinh:
Pé cau hinh dinh tuyén tinh, ta phai cdu hinh hoan tat IP cho cac interface cua router. Sau
d6, can cr theo so d6 mang ma thiét 1ap cau hinh véi cau Iénh nhu sau:
Cau hinh: dung lénh ip route. Cau tric nhu sau:
Router(config)#ip route [network-address] [subnet-mask] [next-hop]
Voi:
[network-address]: dia chi cia mang dich
[subnet-mask]: subnet mask cia mang dich
[next-hop]: 1a dia chi IP ciia cong phai di qua dé dén mang dich
3. Vidu minh hea:
Gia sir c6 so ¢6 mang nhu sau:
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2960i 24TT

Switchl
172.16.2.0/24
23 .3
L
3
< c;ﬁﬁi ) -1
FARVERY
172.16.1.0{2¢ # N\
192.168.1.0/24
4 \
/ \
ST \
5] ta 2
1 gl it
@ = *’; ki "?_
2960-24TT  172,16.0.0/24 2811 2811 IRdena s, 2900241,
Switch0 R1 na Switch2

Gia str rang, ta da cAu hinh hoan tat cac dia chi IP cho cac interface cua cac router ding
theo md hinh. Khi d6, ta cau hinh dinh tuyén tinh nhu sau:

Trén R1:

R1(config)#ip route 172.16.2.0 255.255.255.0 172.16.1.2

R1(config)#ip route 192.168.1.0 255.255.255.0 172.16.1.2

R1(config)#ip route 192.168.2.0 255.255.255.0 172.16.1.2

Trén R2:

R2(config)#ip route 172.16.0.0 255.255.255.0 172.16.1.1

R2(config)#ip route 192.168.2.0 255.255.255.0 192.168.1.2

Trén R3:

R3(config)#ip route 172.16.0.0 255.255.255.0 192.168.1.1

R3(config)#ip route 172.16.1.0 255.255.255.0 192.168.1.1

R3(config)#ip route 172.16.2.0 255.255.255.0 192.168.1.1

Sau khi thuc hién ciu hinh chi cac duong can thiét cho ting router, router s& c6 thé giao
tiép voi cac dudng mang ma né di duoc hudng dén.

I1. Bai tap thuc hanh:
Bai 1:
Cho so d6 sau:
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180.16.0.0/16

I*-;’li_ @ Se2/0 [ .Siezf' 0=
Routla-FraPUT Routd Fao/oT
Rouk2%8 Rouferl

192.168.1.0/24
10.0.0.0/8

| 20/t Fa0/1

* |
Swit IFalﬁT f
Swit IFal':f"lT

Swifich0
Swit\hl
Fao

Fa0 1
1
- -
PC-PT P!
PCO

Hay c4u hinh cac dia chi nhu trong hinh. Thuc hién cau hinh sao cho PCO c6 thé ping dén
PC1.

Dé thyc hién diéu nay, ta phai thuc hién dinh tuyén. O day, ta s& dung dinh tuyén tinh.
Cau lénh thuc hién dinh tuyén tinh:

Router(config)#ip route <dia chi mang can dén> <subnetmask ctia mang nay> <céng
interface can dén>.

Vi du: trong md hinh trén, tai router bén tay trai, ta phai cdu hinh chi duong dén Iop
10.0.0.0/8. L&p nay nam bén trong cua Routerl.

Router(config)#ip route 10.0.0.0 255.0.0.0 180.16.0.2

Nguoc lai, tai router bén phai, ta ciing cau hinh chi dudng dén I6p 192.168.1.0, 16p nay
nam bén trong cua router0.

Router(config)#ip route 192.168.1.0 255.255.255.0 180.16.0.1

Luu y: gia sir rang cong ser2/0 cua router bén tréi 1a 180.16.0.1/16 va cong ser2/0 cua router
bén phai Ia 180.16.0.2/16.
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Bai 2:
Cho mo hinh nhu sau:

- F74-30-PC ﬁ% S i D g

Motes Scan  Chat Mlessage Announce Show  Lock  Blank All Black Al

Mew Cluster

Move Object Set Tiled Background Viewport

Logical [Root]
]

(]

192.168.2.0/24

192.168.3.0/24

< | i J o @
Time: 00:14:29 | Power Cycle Devices Realtime
S e 0> F/“F/“F/]f“‘F/“f‘,"- ‘%;r§*|

ettt it S

g L ] s = il = J ! [Toggle PDOU List Window

. Automatically Choose Connection Type d m 3

j)m Fire Last Status Source Destination Type Color Time (sec) Periodic

% (& FE\__I O] 9 [r:] r‘::'_EWir - EN . o e
Hay cau hinh hoan tat so do trén.

Hay thyc hién dinh tuyén tinh dé cau hinh sao cho tat ca cac PC va router c6 thé ping thay
nhau.
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Bai 3:
Cho mo hinh nhu sau:

- F74-30-PC @% @ a b g

Message Amnounce Show  Lock  Blank Al Block All

Logical [Root]
e

New Cluster  Move Object Set Tiled Background Viewport

192.168. 1._0[24

;
o

192.168.2.0/24

Router-PT
HANOI

==,
PC-PT 10.0.0.0/8 L4
PCO
A PC1
Roufer-PT
E

192.168.3.0/24

PC2

< n ] 3 @

Time: 00:15:15 | Power Cycle Devices Realtime
l—“i . .m_;; f_/.\ — - _, — Dm Fire Last Status Source Destination Type Color Time (sec) Periedic
> ‘ - ‘ 74l 1 9*_") § |
e
= < m ] »
g Al e Togale PDU List Window
Automatically Choose Connection Type

= "Ht B o [ ""_E"rir
Hay cau hinh hoan tat so do trén.
Hay thuc hién dinh tuyén tinh dé cau hinh sao cho tat ca cac PC va router c6 thé ping thay
nhau.

|

EN . { e
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Bai 4:
Cho mo hinh nhu sau:

- F74-30-PC

Logical [Root]
]

R A LY

Motes Scan  Chat Mlessage Announce Show  Lock  Blank All Black Al

MNew Cluster Move Object Set Tiled Background Viewport

2311
N
172.16.0.0/16
172.18.0.0/16
172,17.0.0/16
F— ~ 192.168.2.0/24 o

192.168.1.0/24 -
- -
2411 2911 o411
= on VurfiTau ca¥rho

PCO
PC1 pc2

(]

o il

\ o)

Time: 00:04:34 | Power Cycle Devices

Realtime

dedL E Al 2l il alralal e
> D E c
) J] 8] 4] 6] 4] 9] 4]

2

j)m Fire Last Status Source Destination Type Color Time (sec) Periodic

;gx.s'—:
2 c™ B o - P K)M™

Hay c4u hinh hoan tit so db trén.

EN . P

l = | ! [Toggle PDOU List Window
Automatically Choose Connection Type d m 3

Hay thuc hién dinh tuyén tinh dé cau hinh sao cho tat ca cac PC va router c6 thé ping thiy

nhau.
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BAI 4: CAU HINH PINH TUYEN TINH - DEFAULT ROUTE
I.  Huwéng dan thuc hién
1.  Khai niém default route — dwong mac dinh:
DPuong mic dinh 1a dudng ma router sé& sir dung trong trudong hop khéng tim thiy duong
di nao phu hop trong bang dinh tuyén dé di toi dich.
Trong mét sé truong hop, router dugc dit & cac bién cua hé thdng mang (nghia 13 router
chi c¢6 1 con dudng dé két nbi dén cac router khac), ta s& 4p dung cach thirc dinh tuyén
duwong mac dinh cho router.
2. Céch cAu hinh dwong mic dinh:
Ta cau hinh twong ty nhu véi cau hinh dinh tuyén tinh.
Cau lénh:
Router(config)#ip route 0.0.0.0.0.0.0.0 [next-hop]
Trong do:
e Dia chi mang dich va subnet mask déu 1a 0.0.0.0 dai dién cho cic dudng mang
khong xac dinh.
e [next-hop]: 1a dia chi cua router ké tiép ma goi tin s& di dén.
3. Vidu minh hea:
Gia sir c6 so d6 mang nhu sau:

2960p24TT

Swigchl
172.16.2.0/24
=3 ,3
g;;,':\
& (ﬁﬁi 0 1
Rz \
172.16.1.0/2¢  J \
/ \ |92168.0.0024
/ \
A ,_/ \*\
£ ”; ki "’;-»_ e
2960-24TT  172,16.0.0/24 2811 2811 I2lezOed; 2900241,
Switcho hy o8 Switch2

Gia sur rang, ta da cau hinh hoan tat cac dia chi IP cho céc interface ciia cac router diing
theo mo hinh. Khi do, ta cau hinh dinh tuyén tinh két hop véi duong mac dinh nhu sau:
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Trén R1:
R1(config)#ip route 0.0.0.0.0.0.0.0 172.16.1.2
Trén R2:
R2(config)#ip route 172.16.0.0 255.255.255.0 172.16.1.1
R2(config)#ip route 192.168.2.0 255.255.255.0 192.168.1.2
Trén R3:
R3(config)#ip route 0.0.0.0.0.0.0.0 192.168.1.1
Trong trudng hop nay, ta thiy cau Iénh cau hinh trén R1 va R3 it hon han so véi cdu hinh
st dung dinh tuyén tinh thong thuong.
Il.  Bai tap thuc hanh:
Bai 1:
Cho m6 hinh nhu sau:

- PC-PT

» L .
PC-PT -
PCL Switdh-pT Switdy-PT PC3
) Swiths
Switgh3 wi 9.0.0.0/8 192.168.1.0/24
D_ 172.17.0.0{16 . 11.0.0.0/8
—

= —
i —— = - —epdt ]
= Switch-PT “—_"S-——.l ger—- e Switch-PT =,
PC-PT Switcho Router-FT Routdr-PT 8.0.0.0/8 Router-FT Switch? PC-PT
PCO Rogterd Rouferl Router2 PCS
172,18.0.0/16
[:]_ 10.0.0.0/8
e ——
=, e ——— _D
PC-PT Switch-PT Switch-PT b
pC2 Switchd Switchs PCPT
PC4
A AL
Yeéu cau:

Hay cau hinh cho cé4c thiét bi theo nhu trong hinh.

Hay c4u hinh dinh tuyén tinh trén router0 va routerl tré dén tat ca 16p mang bén trong cua
2 bén.

Trén router2 va router0, hdy ciu hinh dudng mic dinh tré vé routerl.

Trén routerl, hdy ciu hinh dinh tuyén tinh tré vé dudng mang 192.168.1.0/24.
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Bai 2:

Cho md hinh:

192.168.4.0/24

Q _.dv——."“,k =
— = et 10.0.0.08 R?\l‘{

=%
13.0.0.0/8
0.0.0/ RNM 3.0124
"“a~ 12.0.0.08 .
R3

192.368.2.0/24 o

J

P

Yéu cau:

Hay cau hinh céc thiét bi nhu trong mé hinh.

Hay cau hinh tén router theo nhu mé hinh trén.

Hay cdu hinh dinh tuyén tinh trén R1, R2, R3, R4 tro vé tat ca cac 16p bén trong cua cac
router nay.

Céu hinh dudng mac dinh cho R5 tro vé R4.

Cau hinh R4 tré vé 16p mang bén trong ciia R5 (172.17.0.0/16).

Bai 3:
Cho mo hinh sau:

160.25.150.0/24

; Fa2/1 N
Fa1/1l =
=, SwItEh-PT
PC-PT Swl R0y
pC2 - Server-PT
Server0
D Fa0/0
b &
PCO Fsezlopr-PT
oy Royter3
SwitgRT
Switch0 172.18.0.0/16
192.168.3.0/24
Fa0/0,
=
Fa 10Ny — Failo
e o sez0 uter-P
Fa0/0r - o Router5
Router4 192.168.2.0/24

172.16.0.0/16

Fa0/1
172.17.0.0/16 Fai/t

/ A ‘W‘*——_N‘ml Switch-PT :«:,
a0/ Router-PT 100008 » Switch3 PC-PT

Fal/1 Routeri Router-PT PC4
= Swilch-PT Router2
Switch1

=,
PC-PT
PC1

192.168.4.0/24 ® Se30

Yéu cau:
Hay cau hinh céc thiét bi nhu mé hinh trén.
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Hay c4u hinh dinh tuyén tinh tré vé tt ca cac dudng mang trén router0, routerl, router2.

Hay c4u hinh dudng mac dinh cho router3, router4, router5 tro vé cac router twong (ng
trong mé hinh trén.
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BAI 5: CAU HINH PINH TUYEN PONG - GIAO THUC RIP
I.  Huwéng dan thuc hién
1.  Khai niém dinh tuyén déng:
Trong phuong phap dinh tuyén dong, cac router s& tu xay dung nén bang dinh tuyén nho
vao céc giao thuc dinh tuyén duoc cai dit trong router.
Phan loai: chia lam 3 loai
 Distance Vector: cac giao thuc s& dung thuat toan distance-vector dé xay dung
bang dinh tuyén. Cac giao thirc thudc loai nay 1a RIPv1, RIPv2, IGRP...
e Link State: cac giao thirc sé& trao d6i cac goi LSA dé xay dung bang dinh tuyén.
Céc giao thac thugc loai nay la OSPF, IS-IS...
e Hybrid: I1a sy két hop cua 2 loai trén, giao thuc thudc loai nay 1a EIGRP.
Uu diém cua dinh tuyén dong:
e Puong di dén dich c6 tinh linh hoat khi c6 su thay d6i trong kién truc va luu luong
mang.
e Phl hop véi cac mang lén, thudng xuyén co su thay doi trong mé hinh mang.
Nhuoc diém cua dinh tuyén dong:
e Tiéu ton tai nguyén cua router dé thuc hién cac xir ly, tinh todn cac thuat toan dinh
tuyén.
e Poi hoi kha ning cau hinh céc giao thic cua nguoi quan tri
2. Khai niém giao thire dinh tuyén dong RIP
RIP (Routing Information Protocol) 1a giao thirc cong noi dugc thiét ké dé st dung trong
cac hé thong ty tri nho.
RIP 14 giao thte dinh tuyén dong theo vector khoang céach, sir dung thuat toan Bellman-
Ford dé xay dyung nén bang dinh tuyén.
Giao thirc RIP chay trén UDP port 520. Tét ca cac goi tin RIP dugc dong géi trong 1 RIP
segment vai source port va destination port la 520.
Co ché hoat dong cua RIP
e Khi vira khoi dong, céac router RIP s€ broadcast cac goi tin Request trong mang va
lang nghe phan hoi.
e Khi mot router nhan dugc goi Request, n6 s& gui tra lai toan bo bang dinh tuyén cua
n6 bang multicast.
e Sau khi nhan duoc bang dinh tuyén
= Néu n6 nhan duoc 1 route di ton tai trong bang dinh tuyén cua no, né sé
xem xét chi s hop cua route vira nhan duoc, néu chi sé6 hop nhan duoc thap
hon hop trong bang dinh tuyén, nd s& cap nhat thong tin route d6 vao bang
dinh tuyén caa no.
= Néu n6 nhan dugc mot route méi, nd s& cap nhat route d6 vao bang dinh
tuyén caa no.
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Metric cua RIP (cach tl'nh gia tri duc‘mg di cuia RIP): dya trén sb lugng router ma géi tin di
qua, diéu nay co nghla rang, dudng di t6t nhat cia RIP 14 ducmg di qua it router nhat. Tong
) luong router tbi da ma mot g6i tin duoc giao thire dinh tuyén RIP cho di qua 1a 15 router.
Néu di qua 15 router ma van chua dén dich thi géi tin s& bi hity. Chinh vi ly do ndy ma giao
thire RIP khong duoc sir dung nhiéu trong cac hé thong mang lon.

3. Cach thitc ciu hinh:

Dé cau hinh 1 router chay giao thirc RIP, ta dung Iénh router rip, tiép theo 1a danh sach cac
mang két ndi truc tiép véi né.
Luu y: néu nhu cdu hinh dinh tuyén tinh 13 c4u hinh dia chi mang dich ndi ma router can
dén thi cdu hinh RIP Ia c4u hinh cac duong mang ndi truc tiép vai nd. Giao thic RIP s&
ding thong tin nay dé giri dén cac router khac nham muc dich tim kiém dudng di tt nhat.

Cau lénh:

Router(config)#router rip
Router(config-router)#network

4. Viduminh hea

Gia str ta c6 mé hinh mang nhu bén dudi.

4
2960}2411’
Switchl

172.16.2.0{24

2&

<dia chi cdc dwong mang két néi tryec tiép>

sl

2960-24TT
Switch0

172.16.0.0/24

Cau hinh trén R1:
R1(config)#router rip

8 .
/ Rr2 \
172.16.1.0/24 / \
/ \ 192.168.1.0/24
/ \
A / \*
; R 2
2811 2811 192.168.2.0{24
R1 R3

R1(config-router)#network 172.16.0.0
R1(config-router)#network 172.16.1.0

Cau hinh trén R2:
R2(config)#router rip

R2(config-router)#network 172.16.0.0

e

2960-24TT

Switch2
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R2(config-router)#network 172.16.2.0
R2(config-router)#network 192.168.1.0
Cau hinh trén R3:

R3(config)#router rip
R3(config-router)#network 192.168.1.0
R3(config-router)#network 192.168.2.0
Il.  Bai tap thuc hanh:

Bai 1:

Cho mo hinh sau :
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192.168.1.0/24

i @ ‘ P % “;\,I 2

l

| o)
Time: 00:01:51 I Power Cycle Devices Realtime
s NS Tl mlalanl ol 7a @) ) y F—— 0 _ |Fire LastStatus Source Destination Type Color Time (sec) Periodic
Al 8] 4] ¥l 4l = o | %
]S wl a4l
i

g . 's = = Automatically Choose Connection Type : : M‘ < Ul
Ol -]c ¢ @lcfa] ] B ¥ 5o doman
Yéu cau:
Hay cau hinh hoan tat so do trén.
Dung RIP dé cau hinh dinh tuyén cho tat ca router trén.
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Bai 2 :
Cho so dd sau :

- F74-30-PC

ock  Blank Al Block Al

gevo2P9m

Fle Edit Options View Tools Extensions Help

= "= e i

Logical [Raat] New Cluster  Move Object Set Tiled Background Viewport

] A |E
)
R

[i1]

192.168.2.0/24

12.0.0.0/8
=

Switch-PT #
Router-PT =witch3 Fraa
KienGiang pC2

Switch-PT g
Switchz Router-PT

PC3 DaNang

11.0.0.0/8

< | i | " @

Realtime

Time: 00:02:10 I Power Cycle Devices

37 Fire LastStatus Source Destination Type Color Time (sec) Periodic
Scenario 0 -

e BOEEDEE
(T
B od| @] 4] W] 4] -d] 4] o]
g - s e [ - D = I ' | | Toggle PDU List Window
- Automatically Choose Connection Type < n r
ﬁ = | ad € @A || & | ® EN . u3 ) 10:07 AM i

Yéu cau:
Hay c4u hinh hoan tit so db trén.
Dung RIP dé cau hinh dinh tuyén cho tat ca router trén.
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R ACECNC i JeN

Notes Scan Chat Message Announce Show  Lock  Blank Al Block Al

Cisco Pack el

Fle Edit Options View Tools Extensions Help

E’H EIEI‘(‘ 10/0

Logical [Root] New Cluster Move Object Set Tiled Background Viewport
‘ AIE
)
N
11.0.0.0/8 8.0.0.0/8

m

Switchl 172.16.0.0/16 Switch-PT

5
Switch3 e

PC3
Router-PT

Routerd
172.22.0.0/16 ¥T

2811 172.18.0.0/18

172.19.0.0/18 Routerd Router3

buter-PT
Routerl

172.20.0.0/16

Routers

witch-PT
Switch0

10.0.0.0/8

Switch2

PC.
PCO PC2

4 . ] 3 @

Time: 00:04:54 | Power Cycle Devices Realtime

e BEPEDEVEE e
deoFe T r—
e e el ] SV el
Yéu cau:
Hay cau hinh hoan tat so do trén.
Dung RIP dé cdu hinh dinh tuyén cho tat ca router trén.
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..
Bai 4:
-F74-30-PC = )

ARl BN

Mates  Scan Chat  Message Annou Show Lock EII nk Al Block All

& Cisco Packet Tracer

(=S

Logical [Root] New Cluster  Move Object Set Tiled Background Viewport
.l_‘

AR Al

L
-
20008 =]
=

& 28 —

wall2 =)

2811 = =

WANL
11.0.0.0/8 %
SO 10.0.0.0/8
r—,_.’ 172.16.0.0/ 172.17.0.0/ 16m—arf = =
2 F_" Routde-PT
opfter-FT SaninG
THO 21
sATfoON
b
192.168.3.0/24 192,168.1.0/24

192.168.2.0/24

PCO

.\ i v | @
Time: 00:17:58 | Power Cycle Devices Realtime

= el - e | ,/‘ ,/| p '~‘ ,/| ,‘; ‘ | ,sﬁ-\w ,s | i) scenario o . |Fire LastStatus Source Destination Type Color Time (sec) Periodic
AeFo - -
Automatlcal\y Choose Connection Type < 1] r
@ o ¢ @ Bl . Mt 1032aM z

Yéu cau:
Hay cau hinh hoan tat so do trén.
Hay thuc hién dinh tuyén tinh theo yéu ciu sau :
e Khi l6p mang 192.168.3.0 guri tin qua I6p 192.168.2.0 va 192.168.1.0 bat buoc phai
di qua 16p 172.16.0.0.
e Khi I6p mang 192.168.2.0 giri tin qua 16p 192.168.3.0 bat budc phai di qua 16p
172.16.0.0, giri tin qua 16p 192.168.1.0 bit bugc phai di qua 16p 172.17.0.0
e Khi lép mang 192.168.1.0 gt tin qua I16p 192.168.2.0 va 192.168.3.0 bat budc phai
di qua lop 172.17.0.0
e Ti router CANTHO, mubn di ra cac 16p khac ngodi miéu ta & trén phai di mic dinh
qua WAN1.
Hay c4u hinh dinh tuyén RIP cho céc router trong mé hinh trén.
Luu ¥: dung cau 1énh traceroute dé kiém tra cac géi tin di theo dung yéu cau dit ra ¢ trén.
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BAI 6: CAU HINH PINH TUYEN PONG RIP - DEFAULT ROUTE
I.  Huwéng dan thuc hién
Cau lénh c4u hinh dinh tuyén tinh:
Router(config)#ip route [network-address] [subnet-mask] [next-hop]
Voi:
[network-address]: dia chi cia mang dich
[subnet-mask]: subnet mask ctiia mang dich
[next-hop]: 1a dia chi IP cua cong phai di qua dé dén mang dich
Cau lénh cu hinh dudng mic dinh:
Router(config)#ip route 0.0.0.0.0.0.0.0 [next-hop]
Trong do:
e Pia chi mang dich va subnet mask déu 1a 0.0.0.0 dai dién cho cac dudng mang
khong xac dinh.
e [next-hop]: 1a dia chi cua router ké tiép ma goi tin s& di dén.
Cau lénh cau hinh dinh tuyén RIP
Router(config)#router rip
Router(config-router)#network  <dia chi cdc dwong mang két néi truc tiép>
I1.  Bai tap thuc hanh:
Bai 1:
Cho mé hinh sau:

PCO Switch3 Routse2/d

192,168,5.0/24

_‘, Fay/1
-

Fal/1
PC-PT Switch0 ¥ Switchz PC-PT
pC2 CJ pCa
=
PC-PT
PC3
3
a AL
Yeéu cau:

Hay c4u hinh cho router0, Routerl, Router2 tré default route vé Router3.

Ciu hinh dinh tuyén tinh cho cic 16p mang 192.168.1.0/24, 192.168.2.0/24 va
192.168.3.0/24 dé céc tuyén duong nay co thé giao tiép voi nhau.

Céu hinh dinh tuyén RIP cho cac router.
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Bai 2:

Cho md hinh:

192.168.4.0/24
172.17.0.0/15

172.16.0.0/16 RS 11.0.0.08

10.0.0.08

L~

= =
=
R2 192.368.3.0/24
i = 12.0.0.08
R3

192, 358.2.0/24 192.363.2.0724 .

Yéu cau:

CAu hinh cac thiét bi nhu mé hinh trén.
Hay c4u hinh R5 tré default route vé R4.
Céu hinh dinh tuyén tinh tir R4 tr6 vé R5.
Céu hinh RIP cho cac router, trir R5.

Bai 3:
Cho m6 hinh:

180.25.180.0/24

Fai/.l. =l Fal|
=, ™ Switgh-PT
PC-PT SWRUH
pPC2 Server-PT
Server()
Fa0f0
—_;_r
&
Fse2npr-pT
Rolter3
172.18.0.0/16

192.168.3.0/24

T Fa0/)
~7
[T, - 20k Falfo

i 5 5020 uter-p

F20/0r- e Router5

Router4 P00 192.168.2.0/24
Fabf1
192.168.4.0/24 ® Se3fo 172.17.0.0/16

-
i rf.;,esesfu\_\\ﬁ@?fi’“ Switch-PT } 7

g Pl Router-PT 10.0.0.008 Switch3 PC-PT
Falfl Routerl Router-PT pC4
Switch-PT Router2
0 Switch1

PC-PT
pC1
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Yéu cau:

Hay c4u hinh cac thiét bi nhu trén mé hinh:

Hay c4u hinh default route cho Router3 tro vé RouterO.
Cau hinh IP route cho router0 tré vé router3.

Cau hinh RIP cho c4c router, trir router3,

C4u hinh Server c6 thé phan giai DNS va lam web server.

Luu y: dé cau hinh server, ta chon server va chon service, dé cau hinh DNS, ta chon nhu
hinh bén dudi:

5? ServerQ — O X
Physical Config Services Desktop Custom Interface
ERVICE DNS
HTTP DNS Service ® On O off
DHCP Resource Records
DHCPvV6 Name fit.sgu.edu.vn Type A Record -
TFTP ddress [192.168.1.10|
DNS Add Save Remove
SYSLOG No. Name Type Detail
AAA 0 sgu.eduvn A Record 192.168.1.1
NTP
EMAIL
FTP
DNS Cache

Ta chon tén mién va dia chi tuong @ng, sau khi nhan ndt add, ta sé c¢6 dia chi IP tuong &ng
vai tén domain.
Dai vaéi viéc cau hinh web server, ta chon services, nhan chon HTTP, chon on.
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@ ServerQ — Ol X
Physical Config Services Desktop Custom Interface
ERVICE HTTP
HTTP HTTP HTTPS
DHCP ® On O Off @ On O off
DHCPV6| | _
File Manager
TFTP File Name Edit Delete
DNS 1 copyright... (edit) (delete)
SYSLOG 2 cscoptlog... (delete)
AAA 3 helloworl... (edit) (delete)
NTP 4 image.html (edit) (delete)
5 index.html (edit) (delete)
EMAIL
FTP
New File Import
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BAI 7: CAU HINH PINH TUYEN PONG OSPF

I.  Huwéng dan thuc hién
1.  Khai niém giao thire dinh tuyén déng OSPF
Giao thitc OSPF (Open Shortest Path First) duoc phat trién bai té chuc Internet
Engineering Task Force (IETF) dé thay thé giao thirc RIP.
Pay 1a giao thuc dua trén thuat toan link-state, trién khai dya trén cac chuan mé.
Phién ban 2 cta giao thirc nay da duogc dac ta trong RFC 2328 vao nam 1998, danh cho

IPv4.

Phién ban 3 danh cho Ipv6 dugc dac ta trong RFC 5340 vao nam 2008, danh cho IPv6.
OSPF ¢6 kha nang mo rong cao va khong bi gidi han 15 hop count nhu RIP.
Céc dic diém cua giao thic OSPF:

Tdc d6 hoi tu nhanh: Véi giao thirc OSPF thi thoi gian hoi tu nhanh hon vi n6 chi
gui di cac thay doi vé topo mang, giao thirc RIP can dén vai phat dé hoi tu vi toan
bo bang dinh tuyén dén céac router két ndi vai no.

Ho tro mit na mang con VLSM (Variable length subnet mask).

H3 tro cac mang c6 kich thuéc 16n: véi giao thire RIP, néu 1 mang nam céch xa qué
15 router thi s& khéng thé dén duoc. Péu ndy 1am cho mang st dung RIP cé kich
thudc nho. Voi OSPF thi kich thude cua mang khdng bi han ché.

Puong di hiéu qua, linh hoat: OSPF chon duong di dya vao chi sé6 COST, day 1a
metric dya trén bing thong dudng truyén.

Hb trg xac thuc

Tiét kiém duoc bang thong: Ctr dinh ky 30 gidy, RIP s& quang bé toan bo bang dinh
tuyén t6i tat ca hang xom. Diéu nay sé& chiém dung bang thong cta duong truyén 1
cach vo ich néu nhu trong mang khong c6 bat ki su thay dbi nao. Trong khi do,
OSPF phat multicast mot cap nhat dinh tuyén cé kich thudc téi thiéu va chi gui cap
nhat khi c6 thay doi vé topd mang.

Co ché hoat dong cua OSPF:
OSPF c¢6 thé hoat dong trong vong 6 budc nhu sau:

Budc 1: Cac OSPF router sé& giri cac goi tin Hello ra tat ca cac OSPF router khac
trong mang. Néu 2 router sau khi trao d6i g6i Hello va thoa thuan mot s6 thong s6
chiing sé& tro thanh hang x6m. Pong thoi thong qua goéi tin Hello, OSPF ciing s& bau
ra DR va BDR néu nhu diy 1a mang quang ba.

Budc 2: Hinh thanh mdi quan hé tin cay (Adjacency) véi mot vai router hang xom
hoic voi DR. OSPF dinh nghia ra mét s6 loai network va mot sé loai router. Sy thiét
lap mot adjacency dugc xac dinh boi loai router trao doi Hello va loai network ma
Hello trao d6i qua.

Budc 3: Mai router guri cac LSA (Link State Advertisement) dé md ta trang théi két
ndi qua tat ca adjacency. C6 rat nhiéu loai thong tin cho nén OSPF ciing dinh nghia
nhiéu loai LSA
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e Budc 4: Khi 1 router nhan mot LSA tur router hang xom, nd s€ cap nhat vao link
state database va giri mot copy cua LSA téi tat ca router hang x6m khac cua nd

e Budc 5: Bang cach gui tran ngap cac LSA ra toan bo cac router trong mot area, tat
ca router s€ xay dung chinh x&c link state database.

e Budc 6: Khi database dugc hoan tit, mdi router sir dung thuat toan Dijkstra’s
Shortest Path First (SPF) dé xay dung nén SPF tree

OSPF Uses Dijkstra's SPF Algorithm

Fa0/0

S0/0/1

50/0/0 DCE

S0/0/0
DCE

S0/0M1

S0/0/0
DCE

Link-State
Database
\ H
SPF

SPF Tree ST,
Table

Metric cia OSPF (cach tinh gié tri duong di t6t nhit cua OSPF):
Gid tri co so dé giao thuc OSPF Iya chon duong di 1a COST. Gia tri COST cang nho thi
cang tt va duoc tinh theo cong thic:
108/ bandwidth
Bing thong mic dinh 1a 108 Mbps, gia tri nay co thé thay doi nho lénh
Auto-cost reference-bandwidth
COST cua 1 tuyén duodng la gia tri tich lity tir 1 router dén router ké tiép cho toi khi dén
dich.
Do da khac phuc dugc tinh trang goi tin chi di chuyén qua 15 router cua giao thirc RIP, nén
giao thitc OSPF thudng duoc cau hinh trong hé thdng mang 16n.
2. Céch thic cdu hinh:
Dé ciu hinh duogc giao thirc OSPF, ta ciing phai dam bao cac router da cAu hinh xong IP
cho céc interfaces, va dam bao cé4c router giao tiép truc tiép véi nhau phai két nbi duoc.
Cau Iénh cau hinh OSPF nhu sau.
Dé cau hinh mét router st dung giao thicc OSPF, ta ding lénh:
Router(config)#router ospf process_id
e Process_id 1a mot chi sé cuc bo trén router.
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Sau d6 liét ké cac mang két ndi vai no.
Router(config-config)#network major_network wildcard area area_id
e Area_id 12 chi s6 dung d& nhém céc router vao cling mot area, Cac router nay cling
chia sé hiéu biét vé cac dudng hoc dugc trong mién OSPF .
3. Viduminh hoea:
Gia sir ta c6 so d6 mang nhu sau:

2960§24TT
Swigchl

172.16.2.0{24

) .3
|

~

\"
2 o1y !
72.16.1.02 REN
172.16.1.0{24
f // \\ 192.168.1,0/24
/ \
1/ \ 5
1 p
o " Syl
2960-24TT  172.16.0.0/24 2811 2811 192.168.2.0/2¢  2960-24TT
Switch0 R1 R3 Switch2

Ta sé tién hanh cau hinh giao thirc OSPF véi process_id trén cac router 1a 1, area_id 1a 100
Trén R1:

R1(config)#router ospf 1

R1(config-router)#network 172.16.0.0 0.0.0.255 area 100

R1(config-router)#network 172.16.1.0 0.0.0.255 area 100

Trén R2:

R2(config)#router ospf 1

R2(config-router)#network 172.16.1.0 0.0.0.255 area 100

R2(config-router)#network 172.16.2.0 0.0.0.255 area 100

R2(config-router)#network 192.168.1.0 0.0.0.255 area 100

Trén R3:

R3(config-if)#router ospf 1

R3(config-router)#network 192.168.1.0 0.0.0.255 area 100

R3(config-router)#network 192.168.2.0 0.0.0.255 area 100

Trong tinh hudng cau hinh trén, ta luu ¥ rang, cac dia chi mang liét ké 1a nhiing dia chi
mang két ndi truc tiép véi router.
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Gié tri wildcast dugc tinh bang cach: 255.255.255.255 — subnetmask. Vi du: subnet mask
cua lép mang 192.168.1.0 1a 255.255.255.0, do d6, 255.255.255.255 — 255.255.255.0 ta sé
c6: 0.0.0.255.

Céc router mudn trao d6i thong tin dinh tuyén véi nhau phai c6 chung 1 area. Néu khac
area cac router s& khdng thé trao ddi goi tin dinh tuyén véi nhau duoc.

Chi s process id caa cac router c¢d thé giong, hoic ciing c6 thé khac. Piéu nay chi anh
hudng khi chdng ta thuc hién redistribute cho cac router trén area khac nhau (s€ duoc trinh
bay trong bai sau).

Bai tap thuc hanh:
Bail:
Cho m6 hinh sau :

- F74-30-PC

& Cisco Pacl o | -2P |
ile i ools “xtensions el

29O 2 pOm

an  Chat Message Announce Show  Lock EII nk Al Block Al

Logical [Root] New Cluster Move Object Set Tiled Background Viewport
iy
AP =
- S
172.16.0.0/16
; —
PC-PT E =
& b 4
ute
RuuterU
192,168, 1.0/24
Eia
%_/

al i M)
Time: 00:01:51 | Power Cycle Devices Realtime

P 1o - | (/‘ ,/| - “‘ ,/| . ‘; ‘ "53\‘ ,é | i) Scererio o . |Fire LastStatus Source Destination Type Color Time (sec) Periodic
v =2
s Al i J ' | [ Toggle PDU List Window
Autnmatlcal\y Choose Connection Type < n ] v
ﬁ o ¢ @ EN . 7% ) 1004AM :

Yéu cau:
Hay c4u hinh cac thiét bi nhu mé hinh trén.
Dung OSPF dé cau hinh dinh tuyén cho tat ca router trén vai process id 1a 1 va area la 100.
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Bai 2:
Cho mo hinh nhu sau:
- F74-30-PC ﬁ @ @ ’ Q

Motes Scan  Chat Message Announce Show  Lock  Blank Al Block Al

Edit Options View Tools Extensions Help

File

Logical [Root] New Cluster Move Object Set Tiled Background Viewport
A e
&%

af

]

8.0.0.0/8

11.0.0.0/8

Router-
Router2

-
172.16.0.0/16 Switch-PT PCPT

Switchl
Switch3 BC3

Router-PT
Routerd
172.22.0.0/16

172.18.0.0/16 2811
Router3

172.19.0.0/16 RouterD

172,210,016

buter-PT
Routerl

172.20.0.0/16

Router-#
Routers

Switch0

Switch2

4 . ] 3 @

Realtime

Time: 00:04:54 I Power Cycle Devices

e — — S Scerarioo - |Fire  LastStatus  Source Destination Type Color Time (sec) Periodic
eI ADPEREDEE |2
. 3 f
-
g L ] s = al = J " | [ Taggle PDU List Window
Automatically Choose Connection Type 4 . v
—
ﬁ A |0 € @B | @& |&)|® EN . %3 4y 1033AM

Yéu cau:
Hay cau hinh cac thiét bi nhu mé hinh trén.
Dung OSPF dé cau hinh dinh tuyén cho tat ca router trén vai process id 1a 1 va area la 100.
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Bai 3:

172.16.64.0/18 172.16.0.0/18
192.168.1.0/30
Se GO Fa0/0 Fal/: Fa1/1 FBD._D
B o N
Fai/i Bt F20/03e3/0 Switch-PT =,
=, ~ Switch-PT Router-PT witcl BC-PT
3 . R Se3/0 Switchs
PC-PT Switch2 fse20fer-PT oy pC3
pCo Rodter0
182.168.1.4/30 192.158.1.12/30)

et 20.0.0.0/8

A Fa0 Fa/: Fal/1 Fad

Se: =:
192. 168. 1.5,/30 o

oSy Routkr-PT Switch-PT _!
= (L Fe0d RouZiso Switch1 serverPT
Switch-PT Rou rEEDyTn Web server

10.0.0.0/8

Server-PT Switch0 Roupers
DNS
192.168.1.16/30
192,168.1.24/30
Se3/0 172.16.192.0/18
172.16.128.0/18 ceo 192.168.1.20/30 se2id, FEAS rap
e
Fa1/1 1
gﬂ—ﬁ”"*—ar/gutepw Router Switch-PT bepT
BT Switch-PT Routeri Switch4 PC2
pC-PT
PC1 Switch3

Yéu cau:

Hay cau hinh hoan tat c4c thiét bi nhu mé hinh trén.

Hay ciu hinh dinh tuyén véi OSPF cho cac router trén. Cau hinh DSN véi tén mién 1a
it.com va tro vé web server dé truy cap website.

Luu y: hay tu lya chon process id va area cho giao thic OSPF.

Bai 4:

Cho so do sau:

172,16.0.0/20

Fa

Server-PT Fa0/0 7 192.168.1.0/25
Fai)
Server0 Routlr-PT reo/1, 2B : t _#
RO P Switch-PT PCPT
se2i0 ¥ Switch4 PC5
10.10.254.4/30 ter-PT
Routerb
Server-PT
Serverl
172.16.16.0/20 150.80.6.4/30
! 5220 10.10,254.0/30 SGZ;E,M
£ Se3 e
S P20 Fal/l Router-PT
PC-PT Switch-PT Routerl Roufer2 LSS50/
- 192.168.1.128/25
pPCO Switch1 ez 0
= =W Fa0/: Fal/l =
: PC-PT
Router-PT Switch-PT pca
11.18.0.0/30 Router7 Switch5
Se2/0
172.16.32.0/20 - 12.45.0.0/30 se3i0y
Router-PT Faij1 Fol g
=, Switch-PT Router T Switch-PT P
/0 Router3 PC-PT
pgéq-r Switch2 Roycei® Switch6 pPC3
12.45.0.4/30 172.16.64.0/20
Se2/0
172.16.48.0/20 Fa0/0, [y
Fal. Fa1/1780/1 ‘
= Router-PT
PC-PT Switch-PT Router5
PC2 Switch3

Yéu cau:
Hay cau hinh dinh tuyén véi OSPF dé céc thiét bi giao tiép vai nhau (process id va area
tdy chon). Hay cdu hinh cho céc server dé cac may c6 thé gui thu cho nhau.
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BAI 8: CAU HINH PINH TUYEN PONG OSPF PA VUNG
I.  Huwéng dan thuc hién
1.  Khai niém OSPF da vung
Khi quy md hé théng mang nho, ta c6 thé ciu hinh OSPF don ving (single area) dé c6 thé
don gian hoa viéc quan tri. Tuy nghién, khi kich thudc mang l6n hoac trong moi trudong
mang thuong xuyén cé su thay doi, viéc sa dung OSPF don ving s& nay sinh cac nhuoc
diém sau:
e Kich thudc bang dinh tuyén trén mdi Router 16n khi mang 16n.
e Co s dir liéu vé céu trdc toan mang cia mdi Router ciing vi thé phinh to ra.
e Cac Router phai gong minh thuc hién nhiéu lan tinh toan duong di tot nhat bang
thuat toan SPF gay tiéu tén tai nguyén bo nhé va tai nguyén x 1y.
Dé giai quyét han ché cia OSPF don ving, ngudi ta chia mang 16n thanh cac phan nho hon
goi 1a cac Area, ddy goi 1a kién triic phan cdp OSPF. N6 cho phép Router trong mdi ving
duy tri co s¢ dir liéu riéng cta vung do va tom lugc co sé dir liéu cia cac vung khac. Bam
bao dugc tinh két ndi gitra cac Area va cac mang bén ngoai hé thong 1a doc 1ap véi nhau.

/ﬁ
_~" OSPFArea0

Backbone

Other Routing
Domain

Loi ich cua viéc su dung OSPF da vung:

o Céc Router bén trong mot Area chi can quan tim dén Link-State Database cua Area
chtra n6, khong can quan tim dén toan mang. Giam chi phi bo nho.

e Bang dinh tuyén caa Router bién s& ngan gon hon vi ta c6 thé tom tat (sumary) cac
dia chi mang theo khu vuc.

e Giam tan suit sir dung thuat toan SPF. Cac Router trong mot Area chi phai tinh toan
lai khi c6 sy thay doi ctia mang bén trong Area ctia ching khi c6 sy thay doi.

e Cac Router chi gui cdc goi Link-State Update cho cac Router khac trong vung cua
n6 khi co sy thay d6i. Giam cac goi LSU trén toan mang.
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Phéan loai cac loai router trong OSPF
Cac router trong OSPF duogc phan thanh 4 loai router sau:
e Internal Routers (IRs): Hay con goi la Router ndi viing, la cac Router két ndi truc

tiép voi nhau thudéc cing mot Area cua OSPF. Loai Router nay chi ¢ mot Link-
State Database do né chi thudc vé mot Area.

Area Border Routers (ABRs): Con goi la Router bién, 1a cac Router két néi dén
nhiéu Area cua OSPF. Trong mdt mang c6 thé ¢ nhiéu Router bién. Bai vi nam
gitra cac Area nén n6 c6 nhiéu Link-State Database. V&i mdi Area ma Router bién
két néi dén, Router bién s& c6 1 database vé mang d6 (da dwoc tom tit) dé gui vé
Backbone-Area va phan phdi ti cac Area khac. Router bién nim giira mot hoic
nhiéu Area va két ndi truc tiép dén Backbone-Area ciing dugc xem I thanh vién
cuia Backbone-Area va la thanh vién cua Area ma né két néi dén. Noi céch khac,
mot Router néu mudn tro thanh Router bién phai két ndi tryc tiép dén Backbone-
Area va la thanh vién cua Area khac.

Autonomous System Boundary Routers (ASBRs): La Router két néi dén mot hoic
nhiéu AS khac, hoic két ndi véi cac mang khac ¢ giao thire dinh tuyén khéac khong
phai OSPF.

Backbone Routers (BRs): La Router chi thuoc Backbone-Area, khdng két ni voi
Area khac.

Internal &
]
Router !

: Boundary Router !

; (ASBR) ;

BGP Router

Cach thitc cAu hinh:

Gia st ta ¢c6 mo hinh nhu sau:
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192.168.2.0/24 8.0.0.0/8 10.0.0.0/8 192.168.1.0/24
— ) ‘5 5 T
: —_— Ty —— L Rc}ute:;T Switch! T
Swifch-PT Router-BT Routsfr-PT R SwitchT
- outerl
/\mtchﬁ Router? Routerd
=) -
5ET;f Area 100 Area 0 péng
PCO

Trong md hinh trén, router0 va router2 thugc vé dinh tuyén OSPF st dung area 100.
Router0 va routerl thudc vé dinh tuyén OSPF st dung area 0.

Area 0 1a dudng backbone, moi khu vue dé c6 thé giao tiép voi nhau phai théng qua duong
backbone nay. C6 nghia 1a phai két ndi vé Area 0.

Gia st rang, dia chi IP trén cac router di cau hinh hoan tat. Gio ta s& thuc hién cau hinh
OSPF da phan vung cho mo6 hinh trén.

Trén Router2

Router2(config)#router ospf 1

Router2(config-router)#network 192.168.2.0  0.0.0.255  area 100
Router2(config-router)#network 8.0.0.0 0.255.255.255 area 100

Trén Router0

RouterO(config)#router ospf 1

RouterO(config-router)#network 8.0.0.0 0.255.255.255 area 100
RouterO(config-router)#network 10.0.0.0 0.255.255.255 area 0

Trén Routerl

Routerl(config)#router ospf 1

Routerl(config-router)#network 192.168.1.0  0.0.0.255 area0
Routerl(config-router)#network 10.0.0.0 0.255.255.255 area0

Nhu vay, ta cau hinh cho cac interface theo dung area nhu mé hinh.

Sau khi thuc hién xong, cac goi tin da c6 thé giao tiép xuyén qua cac khu vuc nho két ndi
dén duong backbone.

Router#sho ip rou
Router#sho ip route
Codes: C - connected, S - statie, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

(o} 8.0.0.0/8 1is directly connected, Serial2/0

O IA 10.0.0.0/8 [110/128] via 8.0.0.2, 00:00:47, Serial2/0

O TIA 192.168.1.0/24 [110/129] wvia 8.0.0.2, 00:00:22, Serial2/0
C 192.168.2.0/24 is directly connected, FastEthernet0/0
Router#
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Két qud khi show ip route trén router2

Ta thay trong két qua khi show ip route cta router2 & hinh trén, ta thdy dudng
192.168.1.0/24 va 10.0.0.0/8 thudc vé area 0. Do d6, bang dinh tuyén cé thém thdng tin
IA. Dén day, cac goi tin trén router khac area co6 thé lién lac véi nhau théng qua cdu hinh
két ndi dén backbone.

Il.  Bai tap thuc hanh:
Bai 1:
Cho m6 hinh sau:

192 168.3.0/24 192.1638.4.0/24

PC T
PC2 Switch- .
Switch3 witc
Switch2 PC PT
FC3

Ro er-PT
Rguterd

11.0.0.0/8
Area 0

12.0.0.0/8
Ro Erl
13.0.0.0/8 192.168.6.0/24
182, 168,5.0/24 .,f odaie D
- > L . o
: d . 4
. Router PT SSNA:?EhgT “CoPT
G Switch-PT Router-PT Routers BCS
PC-PT Switch4 Routers 14.0.0.0/3
pCa
Area 1
A A
Yéu cau:

Hay cau hinh céc thiét bi hoan chinh theo mé hinh trén.
Dung OSPF dé thyc hién ciu hinh cac area nhu trong so do.
Bai 2:

Cho mé hinh sau:
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AR TS

[Root]

New Cluster

Move Object Set Tiled Background Vie

/Routerd

2950T-24
Switch1

i

=
< il | v r@
Time: 00:05:00 I Power Cycle Devices Fast Forward Time Realtim
NN S oy = [Fire LastStatus Source Destination Type Color Time (sec) Periodic
S - -< |t I W Scenario 0 v
el Rl N e N N D

s oty s (o o] s et

deFS -
Yéu cau:
Hay c4u hinh céac thiét bi hoan chinh theo md hinh trén.

Dung OSPF dé thuc hién cau hinh céc area nhu trong so do.
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Bai 3:

Cho mé hinh sau:

172.16.0.0/20

Fai)

Server-PT
Server(

Fal
10.10.254.4/30

Server-PT
Serverl
172.16.16.0/20
520
Fa0/0, [or g O Sedfo
Fa/1
=0 Fa1/L 8 Router-PT
PC-PT Switch-PT Router1
PCO Switchl
172.16.32.0/20
Fan Fay1, @ Fa0j1 ! F20/0, S (O 2200
=4 Switch-PT Routler-PT
PC-PT Switch2 Roye=i=
pC1
12.45.0.4/30
52210
172.16.48.0/20 Fa0fo, G
Fa0/1,
T = Ry Router-PT
PC-PT Switch-PT Routers
pPC2 Switch3

Yéu cau:

192.168.1.0/25
Fal
Fa0/1, Fa1/1 al )
= Switch-PT PCPT
: Switch4 PC5
uter-PT
Routerb
150.80.6.4/30
@ Se3/0,
10.10.254.0/30 serfod
‘@ Se6/0
Rout[® se7/o:
Roufer2 150.80.6.0/30
192.168.1.128/25
g Fal
eig‘i‘ﬁwn—ywl,—’,@ :
l i PC-PT
Router-PT 5W|¥Ch*PT cr
11.18.0.0/30 Router? Switch5
5e2/0
12.45.0.0/30

Se305%  Faoj

“"\‘w__'_fj
Router-PT Fal/l FOR,

Router3 Switch-PT PC-PT
outer Switche o3
172.16.64.0/20

Hay cau hinh dinh tuyén véi OSPF dé cac thiét bi giao tiép véi nhau. Hay cau hinh cho cac
server dé c4c may cd thé guri thu cho nhau.
Luu ¥: can ctr theo mo hinh ty phéan chia viing area dé phan nhé 16p mang ra nham dé quan

Y.
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BAI 9: REDISTRIBUTE OSPF — RIP - STATIC ROUTE

I.  Huwéng din thuc hién

1. Giai thiéu Redistribute
Trén thuc té, doi vé6i cac hé thdng mang 16n, ludn co su ton tai nhiéu giao thire dinh tuyén
khéc nhau. Trén hé thong mang do, c6 thé co sy hién caa giao thirc RIP, OSPF, hay ciing
c6 thé 1a static route (dinh tuyén tinh). Dé cac router c6 thé giao tiép véi nhau di khac giao
thize dinh tuyén, ta phai thuc hién cau hinh redistribute dé két néi cac router sir dung cac
giao thtrc dinh tuyén khac nhau.
Redistribute 13 mot phwong phap phan phdi mot Route dugc hoc tir giao thire dinh tuyén
nay vao mét giao thirc dinh tuyén khac. Redistribute thudng duoc thyc hién trén Router
giao tiép gitra hai giao thirc dinh tuyén khac nhau hay con goi 1a Router bién dich ASBR
(Boundary Router).

172.16.0.0 /20
Gw 172.16.15.254
255,255.240.0

192.168.200.0/27
IP 192.168.200.30
Sm 255.255.255.224
Wem 0.0.0.31

iy Switch1

200.200.200,30 /30

et FIGRP AS 100
< OSPF AS 1 AREA 0
e0/0
—
- 210.210.210.0/30
%Seﬂfi 192,168.100,32 /29

220.0 /30 self2  192,168.100.33

\553680” sef0  192.168.100.34
=7 255,255, 255,248
'y
—-— 2621XM
' Router2 2
A— ’ l ﬂFaU,n’D
= 192.168. 1.64/26 192.168.1.128 /26 ;
192,168, 1.0/26 w 192.168.1.125 w 192.168. 1 l'rg[, EEEXM
Gw192.168,1.62 Sm 255,955,955 19 1P 10.0.0.62 -
Sm 255, 255,255,192 “PC-PT
Wam 0.0.0.63 nee

T — i i e
Hinh minh hga cé nhiéu giao thic dinh tuyén trong mét hé thong
2. Céch thirc cau hinh:
Redistribute gitra RIP va OSPF
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5220, o =22
oy ——mTgeme —— g
L Routdf-PT Router-PT
Router-PT Routerl Router2
Router0
RIP OSPF

Gia str rang da c4u hinh dinh tuyén cho céc router theo mé hinh trén (gia sir cau hinh OSPF
Véi process id 1a 1). Bé thuc hién redistribute, ta cdu hinh & router nam & noi giao giita 2
giao thtrc dinh tuyén, trong tinh huéng nay Ia routerl. Ta cau hinh nhu sau:

Trén routerl

Routerl(config)#router rip

Routerl(config)#redistribute ospf 1metric 5

Router1(config)#exit

Routerl(config)#router ospf 1

Routerl(config)#redistribute rip subnets

Redistribute giira 2 OSPF khéac area

Se2/0 o= =2
<® Se2/0 B Aas 5
N Router-PT Router-PT
Router-PT Routerl Router2
Router0  ospr OSPF
area 100 area 200

Gia st rang di cau hinh dinh tuyén cho céc router theo md hinh trén (gia sir cau hinh OSPF
véi process id 12 1 cho area 100 va 2 cho area 200). Trong tinh huéng nay, do 2 giao thuc
OSPF khdng két nbi dén area 0 (duong backbone) nén khdng thé chuyén tiép goi tin cho
nhau duogc. Do d6, ta phai thuc hién ciu hinh redistribute trong tinh hudng nay. Bé thuc
hién redistribute, ta phai cdu hinh & router trung gian giira 2 area, trong tinh huéng nay 1a
routerl. Ta cau hinh nhu sau:

Trén routerl

Router1(config)#router ospf 1

Router1(config)#redistribute ospf 2 subnets

Routerl1(config)#exit

Routerl(config)#router ospf 2

Router1(config)#redistribute ospf 1 subnets
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Redistribute gitra ospf va static route

Se2f0, o —
< Se2/ =7 g =t ‘______"'?leyD 9
L Routdf-PT Router-PT
RFc{aut(tar—ET Routerl Router2
outer Static route OSPF

Gia sir rang da cau hinh dinh tuyén cho céc router theo md hinh trén (gia sir cau hinh OSPF
véi process id 1a 1). Trong tinh hudng nay, dé céc thiét bi sir dung dinh tuyén theo giao
thirc OSPF va static route c6 thé giao tiép goi tin v&i nhau, ta phai ciu hinh redistribute.
Pé thyc hién redistribute, ta chon cau hinh & router trung gian gitra 2 giao thic, trong tinh
hudng nay, ta chon routerl. Ta cau hinh nhu sau:
Trén routerl
Routerl(config)#router ospf 1
Routerl(config)#redistribute connected subnets
Routerl(config)#redistribute static subnets

I1. Bai tap thuc hanh:
Bai 1:
Cho mé hinh:

192.168.3.0/24
/ 2, ]
192.168.1.0/24 Faljt, e
Q Fa0/ PC-PT
rons \ Witch-PT PC3
PCO Fa1/l -_A e Switchi
SwitcipT Rl P
tch Rout &2 180.16.0.0/30 21500/ -0, 555
Switch2 Router3\l\ /OU&FPT
(B Se6/0 Routerl
© se3ld 3 E‘G Se7/0
® se20PT
f\ou EIOXID‘UR\
192.168.4.0/24
Se2/0..
— T EEDL\ Fai/1
/ Router-PT Fat/t
Ao Router2 Switch-
o, 5 ™ Switch3
Fal/1 /”Routerf PT Fa0
ray Routerd 1]
witch-PT =
Switcho 192.168.2.0/24 RIP BCPT
E Fal, pc2
=,
PORT OSPF
PC1
area 100
Yéu cau:

Hay cau hinh cac router theo md hinh trén, cau hinh dinh tuyén cho RIP va OSPF theo so
dd trén. Sau d6, hiy thuc hién cu hinh Redistribute trén Router0.
Bai 2:
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Cho mo hinh:

F%gi?\-g 192,168.2.0/24
PC2 Falfl Rl
Switch-
Switch1
OSPF 192.168.1.0/24
area 100 172.16.0.0/16
Fa/1
190,18.0.12/30 A i.ﬂ,w___‘_——éfl" Faofo, S Falft
T Router-PT Switch? FaD)
Routerl 2
=, 5o PC-PT
LE PCO
Fatyo3/0 190.18.0.4/30
Router4
150.18.0.8/30
Fad/1
0 5= Static route
h- © Se30 s
wieln3 5
Routdrso/r
192.168.3.0/24 Routler2
F—7
PC-PT
PC3 Fa0/1
. Faifl £ 192.168.4.0/24
= Switch-PT
F_# Switch0
PC-PT
PC1

Yéu cau:

Hay c4u hinh theo so dd trén, thuc hién cau hinh dinh tuyén véi OSPF theo nhu mé hinh.
Cau hinh default route tro vé routerO, trén router0 cau hinh static route chi vé 16p
192.168.1.0/24.

CAu hinh redistribute cho static route.

Bai 3:

Cho so d6:

D.\ 192.168.1.0/24 oy 192.168.3.0/24
== ﬁaﬂ
pC-PT mT -Fﬁ”"r/;:;@%iﬂmT %D/ ot —
- PC-PT
PC1 Sg/vwvt‘irc]hgT OSPD 4 Switch-PT PC3
area 0 Switch2
72160001
200, 100. 0, ﬂ/SG OSPF
RIP area 100
180.20.0.0/30 4 sm 20, mn 0.4/30
172.17.0.0/16 () Sei/ﬂ‘_\
gosmn i Lo oo
Q2 pT Ryute
Routert uter3
200.100.0.8/30 se 3/“45
© se3pl / 72 8.0.0/%6
oot Nri o Rout Ses/0
ol Routeys i
D—*M"’”R?Utef PT ou Static route
F_7 Switch-PT Router2
= Swikcn1 -
102.168.2.0024 se2/0
192.188.4.0/24
T Fa0/ 1 Fayjt o5
Router-PT Switch-PT =
Routert Switch3 PC-PT
PCO

Yéu cau:

Hay cAu hinh theo so db trén. Thuc hién dinh tuyén va redistribute cho so do trén.
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l.
1.

BAI 10: CAU HINH VLAN
Huéng dan thuc hién
Gi6i thiéu VLAN

VLAN (Virtual Local Area Network) la mang LAN &o, day la ky thuat cho phép tao ra cac
mang LAN doc l1ap mot cach logic dugc tao ra trén 1 switch.

) VLAN 20
VLAN 10 Accounting

Publishing @
Accounting
S
Publishing S D>
Accounting
I
VLAN 30 @— @

Security Security Security

%

%

@

Chia nhiéu VLAN trén cing 1 switch

Céc loai VLAN: c0 3 loai mang VLAN

Port-based VLAN: Ia cach cdu hinh VLAN don gian va phd bién. M&i cong cua
switch gan véi mot VLAN xac dinh (miac dinh 1a VLAN 1). Do d6 mdi host gin vao
cong @6 déu thuoc mot VLAN nao do.

MAC Address Based VLAN: mdi dia chi MAC dugc danh dau véi mot VLAN xéc
dinh. Cach c4u hinh nay it dugc str dung do su bét tién trong quan Iy.

Protocol Based VLAN: cach cau hinh gan giéng nhu MAC Address Based, nhung
su dung mot dia chi logic hay dia chi IP thay cho dia chi MAC.

Loi ich cua viéc chia VLAN:

Tiét kiém duoc bang thong cua mang: khi 1 géi tin dugc quang ba, nd sé chi truyén
trong 1 mang VLAN, khong truyén dén cac VLAN khéac nén giam duoc luu luong
quang b4, tiét kiém duogc bang thong duong truyén

Tang kha nang bao mat: cac VLAN khac nhau khong thé truy cap vao nhau, trir khi
dugc dinh tuyén.

D& dang thém hay bot may tinh vao VLAN: Viéc thém mot may tinh vao VLAN rat
don gian, chi can cau hinh cong cho may d6 vao VLAN mong mudn.

Tiét kiém chi phi thiét bi, khai thac tdi da sd port trén switch.

Gilp mang c6 tinh linh d6ng cao: viéc chia VLAN gilp c6 thé dé dang di chuyén,
thém bét cac thiét bi, chi can ciu hinh lai cic cong switch va dat ching vao cac
VLAN theo yéu ciu.

Tuy nhién, viéc thuc hién VLAN van con ton tai cac nhugc diém nhu sau:
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e Hién nay, céc chuan chinh thirc cia VLAN duoc té chiic IEEE 802.1g soan thao
chua duoc phé chuan, mac di chuan nay dwoc hd trg bai nhidu nha cung cap. Do
d6, cac thiét 1ap va cau hinh VLAN phu thudc vao nha san xuat thiét bi.

Dé tién hanh cau hinh VLAN trén Switch, ngudi dung can thuc hién mét trinh ty ky thuat
Vi cac bude 1am khac nhau. Quy trinh cu hinh VLAN thudng duoc tién hanh tuan ty nhu
sau:

e Budc 1: Xac dinh cic VLAN cén duoc cu hinh bén trén Switch.

e Budc 2: Tién hanh két ndi cac thiét bi qua cong interface da chuan bi ky ludng.

e Budc 3: Thuc hién cdu hinh VLAN trén Switch theo thir ty tir trén xuéng

2. Céch thirc cau hinh

Trén switch, mdi VLAN duoc dai dién bai 1 chi s (Number) va tén (Name). Bé thuc
hién chia VLAN, ta cAn mot s 1énh sau:

Tao ra mot VLAN c6 chi sb 1a vian_number

Switch(config)#vlan vlan_number

bat tén cho VLAN

Switch(config-vlan)#name vlan_name

X6a mot VLAN c6 sé vian_number

Switch(config)#no vlan vlan_number

Hién thi danh sach cac VLAN trén switch

Switch>show vlan

Chon va gan 1 céng vao VLAN c6 chi sé vlan_number
Switch(config)#interface fa0/0

Switch(config)#switchport access vlan vlan_number

Dé chon 1 nhdm cong, gia st tir fa0/1 dén fa0/10 va gan vao VLAN
Switch(config)#interface range fa0/1 — fa0/10
Switch(config)#switchport access vlan vlan_number

3. Vi du minh hea

Cho so d6 mang sau:
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PC3 PC4

Ce—
- e—l s
o~ — ’

&

FaDI3 'FaD,M
fFaOIS _F‘_a‘o‘.’QTC\
Fa0j1% -\ U
/ FaDjz\
- _J
s _____,/ »
PC1 pCz

Cau hinh PC1 va PC2 thuoc VLAN s6 10, tén ketoan

Cau hinh PC3 va PC4 thuoc VLAN s6 20, tén nhansu

Trén switch ta cAu hinh nhu sau:

Switch>en

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Tao VLAN c6 tén nhansu, chi s6 10

Switch(config)#vlan 10

Switch(config-vlan)#name ketoan

Tao VLAN cé tén ketoan, chi s6 20

Switch(config-vlan)#vlan 20

Switch(config-vlan)#name nhansu

Gan interface fa0/1 va fa0/2 vao VLAN nhansu, chi s 10
Switch(config-vlan)#interface range fa0/1-fa0/2
Switch(config-if-range)#switchport access vlian 10

Gén interface fa0/3 va fa0/4 vao VLAN ketoan, chi s6 20
Switch(config-vlan)#interface range fa0/3-fa0/4
Switch(config-if-range)#switchport access vlan 20

K&t ndi switch da chia VLAN vao router

Khi ndi switch d3 chia VLAN vao router, dé router nhan biét cac VLAN, ta can cau hinh
sub interface cho router.

Trén router két ndi dén switch, ta ding cau lénh:
Router(config)#interface f0/0.<sé sub interface>
Router(config-subif)# encapsulation dotlQ <khai b&o chi sé VLAN>
Router(config-subif)#<khai bao IP>
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Vi du:
R1(config)#interface f0/0.1
R1(config-subif)#encapsulation dot1Q 10 /lgia sit két néi dén VLAN ketoan ¢ trén
R1(config-subif)#ip address 192.168.1.254 255.255.255.0  //khai bao IP
R1(config)#interface f0/0.2
R1(config-subif)#encapsulation dot1Q 20 I1gia sir két noi dén VLAN nhansu ¢ trén
R1(config-subif)#ip address 192.168.2.254 255.255.255.0  //khai bao IP
R1(config)#interface f0/0
R1(config-if)#no shutdown
Sau khi da thuc hién xong, trén switch, tai cong két ndi dén router, ta phai thuc hién:
Switch(config)#interface fastethernet0/5 //céng két néi truec tiép dén router
Switch(config-if)#switchport mode trunk

Bai tap thuc hanh:

Bai 1:
Cho m6 hinh:
Fa0/1
Swakch: —)
i PC-PT
Fa PC4
PC-PT
PCO
PC-PT
Fa0 PC3
[:] Fal
PC-PT =
PC1 PC-PT
PC2
Yéu cau:
Hay cau hinh VLAN nhu sau:

Céu hinh VLAN ké toan: cho cac may PCO va PC3 thuoc VLAN nay, I6p dia chi st dung
la: 192.168.1.0/24

Cau hinh VLAN ky thuat: cho cac may PC1 va PC2 thuoc VLAN nay, 16p dia chi sir dung
la: 192.168.2.0/24.

Céau hinh VLAN quan ly: cho may PC4 thuoc VLAN nay, I6p dia chi sa dung la:
192.168.3.0/24.
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Bai 2:
Cho mo6 hinh nhu sau:

8.0.0.0/8
Faapo, ([ B 5220
Router-PT |
Router0 Router i

172.16.0.0/16

W L Fa0/1
Switcg fay1
smtch\
Fa0
Fan [‘j
Lr -
PC—’P:T PC-PT
PO PC5
Fa0 Fal
J J
=3 G pPC-PT
PC-PT pPC4
U Fal g ’ pPC3
=, PC-PT
PC-PT PC2

Yéu cau:

Dua trén bai 1, hdy cau hinh sub interface twong wng cho Routero0.

Hay cau hinh hoan chinh mé hinh va thuc hién dinh tuyén trén router dé céc thiét bi c6 thé
giao tiép 1an nhau, c6 thé lya chon bat ky giao thuc dinh tuyén nao d hoc dé thiét lap dinh
tuyén.

Luu y: d6i véi Router0, phai cau hinh dinh tuyén cho tit ca cac duong mang cia sub
interface gan trén Routero0.

Bai 3:

Cho mé hinh sau:

—
E] 120.18.0.0/30 Fau’op’)‘i’
PC- rfann A @ se2 Pes
PCO mjo A . — T o
F‘{NLE‘[_BT Router-P D
outer Routerl —a
S / PC-P
i g gibh-PT Fo0) e 2;1 DC4
=, wjtcho Switch Eﬂ'\ﬁ/l
PC-PT Switch \
PC1 FaEl
PC PT
PCo
Fall Fal
-ﬁ,i T
PS(-:Fz’T i PC-PT
E] pC7
—
PC-PT
PC3
A A
Yéu cau:

Bén phia switch0, hdy cdu hinh VLAN nhu sau:
VLANI1: cho may PCO, PC1: dia chi: 192.168.1.0/24
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VLAN2: cho may PC2, PC3: dia chi: 192.168.2.0/24

Bén phia switch1, hdy cdu hinh VLAN nhu sau:

VLANS3: cho may PC5, PC7: dia chi: 192.168.3.0/24

VLAN4: cho may PC4, PC6: dia chi: 192.168.4.0/24.

Hay gan dija chi sub interface trong tmg cho router, sau d6 cau hinh dinh tuyén dé cac may
c6 thé giao tiép vai nhau, c6 thé lya chon bat ky giao thirc dinh tuyén nao da hoc dé thuc
hién viéc dinh tuyén nay.
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BAI 11: CAU HINH VLAN - VTP - TRUNKING

Huéng dan thuc hién

Khai niém trunking
Céc Host cing mot VLAN trén 2 hoic nhiéu Switch muén di dén nhau thi giira cac Switch
nay phai ¢ mot hoic nhiéu dudng dau ndi véi nhau.
Gia sir hé thong c6 qua nhiéu VLAN. Gitra cac VLAN trén cac Switch ¢ qua nhiéu duong
dau ndi 12 khdng hop ly. Nén can c6 mot giai phap chi can mot duong két ndi ma van dam
bao tinh thong suét caa cac VLAN.
DPuong dau ndi nay goi 1a dudng trunk. Lac ndy Switch chi can danh ra mot duong két nbi
dé théng sudt cac VLAN trén cac Switch lai véi nhau.

Khai ni¢m VTP
VTP (Vlan Trunking Protocol) la giao thirc hoat dong ¢ tang lién két dix liéu trong mé hinh
OSI. VTP gitp cho viéc cau hinh VLAN ludn dong nhét khi thém, xda, stra thong tin veé
VLAN trong hé théng mang.
VTP mode va dic diém cac mode:

e Server : switch hoat dong & mode nay cd toan quyén quyét dinh tao, x6a, sira thong
tin VLAN. Bong bo théng tin VLAN tir cac Switch khac, Forward thdng tin VLAN
dén cac Switch khéc.

e Client: switch hoat dong & mode nay khong dugc thay d6i thong tin VLAN ma chi
nhan thong tin VLAN tir Server. Pong bo thong tin VLAN tir switch khac va
forward thong tin VLAN.

e Transparent: switch hoat dong ¢ mode nay khéng tién hanh tiép nhan thong tin
VLAN. N6 vin nhan dugc théng tin VLAN tir cac Switch khac nhung khong tién
hanh d6ng bo théng tin VLAN. C6 thé tao, x06a, stta VLAN doc 1ap trén nd. Khdng
gui théng tin VLAN cuaa ban than cho cac Switch khac nhung né ¢6 thé forward
thong tin VLAN nhan dugc dén cac Switch khéc.

Luu ¥: tai liéu s& nhan manh huéng dan vé VTP server va VTP client.
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Céch thic cau hinh:
Céau hinh trunking giira 2 switch dé cac VLAN cd thé giao tiép véi nhau:
Trén 2 switch can cau hinh trunking phai c6 cac VLAN giéng nhau dé cd thé giao tiép voi
nhau. Khi d6, ta cau hinh dwong trunking nhu sau:
Ta chon céng ndi giira 2 switch.
Switch(config)#int fa0/1  //cong néi giira 2 switch.
Switch(config-if)#switchport mode trunk
Sau khi cau hinh 2 cau lénh trén, nhitng VLAN gidng nhau di nam khéc switch van c6 thé
giao tiép véi nhau.
CAu hinh VTP:
Cho phép cac Switch tu ddng bo cau hinh VLAN, ta phai cdu hinh VTP. Khi d6, cac VLAN
ctia switch nam mode server s& chuyén xuéng switch nam mode client. Luu y: phai cau
hinh dudng trunk nhu phan trén trudc khi thuc hién cac bude bén dudi.
Ta can cau hinh cc budc nhu sau:
Khai bdo domain-name cho switch khi tham gia VTP:
Switch(config)#vtp domain [domain-name]
Khai b4o password cho VTP, cac switch ciing password méi dong bo VTP véi nhau:
Switch(config)#vtp password [password]
Chon mode hoat @¢ong cho switch:
Switch(config)#vtp mode {server | client | transparent}
Kiém tra VTP:
Switch#show vtp status
Switch#show vtp password
Vi du minh hea
Cau hinh trunking:
Cho m6 hinh nhu sau:
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VIAN 10 =3 L) wvianio

——

PC-PT PC-PT
PCO pPC2

—’ _____ Switchg T

itch-PT X
Switchi Swtch\

VLAN 20 g g VAN 20
PC-PT P&F;T
PC1

Gia sir trén Switch1 va Switch2 déu cau hinh VLAN 10 ¢6 tén 1a VLAN1, VLAN20 c6 tén
la VLAN2. Sau khi cAu hinh gan port cho cac PC vao dang VLAN theo yéu cau, ta s& cau
hinh trén switchl va switch2 dé thyuc hién trunking nhu sau:

Trén switchl

Switch(config)#int fa0/1  //cong két noi dén switch2

Switch(config-if)#switchport mode trunk

Trén switch2

Switch(config)#int fa0/1  //cong két noi dén switchl

Switch(config-if)#switchport mode trunk

Sau khi thuc hién cau Iénh trén. Gan IP cho cac PC nhu sau:

PCO0: 192.168.1.1/24

PC1:192.168.1.2/24

PC2: 192.168.1.3/24

PC3:192.168.1.4/24

Khi d6, du chung 16p mang nhung chi c6 PCO va PC2 c6 thé ping thiy nhau vi chung
VLAN 10, twong tu PC1 va PC3 c6 thé ping thay nhau vi chung VLAN 20.

Cau hinh VTP server — client

Cho m6 hinh sau:
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Domain: SGU
VLAN 10 D Password: cisco g VIAN 10
bepy PC-PT
PCO VTP server VTP client PC3
- -
.
[:]' .-""'éwitch—PT Switch-P
= Switch0 Switchl
VLAN 20 pepr e J
PC1 PC-PT  VLAN 20
PC2

Trén switchO, ta s& cau hinh VLAN 10, VLAN 20. Sau d6, ciu hinh VTP server, voi
domain va password trén md hinh. Bén switch1, ta s& ciu hinh VTP client, véi domain va
password giéng nhu bén server. Luu y: domain phai gidng nhau thi gitta 2 switch mai c6
thé trao doi thong tin cau hinh VLAN. Sau khi thuc hién xong, trén switchl du khéng cau
hinh VLAN 10 va VLAN 20 nhung ciing s& ¢ cac thong tin ciu hinh nay dé dwa PC tuong
rng vao.
Pé thyc hién, gia s ring VLAN 10 va VLAN 20 d3 cau hinh hoan chinh.
Trén switchl
Switch(config)#int fa0/1  //cong két noi dén switch2
Switch(config-if)#switchport mode trunk
Switch(config-if)#exit
Switch(config)#vtp domain SGU
Switch(config)#vtp password cisco
Switch(config)#vtp mode server
Trén switch?2
Switch(config)#int fa0/1  /lcong két néi d@én switchl
Switch(config-if)#switchport mode trunk
Switch(config-if)#exit
Switch(config)#vtp domain SGU
Switch(config)#vtp password cisco
Switch(config)#vtp mode client
Sau khi cau hinh hoan chinh, trén switch2, da c6 théng tin cau hinh caa VLAN10 va VLAN
20. Hay gan PC tuong wng vao va ping kiém tra.
Il.  Baitap thuc hanh
Bai 1
Cho mo6 hinh nhu sau:
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____________ S ﬁPT
s PT SwimPT o

N /N |

| ! Y
D I I I [ ] 1 1 *
- PC-PT 1 g PC-PT pe-p] J O —
PC-PT ‘ PC-PT PC-PT PT pC-pT s “r pCPT
PCO PC1 PC2 pC3 PC4 pcs pgéFéT pgéF;T Sca
Yéu cau:

Trén ca 3 switch hdy cdu hinh cic VLAN nhu sau:

e VLAN 10: name IT

e VLAN 20: name Nhansu

e VLAN 30: name Quanly
Sau khi d3 cau hinh xong VLAN, hay gan port cho céc PC vao VLAN.
Thuc hién cau hinh trunking dé cac PC cing VLAN nam trén cac switch khac nhau c6 thé
ping thiy nhau.
Bai 2:
Cho mo6 hinh nhu sau:

Itch*RT

7 SwitchONy
s N

rd N,
/// N
y ~
Swi
HchPT
S/”tc\ Sﬁg\\
P 4 L8
f y
g 2 9 g 9 =2
PC-PT PCPT  pCPT bo-br PC-PT PC-PT
PCO PC1 PC2 PC3 PC4 PCS
A AL
Yéu cau:

Trén switch0, hdy cdu hinh cac VLAN nhu sau:

e VLAN 10: name IT

e VLAN 20: name Nhansu

¢ VLAN 30: name Quanly
Sau d6, cau hinh switch0 1a VTP mode server, 2 switch con lai 1a vtp mode client. Domain
va password tuy chon.
Trén switchl va switch2 sau khi da dong bo thdng tin cau hinh VLAN, hay cau hinh gén
cac port twong ng cho cac PC. Kiém tra két ndi giira cac PC nay.

67



Truong dai hoc Sai Gon
Khoa Cbng Nghé Thong Tin

Bai 3:
Cho m6 hinh sau:

VLAN 10: 192.168.1.0/24

8.0.0.0/8 172.16.0.0/16
VLAN 20: 192.168.2.0/24

) S — =
VLAN 30: 192,168.3.0/24 Ro ter'—DT Switch.PT Pa'T
Router- outert Switcha pC7
Router0
10.0.0.0/8 11.0.0.0/8
itch*RT
,/ Switch0™
//’ \\\ (&~
yid N RoutepT
y ) Route
chpT Swi 172.17.0.0/16
Sylitcl Swjtch
SwitchypT
[j X Swwtch\
1 [ .
g &2 9 g 9 =2 J
peeT S peeT PC-PT PC-PT pCRT PC-PT
PCO pC2 pC3 PC4 PC5 PC6

Yéu cau:

Hay c4u hinh VLAN nhu yéu cau & bai 2.

Cac PC thuoc VLAN phai mang IP theo nhu mo hinh trén.

Lwa chon mét giao thirc dinh tuyén, hdy thuc hién cu hinh dinh tuyén trén router dé tat ca
thiét bi trong hé théng mang cé thé giao tiép vai nhau.
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BAI 12: NAT

Huéng dan thuc hién

Khai niém NAT
NAT (Network Address Translation) la mot chirc nang caa router, cho phép dich dia chi
nay sang dia chi IP khac, thong thuong dugc dung dé chuyén IP Private sang dia chi IP
Public v&i myc dich tiét kiém khong gian dia chi IP.
Trong méi truong Workgroup, cdc may lién hé véi nhau thong qua dia chi IP do ching ta
cau hinh bang tay hoic do DHCP Server cép phat, day 1a IP cuc bo (Local IP)
Khi ca hé théng két ndi ra ngoai Internet théng qua 1 router ADSL, n6 sé& dich tir cac dia
chi IP local sang dia chi IP Public do IPS cung cap cho ban bang dich vu DHCP hozc IP
tinh lam IP Public cua ban.

Network Address Translation

—_—

= E el
110251 | 122.35.10.11 §
u ﬁ P

1102524 NAT Sarver

025

(o

Céac dang NAT:
C6 2 dang NAT: NAT citng va NAT mém:

e NAT ctng 1a NAT thong qua router. Uu diém cia phuong phap nay 1a tiét kiém chi
phi, nhung nhuoc diém 1a NAT s& chiém dung RAM va CPU cua router. Do d6
khéng nén dung NAT cirng khi trong mang c6 nhiéu may.

o NAT mém la sir dung NAT Server. NAT Server cd thé 12 1 may chu chay hé diéu
hanh mang nhu Windows Server 2003 hoac Windows Server 2008. Do RAM va téc
d6 CPU cua NAT Server manh hon nhiéu so véi router nén qué trinh NAT s& nhanh
hon.

Céac phuong phap NAT
C6 3 dang NAT thuong dung la Static NAT, Dynamic NAT va NAT Overload

e Static NAT la phuong phap NAT ma dia chi &nh xa va dia chi dugc anh xa duoc
xac dinh rd rang. Static NAT hitu ich trong trudng hop nhing host can c6 dia chi IP
¢ dinh nhu nhitng mail server, web server. ..

e Dynamic NAT

o Khi trong mang c6 nhiéu host, viéc cau hinh Static NAT la bat kha thi, Itc
d6 ta s& dung dén phuong phap Dynamic NAT.
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o Dynamic NAT duoc thiét ké dé anh xa mot dia chi IP nay sang mét dia chi
IP khdc mét cach tu dong. Nguoi ta sé dinh nghia 1 day cac dia chi IP public
dung dé gan cho cac host bén trong mang két ndi véi no.

e NAT Overload

o NAT Overload 12 mét dang cia Dynamic NAT, nd thuc hién anh xa nhiéu
dia chi private thanh mét dia chi public (many — to — one) bang cach st dung
cac chi sé port khac nhau dé phan biét tirng chuyén dich. NAT Overload con
cé tén goi la PAT (Port Address Translation).

o PAT st dung sb port ngudn ciing véi dia chi IP riéng bén trong dé phan biét
khi chuyén d6i. S6 port duoc ma hoa 16 bit, do d6 ¢6 t6i 65536 dia chi noi
bo c6 thé dugc chuyén dbi sang mét dia chi cong cong.

2. Céch thic cdu hinh:
Static NAT — NAT tinh: day 13 loai NAT ma ngudi quan tri phai cau hinh dia chi chuyén
do6i bang tay cho qua trinh NAT. Thong thuong, duoc ap dung cho cac truong hop NAT
cac may server.
Céc Iénh cdu hinh Static NAT
Router(config)#ip nat inside Il xée dinh 1 interface 1a két noi vao mang bén trong
Router(config)#ip nat outside Il xde dinh 1 interface 1a két néi ra mang bén ngoai
Router(config)#ip nat inside source static local_ip global _ip // xdc dinh dia chi bén trong
va dia chi bén ngoai, local ip la dia chi bén trong, global ip la dia chi bén ngoai.
Céc Iénh cdu hinh Dynamic NAT
Pau tién ta can dinh nghia ving mang s& duoc NAT bang lénh
Router(config)#access-list list_number permit network address wildcard
Sau d6 ta xac dinh vung IP public (pool) sé duoc sir dung
Router(config)#ip nat pool pool_name start_ip end_ip netmask
Cho phép cac dia chi private duoc dich thanh dia chi public
Router(config)#ip nat inside source list list_number pool pool_name
Sau d6 xac dinh céc interface két ndi vao bén trong va interface két ndi ra bén ngoai bang
cac lénh Router(config)#ip nat inside va Router(config)#ip nat outside
Lénh cdu hinh NAT Overload — NAT PAT
Céu hinh Overload NAT ciing twong ty nhu cau hinh Dynamic NAT, & budc xac dinh quan
hé chuyén d6i, ta thém tir khoa overload vao cudi cau Iénh.
Router(config)#ip nat inside source list list-number pool pool_name overload

3. Vidu minh hoa
Minh hea static NAT — NAT tinh
Ta c6 mé hinh:
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| e0 == SO
— R | Internet
10.1.1.1 192.168.1.1

10.1.1.2 SA SA
10.1.1.2 192.168.1.2

interface s0

ip address 192.168.1.1 255.255.255.0
ip nat outside

'
interface e0

ip address 10.1.1.1 255.255.255.0
ip nat inside

'
ip nat inside source static 10.1.1.2 192.168.1.2

ICND20GR_282

Gia sir ta cO host két ndi véi internet qua 1 router, host nay cé dia chi IP tinh 12 10.1.1.2, ta
mubn ciu hinh static NAT dé khi ra ngoai, n6 c6 dia chi IP 12 192.168.1.2, ta s& tién hanh
nhu sau:

Gan dia chi IP, chi dinh interface €0 la inside

Router(config)#interface e0

Router(config-if)#ip address 10.1.1.1 255.255.255.0

Router(config-if)#ip nat inside

Gan dia chi IP, chi dinh interface sO la outside

Router(config-if)#interface sO

Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if)#ip nat outside

Xac dinh quan hé chuyén doi:

Router(config)#ip nat inside source static 10.1.1.2 192.168.1.2

Minh hoa Dynamic NAT

Ta c6 m6 hinh:
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Inside Cloud Outside Cloud

Inside 172.16.10.64/24

devices

External network

10.10.20.1724

he available valid addresses which we can
use are in the range of 172.16.10.1 through
172.16.10.63

Gia sir ta c6 hai viing bén trong ta c6 hai mang 10.10.10.0/24 va 10.10.20.0/24, ta can NAT
ra ngoai vai ving IP Public 1a [172.16.10.1 — 172.16.10.63], ta s& cAu hinh nhu sau:
Pinh nghia ving mang s& dugc NAT, danh sach nay s& mang chi s6 1
Router(config)#access-list 1 permit 10.10.10.0 0.0.0.255
Router(config)#access-list 1 permit 10.10.20.0 0.0.0.255
Sau d6 xac dinh vung IP Public, ta sé dat tén vung nay la pooll
Router(config)#ip nat pool pooll 172.16.10.1 172.16.10.63 netmask 255.255.255.0
Cho phép cac dia chi private dugc NAT thanh dia chi public
Router(config)#ip nat inside source list 1 pool pooll
Luu y: néu ta cdu hinh Dynamic overload thi ciing 1am giéng nhu Dynamic NAT, tuy nhién
tai budc cudi cung, khi cho phép cac dia chi private duoc NAT thanh dia chi public, ta phai
thém vao cau Iénh overload.
Router(config)#ip nat inside source list 1 pool pooll overload
I1. Baitap thuc hanh
Bai 1:
Cho so d6 sau:

172.16.0.5/16

\ 172,16.0.0/16
FiUfl 192.168.1.1/24
e
. 210.16.1.0/24 ser2io. EFa0/0 Fa0/1. £EBFa1/1
~(Bser2fo l b J . —

Fa1/o, |
FE'DH/J
I

[:] /F"'1Jr1 172.17.0.0/16
-—{’

172.17.0.5{16
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Yéu cau:

Hay c4u hinh gan dia chi cho cac thiét bi giong nhu mé hinh trén.

Hay cdu hinh dinh tuyén tinh cho 2 router dé c6 thé giao tiép giira 16p 210.16.1.0/16 va
192.168.1.0/24. Tuy nhién, s& khéng cdu hinh dinh tuyén vao 2 16p 172.16.0.0/16 va
172.17.0.0/16.

Hay cau hinh static NAT cho 172.16.0.5/16 thanh 210.16.1.10/24 va 172.17.0.5/16 thanh
210.16.1.20/24.

Bai 2:

Cho so dd sau:

10.0.0.0/3
E\@wﬁ}ch (©ser3fo 180.16.0.0/2% 192.168.2.0/24
DNS Server EI’Z[FI‘FanD Fai/1,
®ser3msar6f0 'D
3.0.0.0/8 ==.

a0/1 a0/0
2 (©ser3fo 160.18.0.0/24 190.5.3.0/24
a1/l 170.18.1.0/24
er3/0

v
a0/0
er2/o 192,168.3.0/24
192,168.1.0/24 Fad/1,
/1 = Fal0, 2
Web server «
- "
=,
=,
Yéu cau:

Hay cAu hinh dia chi va dinh tuyén OSPF cho cac router trén. Tuy nhién, khong cau hinh
cho 2 I6p 10.0.0.0/8 va 9.0.0.0/8.

Hay cau hinh NAT cho DNS server ra ngoai sé mang dia chi 1a 180.16.0.10/24 va Web
server ra ngoai s€ mang dia chi 160.18.0.10/24.

Bai 3:

Cho mé hinh sau:

Ya 172.16.0.0/16
a0/1,

alfi

192.168.1.0/24

192.168.2.0/24

Faj1, a1/1

er3

er.
P /0
a0
20/1 192, 168.3.0/24

alf1

172.16.0.0/16
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Y&u cau:

Hay cdu hinh OSPF cho cac router. Khdng cu hinh dinh tuyén cho cac duong mang ndi
vao céc PC.

Hay c4u hinh Dynamic NAT cho cac router cd chira PC, dé cac PC c6 thé ra ngoai duong
mang bén ngoai.

Luu y: tu lua chon day IP bén ngoai.
Bai 4:
Cho mo hinh nhu sau:

o ,ﬂ i |
= 11.0.0.0 PC-PT
PC-BT \"" — pca

PC3 Swwtch PT Switch-PT
uter PT i
Switch4
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Brench1 H Branfh2
192. 165, 1.0/24) 192.168.2.0/24 152, 168.3.0/24
switth-PT -
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' -
CJ :
—
PC-PT pC2

PCO pC1

Yéu ciu:

Hay cdu hinh dinh tuyén tinh cho cic dudng mang 192.168.1.0/24, 192.168.2.0/24,
192.168.3.0/24 c6 thé giao tiép voi nhau.

Hay cdu hinh dinh tuyén RIP véi ISP, ISP1, ISP2 trén cac duong 210.200.0.0/24,
210.200.100.0/24, 210.210.0.0/24, 10.0.0.0/8, 11.0.0.0/8.

Hay cau hinh NAT Overload tir 16p mang 192.168.1.0/24 sang 172.16.0.0/16.
192.168.2.0/24 sang 172.17.0.0/24. 192.168.3.0/24 sang 172.18.0.0/16.
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BAI 13: BAl TAP TONG HOP
Sinh vién hay ap dung céac kién thuc da hoc trong cac bai tap trude dé thuc hién cac bai tap
téng hop sau déy.
Bai 1:
Cho mé hinh:

DﬁT i OSPF ares 100 ‘S
PC17 itch- EleR? /ServerFW
Switch8 DNS Server
i %= Switch-PT
P— 2 Switch10
Routgr- =
3560-24 Server-PT Roufer5 210.10.0.0/16 - r'-PT 72REIi02g
Multilayer Switc] DHCP server - 192.168.1.0/24
~ 8.0.0.0/8 Roufer8
~,
~.
~
~
N 172.16.0.0/16 = g [RAGE)
s S R
@' ——————— y h ', ut EM 10.0.0.0/30
;560.24p5 Router-PT Router?
3560-24PS Awitch server Router4 72,170,002
Multilayer Switch6 /’ VLAN 10 192.168.1.0/24 210,10.2.0/30 I . 17.0.
// VLAN 20 192.168.2.0/24 | =
VLAN 30 192.168.3.0/24
// 210.11.0.0/18 Rggﬁ‘g;g-r Switch-
yd / Switch11
e
% uter-PT
Mu\t?i’\saﬁ(t]a}zsquistch]' Router6 Server-PT
Y Web server
itch-
Switch9
=
PC-PT Server-PT
pPC16 DHCP serverl - 192.168.1.0/24
3
N AL
Yéu cau:

Hay c4u hinh dia chi IP theo mé hinh trén.
Hay cau hinh dinh tuyén giita cac router, tuy nhién khong dugc cau hinh vao cac mang bén
trong (nhitng mang néi vai switch).
Hay cdu hinh VLAN theo dang server va client. Sau d6, hiy duwa PC vao cac port tuong
ung ¢ cac switch mang mode client.
Hay c4u hinh NAT nhu sau:
e Router 4 cau hinh Dynamic NAT cho cac 16p mang bén trong.
o VLAN 10: sé mang dia chi: 172.16.1.1/16 — 172.16.1.200/16
o VLAN 20: s€ mang dia chi: 172.16.2.1/16 — 172.16.2.200/16
o VLAN 30: sé€ mang dia chi: 172.16.3.1/16 — 172.16.3.200/16
e Router 5 va Router 6 cau hinh NAT overload. Vi Pool tu chon.
e Router 8 va Router 9 cau hinh static NAT vdi dia chi ra tu chon.

Hay gan dia chi DNS 1én cac PC dé cac may c6 thé truy cap website do server cung cap.
Hay thuc hién redistribute cho cac router trén.
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Bai 2:
Cho mo hinh sau:

F— %

150.150.0.0
180.90. 10.0/27 e e
£ outer Route' T
5 — 23 Singapore
; > 160.9.0.0, Euro

Ro Se;& uter-PT - 00,0507 120, ”-”-“/ZE\ / /25 50.0.0.0/16 100.0.0.0/24 _;
i 179, 100.0.0/28 /
30.30. f.\n/zs America / = Server-PT
20.20.20.0/25 A ' Web
s L 2N Switch-P eb server
== tehPT A Switchg
Switch-PT U 1sP Router-PT
SW\tC\lO Roﬁte{hpT 173.18.0.0/16 England i
or 173.17.0.0016
90.0.0.0/2% 173.16.0.0/16 Server-PT
E 172.16.0.0/16 DNS server
Server-PT
web server / 172.17.0.0/16 17218.0.0/16
R pT TN E— “"'ﬁ——_\___'_—tl - 2
ouder- o 10.0.0.4/30
d Brgnch1 Routgr-PT Router- d
Swwtch-lﬂ""‘w..__h Branch2 ’,’Switch—PT VLANTO: 192.168.7.0/24
VLAN 10: 192,168, 1.0/2 Switch1 ~~ VLAN 40: 152.168.4.0/2% - Switch7 VLSO 192 igg'g'gm
: 192.168.4. : 192,168.9.0/24
VLAN 20: 192.168,2.0/24 ~
Vo R S - VN B 157 a0/ itch-
~~Switch-PT Switch P'F\\
,4’ Switch0 SWitch ] Switcho S~
- /" Switch3™, &
- 4 . :
rd -, Switch-PT
Switch-PT -/ P Switchs
Switch2 Switch-PT Switch-PT

Switch4 Switch5

Yéu cau:
Cac switch0, switch3, switch6 1a switch duéi dang VTP server. Hay cau hinh cho cac
switch con lai dang két néi véi 3 switch trén 12 VTP client. Hay ciu hinh VLAN theo nhu
md hinh. Ty dua cac PC vao dé kiém tra.
Hay cdu hinh dinh tuyén tinh trén Branchl, HQ, Branch2 d& VLAN10, VLAN 40,
VLANT70 c6 thé giao tiép voi nhau. Cac VLAN khac khong duogc giao tiép.
Trén Branchl, hdy ciu hinh NAT overload:
e VLANI10, VLAN20 di ra bang duong 172.16.0.0/16
e VLAN30 di ra bang duong 173.18.0.0/16.
Trén HQ, hdy ciu hinh NAT overload:
e VLAN40, VLANS50 di ra bang duong 172.17.0.0/16.
e VLANGO di ra bang duong 173.17.0.0/16
Trén Branch2, hdy ciu hinh NAT overload:
e VLANT70 di ra bang duong 173.16.0.0/16
e VLANS0, VLAN9O di ra bang dudng 172.18.0.0/16.
Giira ISP2, Singapore va Euro dinh tuyén bang EIGRP.
Giita ISP1, America va Singapore dinh tuyén bang OSPF area 100.
Giita Euro va England dinh tuyén bang RIP.
Giita America, North va USA dinh tuyén bang OSPF area 200.
Hay thuc hién Redistribute cho cac 16p mang.
Hay cau hinh cac server tuong ung.
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BAI 14: WIRESHARK
I.  Huwéng dan thuc hién
1. Giai thiéu wireshark
Wireshark 1a phan mém phan tich géi tin, duwoc st dung dé khic phuc sy ¢ mang, phan
tich mang, xay dung giao thirc va trng dung mang, st dung trong dao tao. Trudc nam 2006,
Wireshark cd tén la Ethereal.
Wireshark con dugc goi la mot bo phan tich goi mang (network packet analyzer). Mot
network packet analyzer s& ¢ gang nim bét cac network packets va cé gang hién thi dix
licu goi d6 cang chi tiét cang tot.
Mot network packet analyzer dugc sir dung nhu mot thiét bi do luong, dung dé kiém tra
nhitng gi dang xay ra bén trong cap mang (network cable), khdng khac gi chic nang cua
mot von ké dugc tho dién sir dung dé kiém tra nhitng gi dang xay ra bén trong cap dién.
Trude day, cac cong cu nay thuong hoic 12 rat ton kém, hoic doc quyén, hoic ca hai. Tuy
nhién, véi sy ra doi cua Wireshark, tat ca nhirg diéu d6 da thay doi.
Wireshark c6 1& 1a mot trong nhitng phan mém phan tich g6i ma nguén ma tét nhét hién
nay (open source packet analyzer).
Muc dich cia wireshark:
Str dung Wireshark nham céc muc dich sau:
e Network administrators sir dung Wireshark dé khac phuc su ¢c6 mang.
e Cac ky su Network security sir dung Wireshark dé kiém tra cac van dé bao mat.
e Cac ky su QA sir dung Wireshark dé xac minh cac network applications.
e Céc developers sir dung Wireshark dé g& 16i trién khai giao thirc.
e Moi ngudi sir dung Wireshark dé hoc internals giao thicc mang.
e Khong chi cé4c tinh hudng trén, Wireshark ciing ¢6 thé hitu ich trong nhiéu tinh
hudng khac nixa.
Wireshark khong phai la mot hé théng phat hién xam nhap (IDS). N6 s& khong canh bao
khi ai 6 1am nhimng diéu khong duoc phép trén mang. Tuy nhién, néu co gi d6 khong on,
Wireshark c6 thé cho ta biét nhimg gi dang dién ra.
Wireshark s& khong thao tiing moi thir trén mang, né s& chi thuc hién viéc "do" hay bét cac
goi tin trén mang mot cach chi tiét nht.
2. Cai dat va sir dung wireshark
Pé s dung wireshark, ta phai download phan mém wireshark tir trang chu:
https://www.wireshark.org/#download. Sau d6, tuy theo hé diéu hanh cua may tinh ma ta
chon phién ban phu hop.
Sau khi hoan thanh cai dat, ta c6 man hinh hién thi phan mém wireshark nhu sau:
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M The Wireshark Network Analyzer | X
File  Edit View Go Capture Analyze  Statistics Telephony  Wireless  Tools  Help
d m ® % @ R

A KR

l ‘ fisplay filt = | Expression +

Welcome to Wireshark
Capture

using this fiter: [ [ [t e filer ~ | |3 interfaces shown, 8 hidden =

o wii ]
Ethernet 2
Local Area Connection* 12

Learn
User's Guide - Wiki - Questions and Answers Mailing Lists
You are running Wireshark 3.0.2 (v3.0.2-0-g621ed351d5c9). You receive automatic updates.

Pé bat dau cho wireshark bét goi tin, ta click vao card mang dang két ndi véi internet, &
hinh trén ta thay c6 2 loai card mang: wi-fi, ethernet2. Tiy theo may tinh dang két ndi bang
wifi hay két néi c6 day ma ta chon card twong (ng. Vi du trong tinh huéng nay, ta chon
card wifi, sau khi ta chon card, ta s& thay xuat hién cac md ta két ndi hinh séng trén man
hinh. D6 1a nhiing goi tin dang giao tiép trén mang ma card dang quan ly.

Dé hién thi day da hon, ta chon Capture, chon Option dé lya chon chi tiét hon.
A

Input Output Options

Interface Traffic Link-layer Header Promis Snaplen ( Buffer (M Monitc Capture Filter
VMware Network Adapter VMnet5 __ Ethernet b default 2
Wi-Fi w Ethernet ~ default 2
VMware Network Adapter VMnet8 __ Ethernet % default 2
VMware Network Adapter VMnetd __ Ethernet v default 2
VMware Network Adapter VMnet2 __ Ethernet ~ default 2
VMware Network Adapter VMnet? __ Ethernet [~ default 2
Ethernet 2 _ Ethernet O default 2
Local Area Connection* 12 — Ethernet [ default 2
VMware Network Adapter VMnet6 __ Ethernet 7 default 2
VMware Network Adapter VMnet1 __ Ethernet v default 2
VMware Network Adapter VMnet3 __ Ethernet v default 2
[/] Enable promiscuous mode on all interfaces Manage Interfaces...
Capture fiter for selected interfaces: [ [ | Enter a capture it - Complle BPFs

Start Close Help

Dé bit dau bit géi tin, ta chon biéu twong Start capturing packet 4
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‘ The Wireshark Network Analyzer - o ®

File Edit View Go Capture Analyze Statistics Telephony — Wireless Tools  Help

Ell ® % B Q B

.l"\"'“ fisplay filter .. <Ctrl-/>

w | Expression... +

Welcome to Wireshark
Capture

...using this filter: [ [ Enter a capture fiter . ~ | '3 interfaces shown, 8 hidden=

Wi-Fi i |
Ethernet 2
Local Area Connection® 12

Sau khi bat dau bat goi tin, wireshark s& bat dau bat va hién thi cac goi tin di qua card ma
no6 dang kiém soét.

M Capturing from Wi-Fi - a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
4 m a3 e R/ Qe EF EEI=Q Q Q F
[Ih isplay filter .. <Cirk = '] Expression...  +
No. Time Source Destination Protocol Length Info "
26 2.929e9%@ 192.168.1.153 dns.google DNS 87 Standard query ©xbde9 PTR 121.114.213.49.in-addr.arpa
27 2.979694 dns.google 192.168.1.153 DNS 163 Standard query response ©xeSbd No such name PTR 48.6.114.52.in-addr.arpa St
28 3.271ee6 dns.google 192.168.1.153 DNS 87 Standard query response Oxb3af Server failure PTR 122.114.213.49.in-addr.a
29 3.316858 dns.google 192.168.1.153 DNS 87 Standard query response @xbde9 Server failure PTR 121.114.213.49.in-addr.a
30 3.924402 192.168.1.153 dns.google DNS 87 Standard query ©xb3af PTR 122.114.213.49.in-addr.arpa
31 3.924487 192.168.1.153 dns.google DNS 87 Standard query ©xbde9 PTR 121.114.213.49.in-addr.arpa
32 4.241855 dns.google 192.168.1.153 DNS 87 Standard query response ©xbde9 Server failure PTR 121.114.213.49.in-addr.a
v
< >

> Frame 1: 405 bytes on wire (3240 bits), 405 bytes captured (3240 bits) on interface @

» Ethernet II, Src: Cambridg_fd:13:5c (a8:58:40:fd:13:5c), Dst: IntelCor_b8:5c:ea (d4:6d:6d:b8:5c:ea)
Internet Protocol Version 4, Src: 49.213.114.122 (49.213.114,122), Dst: 192.168.1.153 (192.168.1.153)

> Transmission Control Protocol, Src Port: https (443), Dst Port: 59162 (59162), Seq: 1, Ack: 1, Len: 351
Transport Layer Security

d4 6d 6d b8 5c ea a8 58 40 fd 13 5c 08 @@ 45 74 mm-\--X @ -\--Et "
@1 87 al ea 40 0@ 39 @6 37 82 31 d5 72 7a c@ a8 @9 71rz
01 99 @1 bb e7 1a bd c2 32 4c af d3 @a 2e 50 18 2L P
90 b5 63 31 00 02 17 @3 ©3 01 5a fb 6c 69 63 3e cl Z-lic>
50 61 a3 a3 6e 3c 28 12 ed b@ e2 c¢9 Qa 2e 57 a5 Pa-n¢( W
cc 7b fd dc 48 67 b2 b8 8f dl c9 ed c5 f2 4e 74 { Hg Nt
67 94 b@ 1 b6 bd 99 f4 €0 c9 88 6a 47 18 f2 f5 g j6
14 f4 74 11 59 85 b7 41 45 4c 61 fc ¢8 67 f6 86 tY--AEla g
c@ ca da fb 3a @e 7e a2 79 e7 @7 bb 6a 7b e9 bc toae Yoo 3
a5 45 47 43 ea ¢9 df 77 1c bl 6c 5c 63 ca bl d® EGC---w --1\c
cc @3 a9 9e 50 73 47 @4 3b 8e c9 b8 40 67 f5 51 PsG: ;- @gQ

f2 e7 79 a4 aa 68 50 56 0@ ca 7f 45 1@ a7 5d bb y--hPV E--]

Néu mudn dung viéc bat goi tin, ta nhan nit stop L
Cac packet trong wireshark s& duoc hién thi bgi cac mau khac nhau, dé hién thi ¥ nghia
cua no, ta chon View, chon coloring rules...
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£ Wireshark - Coloring Rules Default ? X

Name Filter
TCP
HSRP State Change hsrp.state !=
Spanning Tree Topology Change stp.type =

icmp || icmpvé
TCP RST tep.flags.reset eq 1
SCTP ABORT sctp.chunk_type eq ABORT
TTL low or unexpected (!ip.dst == 224.0.0.0/4 && ip.ttl < 5 && !pim && lospf) || (ip.dst == 224.0.0.0/24 && ip.dst |= 224.0.0.251 && ip.ttl !
m eth.f It || ud | s
SMB smb || nbss || nbns || netbios
HTTP http || tcp.port == 80 || http2
DCERPC dcerpc
Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp
TCP SYN/FIN tep.flags & 0x02 || tep.flags.fin == 1
TCcP tep
UDP udp
System Event systemd_journal || sysdig
< >

Double diick to edit. Drag to move. Rules are processed in order uniil 3 match is found.

+| - m

Copy from ~ Cancel Import... Export... Help

O day, ta thay cac goi tin trong wireshark luét lién tuc trén man hinh hién thi, dé loc bét
nhitng théng tin can tim, ta s& nhap tir khda can loc vao 6 loc dé tim. Vi du & day ta s& loc
cac goi tin phan giai web véi giao thic http.

|4’Wi Fi - O X

File Edit View Go Capture Analyze Statisics  Telephony Wireless Tools  Help

¥ @ Qa | F

e X € ] & =

==
I ‘hnp [X] v] Expression... 4
No. Time ‘Source Destination Protocol Length Tnfo

204 33.627735 192.168.1.153 4-c-0003.c-msedge... HTTP 288 GET /connecttest.txt HTTP/1.1

206 33.633229 4-c-00@3.c-msedge . net 192.168.1.153 HTTP 568 HTTP/1.1 200 OK (text/plain)

373 99.492159 192.168.1.153 4-c-0003.c-msedge... HTTP 288 GET /connecttest.txt HTTP/1.1

376 99.496662 4-¢c-0803.c-msedge.net 192.168.1.153 HTTP 568 HTTP/1.1 208 OK (text/plain)
< >

Frame 204: 288 bytes on wire (1664 bits), 208 bytes captured (1664 bits) on interface @

Ethernet II, Src: IntelCor_b8:5c:ea (d4:6d:6d:b8:5c:ea), Dst: Cambridg_fd:13:58 (aB:58:40:fd:13:58)
Internet Protocol Version 4, Src: 192.168.1.153 (192.168.1.153), Dst: 4-c-8003.c-msedge.net (13.187.4.52)
Transmission Control Protocol, Src Port: 51321 (51321), Dst Port: http (8@), Seq: 1, Ack: 1, Len: 154
Hypertext Transfer Protocol

Sau khi loc, chi c6 nhitng géi tin lién quan dén tir khda can loc dwoc hién thi. Tai cac tir
g6i hién thi, dé kiém tra cac thdng tin gui nhan giira client va server, ta c6 thé click phai
vao tirng goi tin, sau do, chon follow, chon HTTP stream.
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M ~wi-ri - 0 %
File  Edit View Go Capture Analyze  Statistics  Telephony  Wireless  Tools
B e X C ] & = ¥ (= | q &

l ‘tcp.streemeq 14 a v] Expression... 4+

No. Time Source Destination Protacol Length Info ”
201 33.622999 192.168.1.153 4-c-0@03.c-msedge... TCP 66 51321 + http(8@) [SYN] Seq=8 Win=64248 Len=0 MS5=146@ WS=256 SACK_PERM=1
202 33.627138 4-¢-0003.c-msedge.net 192.168.1.153 TCP 66 http(80) » 51321 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=@ MS5S=1412 WS=256 SA
203 33.627308 192.168.1.153 4-c-0803.c-msedge... TCP 54 51321 + http(8@) [ACK] Seq=1 Ack=1 Win=66304 Len=@
204 33.627735 192.168.1.153 4-c-0003.c-msedge... HTTP 208 GET /connecttest.txt HTTP/1.1
205 33.631832 Mark/Unmark Packet 192.168.1.153 TCP 54 http(88) + 51321 [ACK] Seq=1 Ack=155 Win=4201984 Len=8
206 33.633229 Ignore/Unignore Packet 192.168.1.153 HTTP 568 HTTP/1.1 200 OK (text/plain)
207 33.633231 Set/Unset Tne Referance 192.168.1.153 TP 54 http(80) - 51321 [FIN, ACK] Seq=515 Ack=155 Win=4201984 Len=@

28R 33 A3I3I339

Frame 284: 288 bytes o
Ethernet II, Src: Inte
Internet Protocol Vers
Transmission Control P
Hypertext Transfer Pro

58 40 fd 13 58 d4
c2 f9 25 40 0@ 80
34 cB 79 @@ 50 de
83 22 94 o0 @e 47
74 74 65 73 74 2e
2e 31 ed @a 43 61
6c 3a 28 Be 6f 2d

Time Shift...

Packet Comment.
Edit Resolved Name

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
scTp

Follow

Copy

Protocol Preferences
Decode As,

Show Packet in New Window

4-r-00AR3_c-msadsa

51321 » httn(RA) TACK1 Sen=1585 Ark=51A Win=R5797 |an=A

aptured (1664 bits) on interface @

a), Dst: Cambridg_fd:13:58 (a8:58:48:fd:13:58)
168.1,153), Dst: 4-c-0083.c-msedge.net (13.187.4,52)
» 1), Dst Port: http (88), Seq: 1, Ack: 1, Len: 154

3 TCP Stream
UDP Stream
TS

b

6e 65 63 74 69 6 6e
50 72 61 67 6d 61 3a
@a 55 73 65 72 2d
72 6f 73 6f 66 74

Két qua s& la:

3a 20 43 6¢c 6f 73 65 &d
20 6e 6f 2d 63 61 63 68
41 67 65 6e 74 3a 20 4d
20 4e 43 53 49 ed @a 48

A 4 wm e wa £3 £2 en

nnection : Close
Pragma: no-cach
e -User- Agent: M
icrosoft NCSI--H

S

‘ Wireshark - Follow HTTP Stream (tcp.stream eq 14) - Wi-Fi

Cache-Control:
Connection: Close
Pragma: no-cache

HTTP/1.1 280 0K
Cache-Control:

GET /connecttest.txt HTTP/1.1
no-cache

User-Agent: Microsoft NCSI
Host: www.msftconnecttest.com

no-store

Content-Length: 22

Content-Type: text/plain; charset=utf-8
Last-Modified: Thu, 16 Apr 2026 18:58:26 GMT
Accept-Ranges: bytes

ETag: ©x8D343F9ES6CSDAC
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: X-MSEdge-Ref
Timing-Allow-Origin: *
X-Content-Type-Options: nosniff

Date: Tue, 28 Apr 2020 14:82:14 GMT
Connection: close

X-MSEdge-Ref: Ref A: @D2E91E@BA8B4184B930105E54F2FCF2 Ref B: SGN3@EDGE@1e8 Ref C: 2020-84-28T14:02:14Z

Microsoft Connect Test

I.I client pkt, 1 server pkt. 1 turn.

Entire conversation (668 bytes)

Show and save data as | ASCIL >
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Ta dé y dong duoc t6 trong khung, d6 1a tong sé goi tin giao tiép giira client va server.
D¢ kiém tra goi tin cu thé hon, ta click vao tirng goéi tin muon kiém tra.

M Wireshark - Packet 204 - Wi-Fi

Frame 204: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits) on interface ©

Ethernet II, Src: IntelCor_b8:5c:ea (d4:6d:6d:b8:5c:ea), Dst: Cambridg fd:13:58 (a8:58:4@:fd:13:58)
Internet Protocol Version 4, Src: 192.168.1.153 (192.168.1.153), Dst: 4-c-0003.c-msedge.net (13.107.4.52)
Transmission Control Protocol, Src Port: 51321 (51321), Dst Port: http (8@), Seq: 1, Ack: 1, Len: 154
Hypertext Transfer Protocol

eee6o
0a70
eeso

a8 58 40 fd 13 58 d4 6d 6&d b8 5c ea 88 20 45 @9
090 c2 f9 25 40 6@ 80 @6 2d 30 c@ a8 @1 29 ed éb
©4 34 cB 79 00 50 4e @92 c2 72 83 @a 3f 6f 50 18
91 83 22 94 00 60 47 45 54 20 2f 63 6f 6e 6e 65
63 74 74 65 73 74 2¢ 74 78 74 20 48 54 54 5@ 2f
31 2e 31 @d @a 43 61 63 68 65 2d 43 6f 6e 74 72
6f 6¢ 3a 20 6e 6f 2d 63 61 63 68 65 @d @a ZEN;
6e 62 65 63 74 69 6f 6e 3a 20 43 6¢ 6f 73 65 @d
£ 50 72 61 67 6d 61 3a 20 6e 6f 2d 63 61 63 68
65 @d @a 55 73 65 72 2d 41 67 65 6e 74 3a 20 4d
69 63 72 6f 73 6f 66 74 20 4e 43 53 49 @d @a 48
6f 73 74 3a 20 77 77 77 2e 6d 73 66 74 63 6f 6e
6e 65 63 74 74 65 73 74 2e 63 6f 6d @d @a ed @a

X@ -X-mm-\---E
] -8
4:y-PN: -r--?PoP
"---GE T /conne
cttest.t xt HTTP/
1.1 -Cac he-Contr
ol: no-c ache- (&

k

gPragma: no-cach
e--User- Agent: M
icrosoft NCSI:-H

ost: www .msftcon
necttest .com

Trong tinh hudng trén, ta cé thé
Ethernet II. Xem dia chi IP gui va nhan & dong Internet Protocol.

xem dia chi MAC ctia may gui va may nhan ¢ dong

M \Wireshark - Packet 204 - Wi-Fi — O s
Frame 204: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits) on interface @ ~
v Ethernet II,|Src: IntelCor b8:5c:ea (d4:6d:6d:b8:5c:ea)l Pst: Cambridg_fd:13:58 (a8:58:4@0:fd:13:58) I
Destination: Cambridg_fd:13:58 (a8:58:48:fd:13:58)
Source: IntelCor_b8:5c:ea (d4:6d:6d:b8:5¢c:ea)
Type: IPv4 (©x0800)
v Internet Protocol Version 4,[Src: 192.168.1.153 (192.168.1.153)|, IDst: 4-c-80803.c-msedge.net (13.107.4.52) I
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: exee@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 194
Identification: exf925 (63781)
Flags: @x4800, Don't fragment v

a8 58 40 fd 13 58 d4 6d 6d b8 S5c ea 08 00 [N
@@ c2 9 25 40 80 80 @6 2d 30 c@ a8 @1 99 ed 6b
CLBEL €8 79 00 50 4e @9 ¢2 72 83 @a 3f 6f 50 18
@1 @3 22 94 00 @0 47 45 54 20 2f 63 6f 6e 6e 65
63 74 74 65 73 74 2e 74 78 74 20 48 54 54 50 2f
31 2e 31 @d @a 43 61 63 68 65 2d 43 6f 6e 74 72
6f 6c 3a 26 6e 6f 2d 63 61 63 68 65 od @a 43 6f
6e 6e 65 63 74 69 6f 6e 3a 20 43 6¢ 6f 73 65 ed
Ba 50 72 61 67 6d 61 3a 20 6e 6f 2d 63 61 63 68
65 @d @a 55 73 65 72 2d 41 67 65 6e 74 3a 20 4d
69 63 72 6f 73 6f 66 74 20 4e 43 53 49 @d @a 48
6f 73 74 33 20 77 77 77 2e éd 73 66 74 63 6f 6e
6e 65 63 74 74 65 73 74 2e 63 6 6d @d @a ed @a

"..-GE T /conne
cttest.t xt HTTP/
1.1--Cac he-Contr
ol: no-c ache:-Co
nnection : Close

Pragma: no-cach
e--User- Agent: M
icrosoft NCSI--H
ost: www .msftcon
necttest .com

Day 1a cac thao tic co ban trong quan ly phan mém wireshark, néu ta muédn tit phan mém
wireshark, khi click vao biéu tuong tat phan mém, phan mém s€ héi ta co6 luu lai cac goi
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ma chung ta dang bat dé phan tich hay khong. Ty theo nhu ciu ma ta s& lya chon luu hay
khong.

# Unsaved packets... X

9 Do you want to stop the capture and save the captured packets before quitting?

Your captured packets will be lost if you don't save them.

Stop and Save| Stop and Quit without Saving Cancel

Vi du minh hea
Vi du: bt g6i tin khi thuc hién ping dén 8.8.8.8
May tinh phai duoc két ndi vao mang.
Chay chuong trinh wireshark va thiét 1ap card mang phd hop.
Thuc hién 1énh ping 8.8.8.8 trén comman prompt.
Sau khi thuc hién 1énh ping thanh cdng, ding qué trinh bat géi trén wireshark.

Pinging 8.8.8.8 with 32 bytes of data:
Reply from bytes=32 time=31ms
Reply from bytes=32 time=32ms

8.8.8.
8.8.8.

Reply from 8.8.8.8: bytes=32 time=31ms
8.8.8.

Reply from bytes=32 time=33ms

Trén wireshark, tai muc filter, ta nhap giao thirc cua cau 1énh ping la giao thirc icmp.
Khi @0, cac dong hién thi qua trinh ping s& duoc hién ra.

M ik = o
File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help
A = ® TR B R e EF = B
l Il(mp X v] rxp«xsmnl +
o. Time Source Destination Protocol Length Info
400 30.118202 192.168.1.153 dns.google ICMP 74 Echo (ping) request 1id=ex@001, seq=77/19712, ttl=128 (reply in 401)
401 30.149571 dns.google 192.168.1.153 ICMP 74 Echo (ping) reply 1d=0x0001, seq=77/19712, ttl=54 (request in 400)
405 31.135658 192.168.1.153 dns.google ICMP 74 Echo (ping) request id=@x@e01, seq=78/19968, ttl=128 (reply in 406)
406 31.167720 dns.google 192.168.1.153 ICMP 74 Echo (ping) reply i1d=0x0001, seq=78/19968, ttl=54 (request in 405)
407 32.154736 192.168.1.153 dns.google IcMP 74 Echo (ping) request id=ex@e0l, seq=79/20224, ttl=128 (reply in 4@8)
408 32.185760 dns.google 192.168.1.153 IcMP 74 Echo (ping) reply i1d=0x0001, seq=79/20224, ttl=54 (request in 407)
409 33.157037 192.168.1.153 dns.google cHP 74 Echo (ping) request id=ex8e01, seq=80/20480, ttl=128 (reply in 410)
410 33.190242 dns.google 192.168.1.153 IcMP 74 Echo (ping) reply i1d=0x0001, seq=80/20480, ttl=54 (request in 4@9)

Khlchd<vaoch|netCuatung90|tw1taSethaythongtnwcua90|uxnp
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M Wireshark - Packet 400 - Wi-Fi — O e

Internet Protocol Version 4, Src: 192.168.1.153 (192.168.1.153), Dst: dns.google (8.8.8.8) A
v Internet Control Message Protocol

Type: 8 (Echo (ping) request)
Code: ©
Checksum: @x4d@e [correct]
[Checksum Status: Good]
Identifier (BE): 1 (exeeel)
Identifier (LE): 256 (0x0100)
Sequence number (BE): 77 (@xee4d)
Sequence number (LE): 19712 (ex4dee)
Response frame: 461

v Data (32 bytes)

a8 58 40 fd 13 58 d4 6d 6d b8 5c ea 88 80 45 08 X@ -X-mm-\--E
00 3c ef 36 60 00 80 @1 79 39 c@ a8 @1 99 o8 e8 <6 y9

0020 ©3 03 08 00 4d Ge 00 O1 00 4d [HE-FACENCEECINCE M abcdlef]
[ZE-Mll67 68 69 6a 6b 6¢c 6d 6e 6f 7@ 71 72 73 74 75 76jMMshijkimn opgrstu
0040 Py R abcdefg hi

O day, ta thay noi dung caa goi tin nay la cac ky tu tir a dén z. Trong tinh huéng nay, cac
Ky tu khong c¢6 ma hoa, tuy nhién, thong thuong cac ky tu khi gui dix liéu s€ dugc ma hoa,
cho nén ta s& khdng dé dang nhin thay noi dung cac goéi tin nhu vi du & trén.
Il. Baitap thuc hanh
Bai 1:
Bat gai tin khi truy cap website v&i wireshark. Hay thuc hién theo cac yéu cau sau.
Cai dat wireshark 1én may tinh.
Dam bao may tinh két néi vai internet.
Chay wireshark, cho phép wireshark bt gai tin.
M trinh duyét, truy cap vao mot trang web bat ky.
Sau khi truy cap trang web, mé wireshark, nhan nut stop dé ngung qua trinh bat goi tin.
Hay xac dinh cac thong tin nhu sau:
e Cho biét dia chi IP cua trang web d6 1a gi?
e Cho biét MAC address ciia web server I gi?
e Hay cho biét tén cuia web server I gi?
e Hay cho biét c6 nhitng giao thirc ndo tham gia khi truy cap vao trang web trén.
Bai 2:
Bit goi tin khi yéu cau xin cap phat DHCP.
Hay cai dat va cho chay phan mém wireshark.
Trén may tinh hdy dung cau Iénh ipconfig /release va ipconfig /renew trén command
prompt.
Sau d6, hdy stop wireshark, sau khi d& xin cip phét IP thanh cong.
Trén muyc filter, hdy nhép bootp, day 1a goi tin cia giao thuc DHCP.
Hay cho biét:
e Qué trinh giri nhan giita server va client bao gdm bao nhiéu budc?
e Nhiing budc do tén gi?
e Qua trinh cy thé bao gém cac goi tin gi duoc gui di.
e Hay phan tich cu thé timg g6i tin da bat.
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BAI 15: ON TAP KIEM TRA
Mot sé bai kiém tra mau cho thuc hanh mang may tinh.
Bai 1:
Yéu cau thoi gian 1am bai trong vong 45 phiit.
Cho so d6 sau:

oJ

4
aaaaaaaaa

V4

€-pT
pPC2
192.168.3.0/24

Switch-PT =
Switch2

Router-
R8

192.168,1.0/24

Switch-PT

Switch0

PC-PT
PCO

ter
R1
210.10.10.0/30 utely-PT
R5
210.0.10.12/30
m‘ﬁn‘g"ﬁ“\ / }”"5
/ e = 170.22.0.0/16
RoutgreT '
RD -

100.80.9.4/30

tﬁ-"/

er
4
» -

Outer-PT 210.15.10.8/30

192.168.4.0/24 Ry . o
210.10.10.4/30
2.
Swifch' T-\\

Syitch: i i = Swwt_chfPT\~\ D
/ 5] Router-PT Switcht =

R6

Server-PT PC-PT
DNS Server Router-PT pPC1
R3
Segm

Mail server

168.2.0/24

Server-PT
Web Server

Hay géan céc thiét bi theo nhu so do.
Hay dit tén cho céc router theo nhu so d6 (2 diém)
Hay cau hinh IP twong &ing cho cong theo nhu so dd (3 diém).

Hay c4u hinh dinh tuyén RIP cho cac router R4, R5, R6 vai cac cong twong (ing cua so do
(1 diém).

Hay cu hinh dinh tuyén OSPF véi area 0 cho router R1, R2, R3, R4 véi c4c cong tuong
g cua so d6 (1 diém).

Hay cau hinh dinh tuyén OSPF vai area 100 cho router R2, R7, R8 véi cac cong twong ing
ctia so dd (1 diém).

Hay cau hinh Redistribute cho céac router dé c4c thiét bi c6 thé giao tiép véi nhau. (1 diém).

Hay cau hinh cic server nhu sau: DNS server: 192.168.4.10, web server: twong (ng tén
mién sgu.edu.vn 192.168.4.15, mail server tuong Ung tén mién mail-sgu.edu.vn
192.168.4.20. Céc PC phai truy cap duoc websites va mail. (1 diém).

85



Truong dai hoc Sai Gon
Khoa Cong Ngh¢ Thong Tin

Bai 2:
Yéu cau lam bai trong vong 45 phdat.
Cho so d6 mang nhu sau:

W

Static route PE-PT
C2
SG 192.168.3.0/24

5 Switch-PT

Routbr-PT Switchd RIP
OSPF 2 172.20.0.0/16 Server-PT

area 200 DNS
CT 192.168.1.0/24

192.168.4.0/24 T ~r Server-PT
= terRT g tbrpT Switch-PT web
PC-PT Switch-! ISP1 Switch2
PC1 Switch0
100.10.10.0/30 172.16.0.0/16
/= 100.10.0.0/30 / /

=
R ter‘—;T\'\cpz P
ON Router‘—|:>.'I'_—~—m‘tl_-r‘vin_~—_"l o
15P2 Router- 192.168.2.0/24
OSPF 1 15P3 \\
Area 100 172.17.0.0/16 in
O SwitchT —_]
Router-PT Swite =
D—‘/d HN pCa
Switch-PT

=
pC-PT Switchl 192.168.5.0/24

PCo Server-PT
Mail

172.18.0.0/16

Hay thuc hién cac cong viéc nhu sau:

1. Hay ciu hinh tén cua cac router nhu trén so do. (1d)

Hay c4u hinh IP cho cac router va céc thiét bj mang (3 d)

Hay c4u hinh dinh tuyén RIP cho router ISP3, CT, HN theo so d6 (1d)

Hay c4u hinh dinh tuyén OSPF véi process id 2, area 200 cho router ISP2, DN theo so d6 (1d)

Hay cau hinh dinh tuyén OSPF véi process id 1, area 100 cho router ISP1, ISP2, ISP3 theo so d6

(1d)

6. Hay cau hinh dinh tuyén tinh cho router ISP1, tro vé dudng mang 192.168.3.0/24 theo so do, trén
router SG, cau hinh default route tro vé ISP1. (1d)

7. Hay ciu hinh Redistribute cho céc router bién (1d)

8. Hay ciu hinh cac thiét bi: DNS, Web, Mail. (1d)

akrw
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