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NOI DUNG

< 1. Khai niém 6o ban vé user — group — quyén ngudi dung

‘ Quan |y nguoi dung

111. Quan ly nhdm
1VV.Quan ly qua giao dién

V. Quyén cia nguoi dung




l. KHAI NIEM CO BAN

< User: 1a ngudi<o thé truy cap dén hé théng.

AUser c6 username va password.
» CO0 ba loai user: super user, system user va regular user.
> MOoi user con c6 mot dinh danh riéng goi la UID.

= username: khi st dung dé login, gan quyén, v.v.. ching ta thuc hién
thong qua username, nhung hé thong lai hiéu va lam theo userID.

= userID: S6 di kém véi username, hé diéu hanh dung s6 nay dé quan
ly. Chi s6 nay la khong trung lap.




l. KHAI NIEM CO BAN

- > Tu phié;n« nux Kernel 2.4 tré 1&n, UID 14 s6 nguyén 32-bit
- khong dau (vung gia tri ttr 0 -> 4.294.967.296).
» Mot vai UID dic biét va danh riéng:
= UID=0: dugc gan cho tai khoan root — ngudi ding ¢ dic quyén cao nhat
trong Linux.

» UID=65534: thuong dugc danh riéng cho tai khoan nobody — nguoi
dung khong cé bat cir dac quyén quan tri nao. UID nay thuong dugc danh
cho cac ca nhan truy cap tir xa to1 hé thong qua FTP hay HTTP.

= UID trong khoang 1->99: thuong duoc danh riéng cho cac tai khoan hé
thong dac biét, thuong duoc goi la cac pseudo-users




l. KHAI NIEM CO BAN

<« > Trén 1 s6 ban phan phéi Linux (Distro), cac normal user nhan UID
~16n hon 100.

= /i du, Redhat gan UID cho normal user bat dau tir 500, Debian bat
dau ttr 1000.

»Ngoal ra, ta cting nén danh riéng 1 dai UID cho cac tai khoan cuc
bd (local account) nhu 1000-9999, 1 dai khac cho cac ngudi dung
truy cap tir xa tdi hé thong qua mang (remote user) nhu 10000-
65534 dé¢ dé bé quan Iy ciing nhu gilip ra soat cac hoat dong cia
nguo1 dung trong cac file log...




l. KHAI NIEM CO BAN

< Group: la tap-hop nhiéu user lai.

&Méi user luon la thanh vién ctia mot group.
» Khi tao mot user thi mac dinh mo6t group dwore tao ra.

> MOi user trén linux bat budc phai thudéc mot group nao do (goi la
Primary Group), ngoai ra con cé thé lua chon tham gia vao cac
group khac (goi la Secondary Group)

> MOo6i group con c6 mot dinh danh riéng goi la GID.
> Dinh danh cua group thuong sir dung gia trj bat dau tir 500.




II. QUAN LY NGUOl| DUNG

<« »Théng tin ngwoti ding:

. = Thong tin cta nguoi dung chu yéu dugc luu trong tap tin
~ Jetc/passwd, Linux ciing c6 ba loai ngudi dung co ban: supper user,
system user, regular user.

» Super user: la nguoi dUng quan tri cua hé thong Linux hodc Unix, thudng goi véi

tén 1a ngudi ding root. Ngudi ding nay duoc hé thong cung cap mét dinh danh
quan ly UID co gia tri 0.

« System user: la ngudi dung duoc tao ra khi ta cai dat chwong trinh, dich vu hé
thong.

» Regular user: tam goi la user thuong, nhitng user nay chi duoc quyén login vao
hé thong va sir dung tai nguyén. UID ctia nguoi dung nay thuong co gia tri >=500.




II. QUAN LY NGUOl| DUNG

Tap tin /etc/passwd doéng vai tro song con doi voi mot hé thong
Unix, Linux. Moi nguoi déu co thé doc duoc tap tin nay nhung chi
c6 root mai ¢O quyén thay doi no.

MJi tai khoan dugc luu trong mot dong gom bay cot:

Cot 1 : tén nguoi sir dung

Cot 2 : lién quan dén mat khau tai khoan va “x” dbi véi Linux

Cot 3,4: dinh danh tai khoan (UID) va dinh danh nhom (GID)

Cot 5 : tén day du cta nguoi st dung.

Cot 6 : thu muc ca nhan (Home Directory)
e (ot 7 : chuong trinh s& chay dau tién sau khi nguoi ding diang nhap vao hé thong




II. QUAN LY NGUOl| DUNG

Py

> Tai khoan dwoc Tuu trong thu muc etc/passwd

oracle:x:1021:1020:0racle user:/data/network/oracle:/bin/bash

Vorr v ' ¢

5 6 7




Il. QUAN LY NGU'O'l DUNG
«. = Tap tin /etefshadow
_ Tap tin /etc/shadow luu trit mat khau thuc su cta nguoi dung, mat khau

nay da duoc ma hoa. Ngoai thong tin mat khau, file nay con luu trit cac tly
chon mat khau va tuy chon cua tai khoan.

Moi tai khoan thuong c6 khoang tam cot:
» Cot 1. phai khép véi username trong file /etc/passwd
» Cot 2: mat khau da duge ma hoa
o Cot 3: 36 ngay tir 1/1/1970 dén ngay thay doi mat khau
o COt 4: s6 ngay toi thicu yéu cau thay doi mat khau




II. QUAN LY NGUOl| DUNG

e Cot %":'-" ;,(f')i, da mat khau duoc sur dung
‘ o COt 6: sO ngay ra canh bao trudce khi mat khau khéng con hop 16
© « Cot 7: sb ngay quy dinh account bi v hiéu

« COt 8: ngay vO hiéu hoa tai khoan tinh tir ngay 1/1/1970.

user1:$6SundNpXwnJuixBhin$51y42Tee1ubu5: 16374:0:99999.7: : :

User
Not
Name :
Encrypted Password mndayS/zn cays used

maxd inactive
lastchg days o days disabled

days




II. QUAN LY NGUOl| DUNG

< >File cau hi s"“" ding :
[etc/passwd (Important)

» CU phap:
username:password:UID:G

ID:comment:home
directory:login

games:x:12:100:games:/usr/games:/sbin/nologin
gopher:x:13:30@:gopher:/var/gopher:/sbin/nologin
ftpix:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:99:99:Nobody:/:/sbin/nolegin
rpm:x:37:37::/var/1ib/rpm:/sbin/nologin

dbus:x:81:81:5ystem message bus:/:/sbin/nologin
avahi:x:70:70:Avahi daemon:/:/sbin/nologin
mailnull:x:47:47::/var/spool/mgueue:/sbin/nologin
smmsp:x:51:51::/var/spool/mqueue: /sbin/nologin
nscd:x:28:28:N5CD Daemon:/:/sbin/nologin
vesaix:b9:69:virtual console memory owner:/dev:/sbin/nologin
haldaemon:x:68:68:HAL daemon:/:/sbin/nologin
rpc:x:32:32:Portmapper RPC user:/:/sbin/nologin
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
nfsnobody:x:65534:65534: Anonymous NFS User:/var/lib/nfs:/sbin/nologin
sshd:x:74:74:Privilege-separated 55H:/var/empty/sshd:/sbin/nologin
pcap:x:77:77: /var/arpwatch:/sbin/nologin
ntp:x:38:38::/etc/ntp:/sbin/nologin
gdm:x:42:42::/var/gdm:/sbin/nologin
apache:x:48:48:Apache:/var/www:/sbin/nologin

xTs:x:43:43:X Font Server:/etc/X11/fs:/sbin/nologin
sabayon:x:86:86:5abayon user:/home/sabayon:/sbin/nologin
!nkkhanh:x:EHH:EHH:Khanh:fhnmeflnkkhanh:fhinfhaSH



II. QUAN LY NGUOl| DUNG

<. » Thém nguordtng moi

= Khi 1 user dugc tao mé1 = private group cung tén véi user d6 duoc tao
ra.

» Uu diém: Pam bao khi 1 file dugc tao ra, file d6 khéng thudc vé public
group
= Khi 1 user duogc tao mai > home directory va 1 s6 file duoc tao ra.

* Thu muc /etc/skel: chira cac file mac dinh duoc tao ra trong home
directory cho mot user khi user d6 duoc tao mai

= Lénh umask: dinh gia tri mac dinh cho file/thu myc do user tao ra. Cau
hinh umask duoc thiét lap trong file /etc/bashrc

* VD: Néu umask=022 thi m¢ét file méi dwoc tao ra sé cO quyén 1a: 644




CAC THAO TAC TREN NGUOI DUNG

<« = Tao tai khear ngwdi ding
‘ Cu phap : #useradd [tuy chen] <tén user>
Cac tuy chon:

-C “thOng tin nguoi dung”.

-d <thu muc ca nhan>.
-m tao thu muc ¢4 nhan néu chua ton tai.

-g <nhdm cua nguoi dung>.
Vi du: Tao user co tén nvb
#useradd —¢ “Nguyen Van B” nvb

#passwd nvb
D




CAC THAO TAC TREN NGUOI DUNG

<. >Mot s option khac:
= _p: password
= s shell
= -u: set UID
= -g:set GID
= -e: expire date
= -f: set password expire during time




CAC THAO TAC TREN NGUOI DUNG

. " *.{.':-'!s_., b 1
= Moi user ¢ kha ning tu doi passwd cta chinh ho, véi diéu kién ho
- nhd passwd cii va phai tuan theo nguyén tac dat passwd cua Linux.

= User root dugc phép doi passwd cua tat ca ca cac user ma khong can
biét passwd cii, cling nhu khong can tuan theo nguyén tac dat
passwd!

» CU phap : #passwd <username>

= VVidu : #passwd ul //sau dé nhdp 2 lan mdt khau cho user




CAC THAO TAC TREN NGU'O'l DUNG

- >Thay déi theng tin ngwoi ding
‘ = CU phap: #usermod [tuy chon] <tén user>

»Nhiing [tuy chon] tuong tu nhu 1€nh useradd.
= VI du: cho tai khoan nvb vao nhom admin

#usermod —g admin nvb




CAC THAO TAC TREN NGUOI DUNG

<. > Mot so tiy-chon cta lénh usermod:
* = -c, comment : thay doi thong tin c4 nhan cua tai khoan nguoi dung
= -d, home_dir : thay d6i thu muc ca nhan cua tai khoan ngudi dung

= ¢, expire_date : thay doi thoi diém hét han ctia tai khoan nguoi
ding (YYYYMM-DD)

= f, inactive _days : thiét dat so ngay hét hiéu luc ctia mat khau trudc
khi1 ta1 khoan nguo1 dung hét han st dung

= -g, Initial_group : tuy chon nay thay ddi tén hodc s6 khaoi tao dang
nhap nhém ngud1 dung




CAC THAO TAC TREN NGUOI DUNG

<. = -G, group=thay doi danh sach cac nhom phu ma nguoi dung cling
la thanh vién thu¢c cac nhom do6. Mo1 nhom s€ duge ngan cach vol
nhom khac bo1 dau ¢, mac dinh ngudl dung s€ thudc vao nhdém khot
tao

= |, login_name : thay d6i tén dang nhap cua ngudi dung. Trong mot
sO truong hop, tén thu muc riéng cua nguol dung co thé s€ thay doi
dé tham chiéu dén tén dang nhap mai

= _p, passwd : thay doi mat khau ding nhéap cua tai khoan nguoi dung
= -3, shell : thay doi shell dang nhap
= -u, uid : thay d6i chi so nguoi dung




CAC THAO TAC TREN NGUOI DUNG

passwd —| <username>

usermod —L <username>

A tai khoan nguéi ding

Mo khda

passwd —U <username>

usermod —-U <username>



CAC THAO TAC TREN NGU'O'l DUNG

. »Xo0a tai k *;“"’ ﬁ,, -

= Lénh userdel dung dé x6a mot tai khoan. Ngoai ra, ban ciing c0 thé
x6a mot tai khoan bang cach xda di dong dir liéu twong tmg véi tai
khoan do trong tap tin /etc/passwad.

Cu phap : #userdel [option] <username>

Vi du: #userdel —r nvb




CAC THAO TAC TREN NGUOI DUNG

‘>Binh ’ﬂi—‘wet ,
. = Mic dinh, password khong bi hét hiéu lyc

= Gan ngay hét hiéu luc cho password, dung 1énh: chage [options]
username

= Options:

* -M: gan so ngay it nhat password can phai thay doi

» -M: géan sb ngay nhiéu nhat password can phai thay doi

» -i: gan s6 ngay password khong con sir dung duoc trude khi khoa
account

» -E: password hét hiéu luc vao ngay nay (YYYY-MM-DD)

» -w: dinh s6 ngay hé thong goi théng bao nhac nha user thay doi
password

e




Nhiém vu: DPoc va viét tom lwoc chwong 10 ciia sach "Managing

Ubuntu Users and Groups”

. Muc tiéu: Hiéu rd cach 5 14 ‘u@u i de g va nhom trong Ubuntu, bao gom: l:__lm 10. Managing Ubuntu Users and Groups
L/ S e [J 10.1 User Management from the Command-line
R R [ 10.2 User Management with Cockpit

'-fQUén ly nhom va phan quyén. [ 10.3 User Management using the Settings App

------- [ 10.4 Summary

1. Tao va cap quyén cho nguoi dung.

3. Chc cong cu va phuong phap quan Iy ngudi dung trong hé diéu hanh Ubuntu.

2. Yeéu cau:

10. Managing Ubuntu Users and
Groups

During the installation of Ubuntu, the installer provided the opportunity to

1. Poc ky chuong 10.

2. Viét tom lugc ndi dung chinh cua chuong, toi thiéu 200 tir, bao gdom:

1. Vai tro va tam quan trong ctia viéc quan Iy ngudi dung va nhom. create a user account for the system. We should not lose sight of the fact

y . that Ubuntu is actually an enterprise class, multi-user and multi-tasking

2. Céc budc va cong cu ho trg trong viée tao, quan ly, va phan quyén. operating system. In order to use the full power of Ubuntu, therefore, it is

) . likely that more than one user will need to be given access to the system.

3. Nhitng luu y khi thiét 1ap quyén han va bao mat. Fach user should have his or her own user account login, password, home
directory and privileges.

3. Thai han ngp bai:. Trong gio hoc

4. Cach thirc ngp bai:
1. Nop file Word hodc PDF qua bit.ly/sub_activity hoic hé thong quan Iy hoc tap (LMS).
2. Dat tén file bai nop: TenTruong_TenMon_TenCa_Nhom_Chapter10Summary.pdf.




I1l. QUAN LY NHOM

< »Thdng tin ca nhom

= Thict 1ap nhiing ngudi ding c6 chung mét so dic diém nao do hay

~ ¢0 chung quyeén han trén tai nguyén vao chung mot nhom.

= Mo6i nhdm cd mot tén riéng va mot dinh danh nhém, mot nhom co
thé cO nhi¢u nguoi dung.

= Thong tin vé nhdm luu tai tap tin /etc/group. Moi dong dinh nghia
moOt nhom, cac truong trén dong cach nhau bang dau “:”. Ca phap
mo ta thong tin nhom trong file /etc/group.

<tén-nhom>:<pass-cua-nhom>:<dinh-danh-nhém>:<user-thuoc-nhom>




I1l. QUAN LY NHOM

- % »Q_i'-‘--‘. c‘,_.;‘ . dbus:x:81:
<. »File cau hinfhsnhom: /etc/group  utme:x:22:
utempter:x:35:

’ 7 . ~ , A 2 avahi:x:70:
smmsp:x:51:
nscd:x:28:
Tloppy:x:19:
vCsa:ix:69:
haldaemon:x:68:
rpc:x:32:
rpcuser:x:29:
nfsnobody:x:65534:
sshd:x:74:
pcap:x:77:
ntp:x:38:
slocate:x:21:
gdm:x:42:
apache:x:48:
Xfs:x:43:
sabayon:x:86:
lnkkhanh:x:500:
SV:ix:1lol:




> Tao nhom- =
Cu phap: #groupadd <groupname>

Vi du: #groupadd hocvien

groupadd cats
A NENUS cat fetc/group | grep cats
ats:x:1013:
ANENUS groupadd -g 999 dug;
groupadd: GID '999%9' already exists
A NENUS groupadd -g 998 dogs
cat fetc/group | grep dogs

dogs:x:998:

ANENUS cat fetc/gshadow | grep cats
cat: fetc/gshadow: No such file or directory




CAC THAO TAC TREN NHOM

< »Thém ngwoiding vao nhém
Cu phap: #usermod —g <tén-nhom > <tén-tai-khoan>

>Slra group:
#groupmod [-n New name] [-g new goupid/

> Poi group password:
#gpasswd //




CAC THAO TAC TREN NHOM

Cu phap: #groupdel <groupname>

Vi du: X6a nhdm hocvien

#groupdel hocvien




CAC THAO TAC TREN NHOM

R 35 ' Y ‘.s L

<. »Xem thong tin vé user va group

= Ta c6 thé dung 1énh groups hoidc id dé xem théng tin vé mot tai
~ khoan hay mdt nhdm nao d6 trong hé thong.

Cu phap: #id <option> <username>

Vi du: Ta mudn xem grouplD ctia mot user tdnhon ta dung 1énh:

#1d —g tdnhon




CAC THAO TAC TREN NHOM

Pé xem tén-phom ctia mot user ding 1énh: groups <username>

[root@server root]# groups root

root : root bin daemon sys adm disk wheel




< > Linux cul

g eap tien ich User Manager cho phép ta c6 thé quan 1y

¥

IV. QUAN LY QUA GIAO DIEN

-
Ve

R
‘».‘.

Angu:(‘)'i dung va nhom linh hoat va hiéu qua hon.
= Chon System -> Adminitration -> Users and Groups

» Giao dién quan ly nguoi dung tron

3

User Manage

g Linux

File Edit Help
» @& - L @& @
Add User Add Group ©iopciiios Delete Refresh Help
Search filter: [ ] |Apply ﬁlter]
Users | Groups
User Name  UserID ¥ Primary Group  FullName | Login Shell  Home Directory
demo 500 demo demo /bin/bash /home/demo




IV. QUAN LY QUA GIAO DIEN

A

nGt chirc nang Add User.

3 Create New User - Ol

User Name:

Full Name:

Password:

Confirm Password:

Login Shell: /bin/bash v

Create home directory

Home Directory: |/home/

‘Create a private group for the user§

[] Specify user ID manually

Ui [ann =

¥ Cancel @ ok




IV. QUAN LY QUA GIAO DIEN

u oyt _— L S . 4 e A .2
<« » Thay doi théng tin cho tai khoan: bang cach nhap doi vao biéu
- tuong tén account

i T= B X
File Edit Help
Add User AddGroup Properties Delete Refresh Help

| | apply filter|

User Data Account Info Password Info Groups

User Name  User] ;car Name: [nhon E“"

Eull Name: [Tieu Dong Nhon

Password: [m

Confirm Password: |+++++

Home Directory: [fhnmefnhan

Login Shell: /bin/bash




IV. QUAN LY QUA GIAO DIEN

- > Tao nho n: chor on nut chtrc ning Add Group.

it tén nhdm va nhan OK

File Edit Help

L2 % o

Add User Add Group Properties Delete Refresh Help

Search filter: [ ] |apply filter

w Groups

Group Name Group ID v Group Members

nhon

(5 Create New Group - O

Group Name: |ketoan

|| Specify group ID manually: ~

| © cancel | | €Jok 1




IV. QUAN LY QUA GIAO DIEN

< » Thay déi théng tin cho nhém: nhip doi vao tén nhém chon
‘Group Users tab dé hiéu thém hoac loai bo thanh vién trong nhom.

/@ Group Properties - 0O X

[EEE ééél Group Users |

Select the users to join this group:
| named

" nfsnobody
< nhon

"] nobody

"1 nscd

E ntp

[>)




V. QUYEN NGUOl DUNG

< > Linux cho phép nguoi ding xac dinh cic quyén doc (read), viét
‘(write) va thuc thi (execute) cho tirng doi tuong. Co ba doi tuong
= Nguoi sé hitu (the owner)

= Nhom s¢ hiru (the group owner)

» Nguoi Khac (“other users” hay everyone else)




V. QUYEN NGUOl DUNG

- > Quyén iu ad ;— B -4) cho phép doc no1 dung tap tin
*Quyén ghi (Write — w — 2) dung dé tao, thay doi hay xoa tap
tin
»>Quyeén thuc thi (Execute — X — 1) cho phép thuc thi chuong
trinh
Vi du: Iénh Is —| myfile
-rw-r--r-- 1 fido users 163 Dec 7 14 : 31 myfile
Cac ky tu -rw-r--r-- biéu thi quyén truy cép cua tap tin myfile




V. QUYEN NGUOl DUNG

. ol
g e 3
— ¥ b
< -r_,p

rwWX------ 2 root root 4096 Feb 7 17:42 orbit-root
r'w-r--r-- 1 root root 0 Dec 21 06:31 sealert. log

M:ﬂ&éﬁ
T T ]

il LUSEr Qroup  others




V. QUYEN NGUOl DUNG

hop ciiaba quyén trén c6 gia tri tir 0 dén 7

* 0 or --- : khong c6 quyén

1 or --X: execute

2 or-w-  :write-only (race)

3 or -wr  Write va execute

4 or r-- : read-only

5orr-x:read va execute

6 Or rw- : read va write

7orrwx :read, write va execute




V. QUYEN NGUOl DUNG

< »GAN QUYEN CHO NGUOI DUNG

. = Lénh chmod: cap quyén han truy cip cua tap tin hay thu muc
Cu phap: #chmod [tuy chon] [tap tin]

Cac tuy chon:

Nhom ngu@i duing Thao tac Quyén han
u :user + : thém quyén r :read
g :group - 1 x0a quyén W : write
o : other = : gan quyén X :excute
a :all

Vi du: Thém quyén write cho nhom trén tap tin myfile.

#chmod g+w myfile
e




V. QUYEN NGUOl DUNG

- > Lénh cho '”L"“‘ol hay d6i nguoi sé hiru.
. Clphap : #chown [ngwoi dung:nhdém] [tap tin/thw muc]
Vi du:

$chown hv1 /bt/test.txt

Chuyén chu so hitu cua file test.txt 14 nguoi dung hvl




V. QUYEN NGUOl DUNG

snh chgrp=dung thay déi nhém s hiru.
Cu phap : #chgrp [nhém] [tap tin/thw muc]
Vi du:

$chgrp users /tmp/test
Chuyén chu s hitu cua test 1a nhém users




V. QUYEN NGUOl DUNG

< >Lénh umask: La lénh cho phép thiét 1ap quyén mic dinh cia
*ngu:(‘)’i dung truy xuat filesystem, mac dinh gia tri umask la 022.

= Quyén mic dinh cua file hodc thu muc dugc xac dinh 12 phan bu caa umask xét trén
ba bit quyén han ctua hé thong danh cho nguoi dung.

= Poi voi tap tin quyén t6i da ma hé thong tu dong co thé gan 1a rw. Do d6, quyén tbi
da cua file tinh theo hé thap phan la 666.

= Poi voi thw muc thi quyén t6i da cia timng nguoi ding 1a 777.

CU phap 1énh umask:

#umask <gia tri>




V. QUYEN NGUOl DUNG

< » Chung ta &thé th ay doi nhitng gia trj mic dinh trong file sau:

= /etc/login.defs : file chira thong s6 mic dinh khi tao user hoic tao
~group.
= /etc/skel/ : Tat ca nhitng file 1a thu muc con trong nay s& dugc copy
sang HOME cua user moi.
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