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Preface

What impact does an organisation's environment have on the security of
information systems? How does organisational culture influence information
system security? What is the implication of different expectations and
obligations of management roles on the security of information systems? How do
the meanings of actions and patterns of behaviour affect information system
security? What is the relationship between the logical specification of systems
and the management of security? This book is an attempt to answer these
questions from the perspective of a business practitioner, but with conceptual
and theoretical rigour.

lndeed the management of adverse events within organisations has become a
pressing issue as the perceptions of risk continue to heighten. However, the basic
need for developing secure information systems has remained unfulfilled. This is
because the focus has been on the means of delivery of information, i.e. the
technology, rather than on the various contextual factors related to information
processing.

The overall aim of this book is to increase understanding of the issues and
concerns in managing information system security. The study is conducted by
reviewing the analysis, design and management of computer based information
systems in two large organisations - a British National Health Service Hospital
Trust and a Local Government Council. The management of information system
security is evaluated in terms of the business environment, organisational
culture, expectations and obligations of different roles, meanings of different
actions and the related patterns ofbehaviour. Analysis ofthe cases shows that an
inappropriate analysis, design and management of computer based information
systems affects the integrity and wholeness of an organisation. As a resuIt, the
probability of occurrence of adverse events increases. In such an environment
there is a strong likelihood that security measures may either be ignored or are
inappropriate to the real needs of an organisation. Therefore, what is needed is
coherence between the computer based information systems and the business
environment in which they are embedded. In conclusion, this book shows that to
resolve the problem of managing information system security, we need to
understand the deep-seated pragmatic aspects of an organisation. Solutions to
the problem of security can be provided by interpreting the behavioural patterns
of the people involved.

This book not only presents a new definition of information system security
but also advocates a particular stance in understanding and managing inform­
ation system security. In developing such a stance a number of approaches have
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viii Preface

been reviewed and examined critically; I suspect that my own preferences will be
in evidence. Readers are encouraged to interpret the various standpoints in this
book vis-ä-vts their own experience and practical situations. Two main case
studies have been used in order to conduct the argument of this book. The names
of the organisations and the roles of individuals have been changed to maintain
confidentiality. The interpretations in no way represent the views of the case
study organisations.

On a personal note, the book would not have been possible without the
support of my family, which has been my inspiration, my goal and my light. I
acknowledge them most sincerely. The ideas presented in this book are a product
ofextensive debates and discussions with a number of individuals. In particular I
would like to register my gratitude to Dr James Backhouse (LSE), Professor lan
Angell (LSE) and Professor Bob Galliers (Warwick) for their constructive
criticisrns.



1 Orientation

1.1 Introduction
This book is about the management of information system security. Information
system security is viewed in terms of minimising risks arising because of
inconsistent and incoherent behaviour with respect to the information handling
aetivities of organisations. Such inconsistencies in behaviour could lead to the
occurrence of adverse events. These could be as privately experienced as a
superior-subordinate confliet in an organisation, or could be as public as the
technical failure of an information system. These set-backs could have been
produced by sheer carelessness or after careful premeditation. Their con­
sequences could be as transitory as monetary loss or as terrible as a complete
disruption of business and loss of Iife. Whatever the nature of the
inconsistencies, proteetion demands an understanding of the underlying causes
and the related patterns of behaviour. How these behavioural patterns relate to
adverse consequences within organisations is the theme of the work presented in
this book.

The overall aim of the book is to increase an understanding of the issues and
concems in the management of information system security. In pursuing this
aim, the book reviews the analysis, design and management of computer based
Information systems in two large organisations - a British National Health
Service Hospital Trust and a Local Govemment Council . It is believed that the
problems arising in respect of the deep-seated pragmatic aspects of the two case
study organisations have consequences for the management of information
system security. This claim is validated in the chapters that follow.

The rest of this chapter describes the nature and orientation of work presented
in the chapters that follow . Seetion 1.2 classifies the various adverse events .
Seetion 1.3 presents some definitions that provide a conceptual territory for the
research presented in this book. Seetion 1.4 sketches the chapter outline for the
rest of the book.

1.2 Classification of negative events
The US Office of Technology Assessment (OTA 1994) report classifies various
adverse events into six categories. First are the events caused by human error. A
study on information systems in organisations, condueted by the United Nations
Advisory Cornmittee for the Co-ordination of Information Systems (ACCIS),
found human error to be the cause of 65% of total security losses (ACCIS 1992).

1



2 Managing information system security

Thus over one-half of the total financial and productivity loss for example is a
result of "non" intentional aets. The UK Department of Social Securlty offers a
classical example where errors in the assessment of income support due to the
claimants resnlted in overpayments to the tune of !540 million and under­
payments of !76 million (Dynes 1994). The majority of problems occur because
of improper installation and mismanagement of hardware or software, updating
wrong files, entering incorreet data, inadequate internal controls and because of
inaccurate transaetion processing mechanisms.

Second are the adverse events caused by analysis and design faults . Ad hoc
systems analysis and design can lead to increased vulnerability and threats not
only to the information technology systems but also to the organisation as a
whole. There are numerous examples of where the use of information technology
has had disastrous consequences, In the UK the case of Wessex Regional Health
Authority's!43 million information system plan fiasco has often been cited. The
system was intended to link together every hospital, general practitioner and
district nurse in the authority. The project was a failure and was subsequently
abandoned. Though the reasons attributed to the failure were over-eomplexity
and imposition of a centralised structure (see Ker 1994; Watkins 1993; Miles
1993; Computing 1992), the interplay between various faetors made the organis­
ation extremely vulnerable which 100 to significant losses from insider fraud. As
Angell and Smithson (1991) point out, this is because the consequences of
untried systems are not assessed adequately, thus challenging the entirety of an
enterprise. Such problems can invariably be linked to systems analysis and
design faults.

Third are the information system security problems that arise because of
violations of safeguards by trusted personnel who engage in forbidden and
unofficial activities. It has been reported that most violations of information
system safeguards have been carried out by employees of the organisation (an
astonishing 61%). The actual figure is certainly higher since only 9% of the
cases have been positively linked with outsiders (Strain 1991). Figures coming
from the US are even more startling. Nearly 81% of computer crime is
committed by current employees (Brown 1991). These insiders may be dishonest
or disgruntled employees who would copy, steal, or sabotage information, yet
their actions may remain undetected, In 1993 a fraud came to light against the
UK National Heritage Department which had resulted in payments to the tune of
LI75,000 to fictitious organisations. This was a typical case where the
organisation had weak internal management controls that gave an individual the
opportunity to subvert the financial system (Audit Commission 1994).

Fourth are negative events arising from environmental damage. Typical
examples are floods , earthquakes, fires, power failures and bomb attacks. These
can destroy not only the main computing facilities but also their backup systems.
In recent years the City of London has experienced widespread threats and bomb
attacks by the IRA. These have caused extensive damage and loss of service.
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Fifth are information security problems resulting from acts by system
intruders. Although only a small percentage of negative events have been caused
by outsiders, it is a growing problem. These people, described as "Hackers" or
"Crackers" violate system access controls. The main motivation for such people
ranges from monetary gain, and access to corporate and industrial secrets, to the
mere challenge ofbreaking into the system.

Sixth are the negative events occurring because of ma/icious software, viruses
and worms . Viruses, worrns, Trojan horse, logic bombs and other malicious
software can enter computer systems in a variety of ways. Borrowed diskettes,
pre-packaged software, and human negligence canall lead to successful system
intrusion.

The extent to which organisations face security hazards, as classified above,
can be gauged from the findings of the 1994 UK Audit Commission survey. It
revealed that in the previous three years the total value of cases reported went up
by 183%. The average cost for a security breach resulting in a fraud has been
estimated at U8,170 per incident, a 38% increase in the last three years.
Astonishingly 60% of the organisations surveyed bad no security awareness
training. The problems of information system security inevitably cause many
organisations to suffer severe losses of markets, undergo restructuring, merge, or
even to cease operations.

1.3 Definitions
FOllT families of definitions are required to set out the conceptual territory of this
book. The argument in the subsequent chapters is implicitly rooted in these
definitions.

Organisation. We begin with the premise that there is no single framework
encompassing all domains of knowledge which helps in the study of
organisations. In recent years contributions to the study of organisations have
come from different domains. Natural science, mathematics and engineering
viewpoints have been heavily criticised because they lead to inconclusive and
inapplicable results (see for example Galliers and Land 1987; Jones and
Walsharn 1992). This has led researchers to consider, for example, ideas
afforded by contingency theory, resource dependency theory, and more recently,
structuration theory . Others bave used concepts drawn from semiotics, the theory
of signs, to understand administrative and business systems and the use of
information in the society at targe (e.g. Kitiyadisai 1991; Backhouse 1991;
Liebenau and Backhouse 1990; Stamper 1973).

The emergent belief of most studies is to view organisations as evotving social
forms of sense making. Consequently, they allow different groups to relate to
each other and to the environment. Walsham (1993) views this to be a dynamic
process of actionlcontext interweaving, which is fundamental to the
understanding of the process of organisational change. Liebenau and Backhouse
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(1990) view organisational environments as constituted of the informal, formal
and technical parts which are in astate of continuous interaction. Many authors
have attempted to explain the nature of organisations on the basis of a similar
categorisation (e.g. Galliers 1993; Land 1992; Backhouse et al. 1991).

Traditionally, organisations have been viewed as formal systems characterised
by bureaucracy, where concern for rule and form replaces that of meaning and
intention. These formal systems were essentially concemed with inter­
organisational (between the organisation and its customers, suppliers, financial
institutions, etc.) and intra-organisational (between different departments)
information. In present times many computer based systems have been used to
automate the administrative tasks of the formal systems.

An analysis of an organisation solelyon this basis ignores the sub-cuhure
where meanings are established, intentions understood, beliefs, comrnitments,
responsibilities, are made, altered and discharged. This is essentially the
informal component. With the establishment of an organisation, a system of
fairly cohesive groups with overlapping memberships is created. These social
groupings of the informal system have a significant bearing on the well-being of
an organisation . The groups and even the individuals may have significant
power and may be in a position to influence other informal groups or even the
formal structures.

Information systems. Information systems have indeed come of age and are
seen as the very core ofbusiness. Therefore it is important to understand the very
notion of an information system. An information system is not restricted to the
physical artifacts or the use of technology in organisations, but is concemed with
the repertoires ofbehaviour of an organisation (Liebenau and Backhouse 1990).
This conception of an information system is founded on the understanding that
the wealth of a business is largely dependent on its ability to organise. This
ability entails working with information and therefore handling it effectively.
Information handling is a purposeful activity which is sustained over aperiod of
time (Avgerou and Comford 1993). Furthermore, business is carried out not by
'doing things' but by talking and writing (i.e. communication) . As the activities
of a company grow, informal means of communication need to be supplemented
by more formal systems. The formal systems help in preserving the "uniformity
of action and standardisation of meaning" (Stamper 1973). The complex
interplay of the formal and the informal systems in an organisation gives rise to
the management systems that are in place. The advances in new technology and
the emergent organisational forms introduce new capabilities and 'connectivity'
for information processing (frubow 1993). It becomes difficult to ascertain clear
lines of authority and decision making, changes in accountability and
responsibility and the nature of the planning processes (Rockart and Short
1991). Hence information systems and organisations have become
indistinguishable from each other. This is indeed the essential character of
organisations and is the central concept in understanding the nature of
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information systems (see for example, Land 1992; Liebenau and Backhouse
1990; Klein and Hirschheim 1987; Stamper 1973).

Computer based information systems. The formal and informal systems are
two different kinds of infonnation systems within an organisation. There is
severe tension between them. The formal system is rule based and provides
uniformity across time and throughout the organisation. Often, because of the
insensitivity of the formal system to the Iocal conditions, it tends to impose
inappropriate rules and procedures. These are generally resented and the overall
operations of the system may be distorted. Problems may be further compounded
when computers are used to implement formal systems. The boundary between
the formal and informal is the one which is to be determined by decision makers
after assessing those factors which can be handled routinely. Some of the
operations could be computerised, "but there will also be a number of factors
which , although fonnalisable, are best left to being handled infonnally"
(Liebenau and Backhouse 1990). Computer based infonnation systems therefore
automate a small part of the formal system. The formal system as such has no
existence except when it is deliberately created alongside the informal system.

Information system security. It emerges that, from the above three explan­
ations , infonnation system security concerns not just the security of the technical
edifice but also that of the formal and informal systems within an organisation.
Hence the management of infonnation system security goes beyond the relatively
focused concems for the integrity of data held in a data management system (the
technical system, i.e. computer based information system). Rather, it connotes
the maintaining of a set of values. We speak of a person of integrity where that
person is incorruptible, where they are able to retain the completeness of the
system of values which they aspire to embody. In this sense avoiding
unauthorised modification of data in a computer based system is only part of the
infonnation system security concem. Equally important, if not more so, is the
consistency with which decisions are taken, and the concordance between these
decisions and the overall objectives of the organisation. Here we take into
account the consideration given by the members of the organisation to the spirit
behind the letter of regulations in the perfonnance of routine tasks. In this sense
information system security also relates to the consistency with which members
interpret data and apply that interpretation to inform their decision making.
Hence where there is a discordance between, on the one hand the fonnally
specified systems of authority, of information use, and on the other hand those
that exist infonnally, in practice, then the integrity and security of the whole
structure is threatened.

In the light of the above definitions, the following interpretations can be
made:

• Since our ability to organise is related to our competence to handle
infonnation, it can be argued that it is information that holds
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organisations together and drives them along . Therefore organisations
can be viewed as communication systems (Backhouse and Dhillon 1995b;
Dietz 1992; McCalI and Cousins 1990; Liebenau and Backhouse 1990),
and any disruption in the communication process leads to security and
integrity problems in an organisation (Backhouse and Dhillon 1996).
Hence the meanings of actions and behavioural patterns have
implications for information system security .

• an adverse event occurs because of inconsistencies with respect to the
expectations and obligations of different roles (Strens and Dobson 1993).
This provides the occupier of a role with an opportunity to conunit an
offence (Audit Commission 1994).

• occurrence of an adverse event is grounded in the culture of an
organisation and the normative structures in place (Dhillon and
Backhouse 1994).

These interpretations are articulated into a framework for managing
information system security in chapter 3. The framework, based on concepts
rooted in semiotics, is then used to tease out information system security issues
within two organisations.

1.4 Organisation of the book
This section sketches out the organisation of the book and summarises the
content of the chapters that follow. It is illustrated in figure 1.1.

Chapters I, 2 and 3 lay the theoretica1 and conceptual foundation of this book.
After an orientation in chapter I, chapter 2 reviews the context of information
system security . It evaluates research in the areas of information systems and
security. The implicit argument is that while research in information systems has
begun to consider the social aspects during the analysis and design processes,
researchers in the security domain are still caught in an undesirable orthodoxy.
They have been unable to shrug off their ' computer legacy' and are largely
functionalist in their approaches.

Chapter 3 sketches out a framework for interpreting information system
security. It identifies the sociological and philosophical orientation of this book
and adopts a conceptual framework that helps in analysing security issues within
an organisation. A particular mode of inquiry, that of considering the
implications of contextual issues for organisational actions and meaning
structures , is advocated. Such an approach is rooted in semiotics .

Application of the framework for managing information system security is
described in chapters 4 and 5. Chapter 4 presents detailed findings from the
British NHS Hospital Trust case. The main focus is on interpreting the security
implications related to the introduction of an integrated information system.
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Chapter 5 presents detailed findings from the British LocaI Govemment case.
The focal concern is with the introduction of federal information technology
infrastructures within the organisation . It analyses the implications for the
security of the LocaI Govemment Council.

Conclusion
(chapter7)

Synthesis of the two cases studies :
principles for managinginfonnation

~ system security (chapter 6)

NHS Trust Local Govt. Council

Case Case

(chapter4) (chapter 5)

Socio-philosophical conceptions and the methodological framework (chapter 3)

Review of relevant literature (chapter 2)

The problem of managing information system security (chapter I )

Figure 1.1 Structure 0/the book

A synthesis of key issues is presented in chapter 6. This is done in light of the
theoretical and philosophical assumptions set out in chapters 2 and 3. Discussion
revolves around four key themes - security policy, evaluation of security, design
considerations in security and implementing information system security.

Finally chapter 7 concludes the discussion generated in the previous chapters.
It summarises the main contributions of this book and identifies the drawbacks.
The methodological problems implicit in the use of the framework are
explicated , and the theoretical concerns related to advancement in knowledge
about the management of information system security are underlined. Finally
future research directions in the use of the concepts are identified.



2 The context of information system security

2.1 Introduction
The management of negative events within organisations has become an issue
commanding ever more attention from the various professions attending to the
information needs of computer using organisations. However the basic need for
developing secure information systems has remained unfulfilled. This is because
the focus has been on the means of delivery of information, i.e. the technology
(Galliers 1993), rather than on the various contextual factors related to
information processing (Dhillon and Backhouse 1994; Hitchings 1996). As a
consequence we are caught in the 'technology trap' . Warman (1993) defines this
as being the "situation that occurs when technology is introduced into problem
situations by technical staffwithin organisations, without complete consideration
of the implications" (P32). Although information system security is increasingly
being considered as an organisational issue, the effort to prevent negative events
has been aimed at protecting the technical infrastructure. This is largely because
of the functionalist orientation of those responsible for managing information
system security. As a result the security professionals have been unable to
address the social attributes of organisations.

Thescope of thischapter is to reviewandassess the current bodyof lmowledge in
the subject of information system security. The subject is broken down into its two
constituentdisciplinesofinformation systemsand security. The chapter is organised
into five sections. After the introduction, section 2.2 presents an intellectual map
that is used to traverse the literature. Sections 2.3 surveys the trends in
information systems and security research. Paradigmatic orientation of the
respective literature is identified and the systernatic position of ideas presented in
this book vis- ä-vis the current research is established. Section 2.4 discusses and
summarises the key themes of this chapter. Section 2.5 presents the main
conclusions.

2.2 The intellectual map
In order to review the vast literature in information systems and security, we
need a conceptual framework that not only helps us to classify the works but also
to trace their intellectual origins . Theorists such as Burrell and Morgan (1979),
Lane (1994) and Walsharn (1993) assert that it is important to understand the
theoretical concepts that form the basis of a methodological approach. This
allows researchers to cut through the surface detail , which overlays the
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The context ofinformation system security 9

approaches, and see the world which they purport to analyse. This gives a clear
indication of the philosophical assumptions of the different approaches .

A large number of approaches to information system security, at the present
time, offer the same type of knowledge as that of natural science. They can be
characterised as analytical, value-free and grounded in positivism. Tbere are
occasional efforts which consider the subjectivism of the applications and these
researchers have increasingly looked towards social sciences for a suitable theory
of knowledge. Sociology, in particular, offers a wide array oftheories which can
provide interesting insight. Burrell and Morgan (1979) organise these along two
axes and present four paradigms of sociology.

Burrell and Morgan believe that all theories of organisation are based upon a
philosophy of science and a theory of society. Consequently, they consider the
assumptions about the nature of science to be located along the subjective­
objective continuum, and assumptions related to the nature of society along the
regulation-radical change continuum. The objective nature of social science is
usually described as ' sociological positivism ' . It is charaeterised by the
application of models and methods derived from natural science to study human
affairs. Tbe subjective dimension stands in complete opposition to this and
denies the relevance of models and methods of natural science to studies in this
realm. 'Regulation ' , according to Burrell and Morgan, ernphasises the stability
and cohesiveness of the society, while ' radical change' views emphasise societal
conflict and domination. Using these two dimensions , four paradigms have been
suggested: functionalist; interpretive; radical humanist; radical stmeturalist.

Functiona/ist paradigm. Tbe functionalist paradigm represents a perspective
that is firmly rooted in the 'sociology of regulation' and approaches the subjeet
from an objectivist point ofview. Tberefore it is concemed with the 'regulation'
and control of all organisational affairs. Researchers grounded in this paradigrn
tend to provide practical solutions to practical problems. In the tradition of
Durkheim, functionalists assume the social world to be composed of concrete
empirical artifacts. Tbey assume that such artifaets and their relationships can be
studied by deriving approaches from the natural sciences.

Interpretive paradigm. Interpretivism, arising from the work of Weber, is
grounded in the philosophy of phenomenology. It is concemed with the
subjective understanding that individuals ascribe to their social situations .
Although interpretivists agree with the regulative principles of the functionalists ,
they believe in a subjective analysis of the social world. Their fundamental
concem is to study the world as it is. The core concept in interpretive sociology
is intentional acts. Tbe emphasis is to understand the acts, and link them with
the meaning of conduet. Consequently they consider social reality as "a network
of assumptions and intersubjectively shared meanings" (Burrell and Morgan
1979; p28) . Reality, therefore, is an emergent property of the actions of
individuals.
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Radical humanist paradigm. This paradigm opposes the regulation theories
and espouses radical change. Radical humanists view society as anti-human and
therefore stress the emancipation of human beings so that they can realise their
full potential. Besides, struetural confliets and modes of domination are also
explored. Tbe basic notion underlying radical humanism is "that the
consciousness of man is dominated by the ideological superstroetures with which
he interaets, and that these drive a cognitive wedge between hirnself and bis true
consciousness. This wedge is the wedge of 'alienation' or 'false consciousness',
which inhibits or prevents true human fulfilment" (Burrell and Morgan 1979;
p32).

Radical structuralist paradigm . This paradigm also presents a viewpoint
which opposes the regulation view of society. Radical strueturalists although
advocating radical change, share the objectivist standpoint of the functionalists.
The key notion advocated by radical strueturalist is that "change in society
inevitably involves a transformation of stmctures wbich, even given favourable
circumstances, do not fall or change of their own accord" (Burrell and Morgan
1979; p358) . Consequently they consider the structures to change radically,
thereby generating conflict and disruption in the status quo.

The four paradigms, discussed above, are defined by the meta-theoretical
assumptions that form the frame of reference and the mode of theorising'. Each
paradigm emphasises the commonality of perspective, although there may be
much debate among those who adopt different standpoints. According to Burrell
and Morgan theorists belonging to a particular paradigm may not even recognise
the alternative views of reality which lie outside their boundaries. Tbey also
assert that the four paradigms are mutuaIly exclusive and contradict each other .
Consequently no socio-theoretic viewpoint can belong to more than one
paradigm at any given time.

The fourfold classification of social theory, as proposed by Burrell and
Morgan, is not without its critics. Many sociologists have considered the
classification to be overly simplistic (see for example Hopper and Powell 1985;
Chua 1986). Others regard the two analytical dimensions 'to be synthetic and
incapable of dealing with subtleties of social theories (see for example Gutting
1980; Reason and Rowan 1981). In recent years, however, classification of social
theories based on pbilosopbical orientation has been advocated in the literature.
Ritzer (1992), for example, stresses the paradigmatic irnportance of sociology.
He suggests that this helps in understanding the fundamental images of the
subject matter of sociology. Despite the criticisms voiced concerning the
classification proposed by Burrell and Morgan, it has been widely used in the
literature. Lane (1994), for example, uses it to trace the pbilosopbical origins of
operations research and system dynamics . Hirschheim and Klein (1989) have
applied it to the area of information systems development. Such uses and
applications give credibility to the Burrell and Morgan classification. Therefore
the research presented in this book adopts the four paradigms as a means to
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classify the literature in infonnation systems and security and to interpret the
intellectual origins of the respectiveapproaches.

2.3 Reviewing the context of IS security
This section classifies research in infonnation systems and security. It identifies
the key charaeteristics of particular research efforts and systematically places
them within the socio-philosophical framework of Burrell and Morgan.

2.3.1 Functionalist orientation in managing IS security
Most of the research in information systems in the 1970s and the early 1980s
was confined to the functionalist paradigm. Although there has been a tendency
to move away from this paradigmatic thought, much of the current research in
infonnation systems and security is still functionalist in nature . With respect to
the analysis, design and management of infonnation systems, functionalist
researchers purportedly investigate the causallaws, thus takinga rationalistic view of
the phenomena under investigation, and furthermore they tend to express the
objectiveandexpert viewpoint of management.

Information systems literature

Alongside numerous other approaches, contingency theory research belongs to
this paradigm. Contingency theory, as introduced by Woodward (1965), explored
the relationship between organisational structures and technical systems. She
revealed that organisational effectiveness was the consequence of a match
between a situation and a strueture. Information systems researchers have used
contingency theory concepts to establish matches between the organisation and
its environment. Ives et a/. (1983) for example, used the approach to determine
infonnation system success based on user satisfaction. Majority of the earlier
literature on identifying user requirements is also based on contingency theory
(e.g. Bailey and Pearson 1983; Davis and Olson 1984; Baroudi et a/. 1986).

Although contingency theory still dominates the infonnation systems domain,
it presents a simplistic viewpoint for research and practice. Human beings and
organisations are far more complex than implied by this theory. The socio­
technical designs ofMumford and Weir (1979), though not strictly functionalist
in nature, are subjected to criticism on similar grounds. This is because they do
not consider organisations as loose couplings where conflict , politics and power
dominate. The use of user-satisfaction as a indicator of system success has also
come under severe criticism (e.g. Melone 1990). This is because there is an
attempt to quantify the variables without understanding the relationships . An
abstract concept such as user participation cannot be understood in terms of any
single organisational activity and thus poses complex problems of quantification.
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Typical examples of functionalist thinking are also found in the mechanistic
models of organisations as found in the 'bureaucratie phenomena' of Weber
(1947) and 'scientifie management' of Taylor (1911). Sueh thinking has bad a
significant influence on the development of information systems within
organisations. Kling (1987) terms these engineering eonceptions as 'discrete­
entity' models. He suggests that the focus of mechanistie models is just on
economic, physical and information processing aspects of technology. Con­
sequently, sueh models ignore the context of complex social aetions in whieh
information technology is developed. Many information system professionals,
still locked in the mechanistie viewpoint of organisations, tend to neglect the
socio-politieal elements of information systems. This often results in ill-suited
and inflexible information systems.

Most of the information systems strategy literature, focusing on competitive
advantage, is also funetionalist in nature. The competitive strategy of Porter
(1980) and the value ehain of Porter and Millar (1985) have significantly
influeneed the strategie thinking of information systems researchers. This has
resulted in information systems strategy researehers and practitioners being
coneerned more with the overall business performance than with the data
processing aetivities. Many other strategists have developed variants of Porter's
eoneeptions. Typical among them are the Strategie Option Generator (Wiseman
1985), Strategie Opportunity Matrix (Benjamin et a/. 1984) and the Strategie
Grid (McFarlan et a/. 1983).

An extreme form of funetionalist thinking is reflected in many of the eurrent
systems analysis tools and techniques. DeMarco (1978), for example, notes tbat
"political problems aren't going to go away and they won't be 'solved'. The most
we ean hope for is to limit the effect of disruption due to polities. Struetured
analysis approaches this objective by making analysis procedures more formal"
(pB). With respect to requirements assessment for designing databases,
McMenamin and Palmer (1984) assert that there should be one reality and it
should be same for everyone. Only if the system requirements meet this criteria,
will these be termed as "true requirements". Therefore developers are urged to
develop systems that model this reality (Griethuysen 1982). In implementing
such systems, there is an equally high proportion of functionalist strategies. Most
of the planned change literature falls in this category. Prominent among these
are the implementation (Alter 1992; Lucas 1981), counterimplementation and
counter-eounterimplementation strategies (Bardach 1977; Keen 1981).

However, in recent years there has been an increased emphasis on social
considerations in designing, implementing and managing information systems.
This has resulted in functionalist approaches being criticised for two of its basic
assumptions. First, that there is an objective empirical reality and that positivist
methods are the best way to make sense. Second, that the social world is best
conceived in terms of an integrated order. Consequently, it is further assumed
that system and organisational objectives are legitimate and have been agreed
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upon. Because of these assumptions, behaviour, intentions, and domination
patterns of people have largely been ignored. Many authors now agree that the
positivist means propounded by functionalist thinkers are in fact inappropriate
for the study of systems (see for example Walsham 1995; Boland 1985; Klein
and Lyytinen 1985). This is so because they fall short of giving a ' rich picture'
about the complex interplay between the technological structures and the
behavioural patterns.

Though the more recent forms of functionalism (Alexander 1985) have
recognised the shortcomings, they still purport rationality and discrete thinking.
Typical exarnples can be found in the works of Knol (1994) and Wolstenholme
et al. (1993) . Tbeir concern has been to provide technical, computer based
solutions with only a limited understanding of the nature of the organisation.

Security literature

The focus of most of the research in information system security is concemed
with the formal automated part of an information system. Traditionally this has
been studied under the banner of 'Computer Security'". This sub-section reviews
the security literature under three sub-headings: checklists, risk analysis and
evaluation.

Checklists

One of the most prominent methods for specifying security of technical systems
has been checklists. Checklists help in identifying every conceivable control that
can be implemented. The underlying idea is to ask the question: "what can be
done rather than what needs to be done" (Baskerville 1993). In the functionalist
tradition, checklists tend to concentrate on means not ends. Many of the
prevalent security checklists were constructed as evaluation guidelines, enabling
an analyst to check the computer based system and determine the necessity of
existing controls and the possibility of implementing new ones. Typical
examples in this category are ffiM's 88 point security assessment questionnaire
(ffiM 1972), the SAFE Checklist (Krauss 1972; 1980) and the Computer
Security Handbook (Hoyt 1973; Hutt et al. 1988). The AFIPS Checklist for
Computer Centre Se/f-Audits (Browne 1979), wbile addressing similar issues of
disaster planning, encryption, off-site backup and physical security, marks a
slight departure in its approach from the other checklists. Rather than providing
a simple taxonomy of threats, it develops a kernel style framework of threats and
the related defences . The AFIPS and the SAFE checklists are in general oriented
towards computer centre audits .

The checklist approaches, although still widely used, carry less conviction
when searching for theoretical foundations in security. They indicate where
exc1usive attention has been given just to the observable events without
considering the social nature of the problems. Checklists inevitably draw
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concern on to the detail of procedure without addressing the key task of
understanding what the substantive questions are. Procedures are constantly
changing and for this reason offer little in the way of analytical stability.

Risk analysis

Most risk analysis approaches grounded in the funetionalist paradigrn draw
mechanical and biological analogies (e.g. Veen et a/. 1994). Prominent work in
risk analysis and security evaluation methods takes this orientation and
consequently adopts a prescriptive and normative mode. The methods suggest
that negative events can be prevented and information systems be made secure if
countermeasures are developed and implemented in a logical sequential manner.
Practically all risk analysis approaches (e.g. Kailayand Jarratt 1994; Birch and
McEvoy 1992; Fisher 1984; Parker 1981) prescribe methodologically discrete
steps. Such approaches can be considered to have developed linearly and be
controlled ' scientifically ' . The Structured Risk Analysis methodology of Birch
and McEvoy (1992), for example, views an information system in terms of data
structures, data processing and events in a system. The fundamental principle in
evaluating risk is to see the correspondence between a threat and a vulnerability.
The approach is grounded in systems theory concepts. Other risk analysis and
evaluation approaches also have similar philosophical underpinnings (e.g. Fisher
1984; Parker 1981; Zyl et a/. 1994).

Risk analysis has indeed become the flagship of modern security management,
and has enabled organisations to cost-justify new information system security
and avoid the implementation of unnecessary and expensive controls . Practically
all researchers in the information system security area use risk analysis in one
form or another. Risk analysis techniques provide a means of forecasting
critically the financial benefits vis-a-vis the initial investments. Such
management science principles laid the foundation for techniques that were
proposed by researchers such as Courtney (1977)3 and Wong (1977). The US
Department of Commerce declared risk analysis based on Courtney 's technique
as the government standard (US Department of Commerce 1979). Consequently,
this technique has been widely used and forms the basis of a number of
proprietary variants (e.g. Badenhorst and Eloff 1990).

Recent years have also seen the emergence of automated risk analysis
methodologies, such as CRAMM (CCTA Risk Analysis And Management
Methodology), used to conduct risk analysis and other related management
reviews. Another widely used automated security risk analysis tool is RISKPAC
(Computer Security Consultants 1988). Besides seeking to provide a balance
between quantitative and qualitative risk analysis , RISKPAC also calculates
annualised loss expectancy, therehy adhering to Courtney's conventional risk
analysis.
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The opportunities offered by risk analysis have alsobeen a subject of interest
to researchers. Merten et a/. (1982) look at the technique from a managerial
perspective, while Boockholdt (1987) cites its importance in establishing security
and integrity controls. Anderson et a/. (1993) outline risk data repository for a
'dynamic risk evaluation' . Krueger (1993) proposes a 'functional control matrix'
for risk assessment which is based on the work done at The World Bank .
Saltmarsh and Browne (1983) and Gallegos et a/. (1987) differentiate between
risk analysis and risk assessment - the former being the process of identification
while the latter determines the degree of exposure. Using this differentiation,
Gallegos et a/. comment on the usefulness of risk analysis in establishing
monetary value of the risks.

Risk analysis has bad an influence on a number of other approaches. Notable
among the earlier work is Parker's (1981) program and Fisher's (1984)
methodology. Both approaches use risk analysis as a means to design controls.
However, Parker introduces a different kind of analysis , the 'exposure analysis ',
which eliminates the elements of guesswork and consensus determination. He
also proposes an alternative threat model. Loch et a/. (1992) have gone further to
develop a four-dimensional model of IS security which focuses on tbreat
identification. Solms et al. (1993) apply risk analysis approaches to develop a
'process approach' to information security management.

Baskerville (1988) in contrast attempts to minimise the importance attributed
to risk analysis by embedding controls in the logical model of an information
system. Baskerville feels that the "best approach to the development of security
analysis and design methodology, both for office use and for field practice in
general, would essentially be to nest it as a component part of an existing,
established, successful overall information systems analysis and design
methodology" (P88) . He suggests that a structured security analysis and design
can be carried out in much the same way as a structured systems analysis. He
chooses DeMarco' s structured systems analysis and specification approach and
implements controls in its logical design phase. Control identification is carried
out by developing formal heuristics. Although starting from a different set of
assumptions, at a functionallevel Baskerville's approach is not very dissirnilar to
the others.

Criticism of the use of risk analysis as a basis for developing secure systems
has always been strong. Clements (1977) regarded classical probability theory to
be inappropriate in assessing the security risks because threats are invariably
random in nature. He proposed a methodology based on the theory of fuzzy sets
for evaluation of data processing installations.

Whatever the claim of one risk analysis method compared to another, there is
very Iittle difference in the basic theoretical assumptions. A careful consideration
of most risk analysis approaches suggests that indeed the boundaries between
different c1asses of risk analysis are uncertain. Despite the diversity reflected in
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the literature, the issues that separate the different classes are of minor rather
than major significance. At; Burrell and Morgan note, "the real big issues are
rarely discussed, lying hidden beneath the commonality of perspective which
induces organisation theorists to get together and talk with each other in the first
place" (P120).

Evaluation

Another category of research in computer security is in evaluation methods,
whose rationale stems from the need to measure security (Longley 1991) .
Although it is often difficult to place a value on the level of security, a number of
techniques exist which help in grading the security of systems. Early work on
establishing such levels of assurance was sponsored by the US Department of
Defense. The emphasis was to prevent 'unauthorised disclosure of information'.
Among the various models of secure systems, the Bell La Padula Model (Bell
and La Padula 1976) was the most prominent. The model deals with mandatory
and discretionary access control with the primary objective of preventing illegal
disclosure of information. Such an orientation is typical of functionalist
approaches.

In 1983 the National Computer Security Centre in USA published the Trusted
Computer Systems Evaluation Criteria, targeted at Automatie Data Processing
systems. These provided computer vendors with an evaluation procedure to
develop trusted computer systems. Today these criteria form an integral part of
the US Department of Defense security procedures. Recently research has been
carried out to irnprove and supplement these evaluation criteria. Chokhani
(1992), for example, expands upon these criteria and proposes an Information
Security (INFOSEC) approach to such an evaluation. However, the improved
evaluation method takes a discrete event oriented approach. This creates a
narrow conception about seeurity which delimits it from the organisational
context.

Hoffman et al. (1978) adopted a different basis for security evaluation. They
proposed an automated tool, SECURATE, which is a design and selection
process. The system automates the seeurity analysis process and provides
detailed ratings of a system seeurity profile. SECURATE calculates the security
ratings on the basis of fuzzy set theory and ultimately outlines the strengths and
weaknesses in system design. Critics have however contested the statistical
validity of fuzzy metrics .

Apart from in the US, evaluation criteria have been established in other
countries as weil. In the UK, for example, the Department of Trade and Industry
and the Govemment Communications Headquarters produced aseries of ' Green
Books' . These were specifically intended for the Commercial Computer Security
Centre. Other countries have also been quite active in this area. In an attempt to
harmonise the work on information security standards in Europe, France,
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Gennany, the Netherlands and the United Kingdom decided to combine the best
features of each of the national initiatives. As a consequence, in May 1990, the
first draft of the Information Technology Security Evaluation Criteria was
issued. The text is referred to as the ' White Book'. Evaluation criteria, while
having found public approval, still fail to provide answers to many important
questions and are unacceptable to a bodyofresearchers in the area (e.g. McLeen
1990). Again the main criticisms centre on the functionalist nature of the
approaches. The national level initiatives tend to focus on 'The One Best Way',
as advocated by Taylor in scientific management. The White Book, for example,
stresses but fails to take a holistic view of the organisation and hence is
extremely static. Because of such an orientation, an over-emphasis on the
explanation of the status quo results.

The research carried out in the past decade or so has indeed enriched the field
of infonnation system security. It has been possible to implement legislative
measures, especially in relation to a variety of technological crimes and privacy
related issues (Turn 1982; Bequai 1987). Tbese have also helped in imple­
menting operational security, making it possible to establish management
control by setting objectives and guidelines for accountability, surveillance, and
authority (Hsiao et a/. 1979; Weber 1988; Norman (983). Threats and risks can
also be identified with a reasonable amount of precision. Since users now have
greater access to computer based information systems than before, identification
and authentication methods have been weil researched. However, the focus of
attention has shifted and in particular database access control has received much
attention (Highland (985). Database access control mechanisms often have a
legislative bearing, and this has 100 to relating access control issues to those of
privacy (Adam and Wortrnann 1989).

In spite of some basic benefits accruing from the evaluation methods, there is
limited long term usefulness. The security evaluation approaches run into senous
problems because they tend to provide essentially rational explanations of social
affairs. The traditional approaches, developed for military use, have now been
translated for commercial use. Since the social world ofa defence environment is
significantly different from a commercial setting, there are compatibility and
coherence concerns.

To summarise, the main characteristics of the risk analysis and security
evaluation approaches grounded in functionalist tradition can be enumerated as
folIows :

I . organisations and the information systems are considered in terms of
strict boundaries which differentiate them from each other and the
environment.

2. infonnation systems and security management are conceptualised as
being processual in nature and bence focus on the input, throughput,
output and feedback mechanisms.
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3. organisations and their information systems are considered secure if the
needs of models (subsystems) are satisfied (i.e . by having secure
subsystems, we can have a secure organisation).

4. different models that help in securing parts of an information system are
mutually interdependent.

5. overall security can be achieved by analysing the behaviour of constituent
elements of the system.

It will become clear from the discussions in the following chapters that the
aforementioned cbaracteristics of the prevalent approaches provide a very
narrow conceptual framework with which to address information system security
issues.

2.3.2 Interpretive orientation in managing IS security
An alternative view to functionalism is that of interpretivism. While most of the
current and past research in information systems and security is confined to the
functionalist paradigm, researchers have begun gradually to consider the
philosophical aspects of interpretive sociology. This trend towards providing
explanations within the realm of individual consciousness and subjectivity is
more prominent among the information systems literature than in security
research .

Information systems literature

The common theme in most research efforts is to appreciate the social
implications of computer based information systems . Consequently there is an
increased awareness of the cultural and informal aspects of information
handling. Research in this paradigm does not take the 'what is ' approach of the
functionalists. Rather the organisation and social world is studied 'as it is ' . The
social world therefore is viewed as an emergent process which is created by the
individuals concerned.

One of the main proponents of interpretive research is Walsham (1993) . In a
recent work he uses Gidden's (1984) structuration theory and develops a
synthesised framework for interpreting information systems in organisations.
Particular attention is given to the content, social context and social processes.
Walsham attempts to address this question by establishing a link between the
context and the process. In order to study the context (in the domain of
information systems) Walsham draws on the 'web models' ofKling and Scacchi
(1982) and Kling (1987). The web models study the social context of
information systems by considering the social relations of the participants, the
infrastructure of the available support and the history of previous developments.
Walsham studies processes in terms of the culture and politics that prevails in an
environment. The process model so generated draws heavily from the work done
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by Boland and Day (1989), Zuboff (1988) and Markus (1983) . In the final
synthesis he uses strueturation theory to establish a link between the context and
the process.

Walsham's research also draws on the contextualist analysis of Pettigrew
(1985). Pettigrew's contextuaIism has inspired many other researchers
associated with management (e.g. Fincham 1992) and information systems (e.g.
Symons 1991; Madon 1991) . The essence of the approach is on unfolding the
interaction between strueture and process . It views change as an outcome of an
interplay between the historical, processual and contextuaI aspects of an
enterprise (Wbipp and Pettigrew 1992). Criticism of contextualism has come
from Murray (1989), who argues that though contextuaIist research provides an
insight into the trends and events in historical, cultural and political terms, it
does not explain why the events take place.

Information systems research has seen another trend. Recognising the short­
comings of the one-dimensional descriptions of functionalists, many researchers
have extended and modified the frameworks developed in the past . Galliers and
Sutherland (1991) for instance have revised Nolan's (1979) Stages of Growth
Model. Although the basis of the theory have come under criticism (Benbasat et
a/. 1984), the ideas provide a useful basis for strategic planning. A similar trend
is also seen in the work ofWard et a/. (1990) . They have developed the portfolio
model for information systems strategic planning based on the generic strategies
ofParsons (1983). Ward et a/. consider organisational reality to be meaningfully
constructed froin the point of view of actors directly involved. Such conceptions
in developing frameworks suggest a trend towards a more interpretive
explanation rather than a causal one as propounded by the functionalists.

A shifting emphasis of researchers towards the social considerations in
information systems research led to importance being given to power and politics
in organisations. Some pioneering work was done by Keen (1981) on
organisational change and by Markus (1983) on the power and politics of
information system implementation. This has given rise to a variety of
approaches which consider emergent forms of organisations as a consequence of
social interactions. In examining the influence of information systems on
organisational strueture in particular, many researchers acknowledge the
importance of social phenomena, such as power, authority, and responsibility
(Bloomfield and Coombs 1992; Roach 1992; Fincham 1992; Buchanan and
Linowes 1980) . Some theorists have even regarded designing information
systems as similar to designing power systems (Boland 1986). Others have
viewed computer based information systems as social resources having little
influence on power systems (Kling 1980; Kling 1991; Wynne and Otway 1982).
Mintzberg (1983), writing on the theory of management policy, highlights the
concept of power in relation to influence, authority and control. He regards
power to be central to all management activities. While he discusses the various
issues related to this social phenomenon, he does not comment upon the manner
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in which the structures of power, authority, influence, control, and responsibility
can be identified.

New research directions in information systems attempt to bridge a gap
between man and rnachine, whole and part , the unique and the repetitive.
Semantics, the study of relationships between signs and what they refer to has
been used in the study of information systems (e.g. Backhouse 1991; Andersen
1990). The inherent argument in this strand of research is that symbols have
meanings that are socially deterrnined and that culture mediates between the
formal systems and reality. Liebenau and Backhouse (1990) stress that in
analysing and developing an information system, consideration should be given
to the assumptions, beliefs and expectations of agents involved. A related study
by Lehtinen and Lyytinen (1986) considers information systems as formal
language-based systems whose use can be studied as linguistic processes.
Lyytinen and Klein (1985) have used these concepts as a basis for a theory of
information systems. Dobson et a/. (1991) uses speech act theory for evaluating
conversation structures when deterrnining requirements for computer supported
co-operative work. In a sirnilar spirit Wand and Weber (1990) adopt an
ontological approach in addressing issues concemed with the semantics of
information systems. More recently Leifer et a/. (1994) stress the irnportance of
"deep structure information" in eliciting requirements for an information system.
They propose a "focus group" technique in conducting such an exercise. These
studies take a processual mode of enquiry and attempt to interpret social actions
over aperiod of time.

In recent years the interpretive approaches have also been a subject of much
debate and criticisrn. Orlikowski and Baroudi (1991), for exarnple, debate the
relative merits and demerits of interpretive and positivist approaches. Lee (1991)
and Gable (1994) have explored the possibility of combining largely positivist
and interpretive approaches. In the BUTTeIl and Morgan tradition such
combinations and meta-theorising is not possible, although more recent research
in sociological theory is sympathetic to such trends . Ritzer (1992), in particular,
is a strong advocate of developing integrated sociological paradigrns.

Security literature

Interestingly, although information systems researchers have begun to consider
the design of systems as a social act, their colleagues in the area of security are
still locked in a mechanistic, technical vision. Consequently, they do not take
account of any conflict of interest arnong the stakeholders and security design is
seen by an instrumental interpretation of events. In fact there has been little
research in information system security that can be terrned as interpretive in
nature. Functionalists would not even ·acknowledge the existence of such
research efforts. For them the approaches are 'abstract' and ' too general' .
However, because of increasing dissatisfaction with the prevalent security
approaches, there is a growing body of researchers that has begun to consider
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alternative philosophical viewpoints in an effort to develop secure information
systems.

Among this group is work by Willcocks and Margetts (1994) to assess
information system risks on the basis of Pettigrew's contextuaIism. The
conceptual framework developed by Willcocks and Margetts highlights the value
of historical, context oriented, processual analysis and underlines the importance
of social and qualitative aspects ofinformation system security.

The technique of risk analysis has been a subject of debate among many
researchers. Beck (1992) and Baskerville (1991) for example believe that over
reliance on risk analysis as a technique in the design of secure information
systems has negative consequences and there are few benefits in using the
technique for predictive modelling. Baskerville (1991), recognising the utility of
the technique in establishing the feasibility of information systems controls, feels
that its predictiveness is of less value and its real usefulness lies in it, being an
effective communication tool, especially between security and management
professionals. Interestingly, Baskerville's earlier work in designing information
system security was highly structured and mechanistic (see Baskerville 1988). In
recent years he has shown an increased tendency towards interpretivism,
especially in the area of risk analysis.

Newer research directions have considered the usefulness of traditional
interpretive social theories in understanding the security issues. Examples are
found in the work ofDobson (1991) and Strens and Dobson (1993). Their main
concern is to provide explanations in terms of roles (of people), actions, goals
and policies. In doing so they have used Searle's (1969) speech act theory to
specify an organisation's security requirements. Although they begin with an
interpretivist paradigm in mind , using Searle's and Austin's (1962) concepts in
a mechanistic, linear manner shows a tendency towards functionalism .

Backhouse and Dhillon (1995; 1996) have also considered information system
security from an interpretivist viewpoint. They correlate security concerns with
organisational communication and intentional acts of agents involved, and
security is regarded as an outcome of communication breakdowns. They draw
upon serniotics, the theory of signs, to interpret the security implications of
organisational actions. Researchers in other fields have also begun to consider
organisations as social forms with patterned, ritualised and conventionalised
interactions (e.g. Manning 1992).

An interpretivist analysis of information system security is certainly
advantageous. It provides a holistic view of the problem domain, rather than the
simplistic, one-dimensional, explanation espoused by functionalists. At the same
time interpretive approaches lack a prescriptive component and are therefore of
less utility to a security manager. Moreover the explanations appear to be
enshrouded in complexity, largely because of a sophisticated sociological and
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philosophical basis, and as a result the audience of such seeurity approaches is
only a small group of academic researchers.

2.3.3 Radical humanist orientation in managing IS security

Information systems and security researchers within the radical humanist
paradigm aspire to the liberation of managerial consciousness from cognitive
domination. Radical humanists believe that the primary goal should be to divert
management away from developing hierarchical and technological super­
structures and towards harnessing the competence of people . Hence information
systems and security approaches within this paradigm focus neither on
teehnology nor on rational models, but on an emancipated body corporate.

Information systems literature

Traditionally, the notions of emancipation and of computer based systems have
been at odds with each other. Computer based systems are usually considered as
a means of managerial and social control (Huber 1982). They increase the
domination of instrumental reason and therefore tend to create a social "iron
cage". Emancipation on the other hand aims to free the human being from all
sorts of restraints (legal, social, political, intellectual or moral) .

Information systems research within the radical humanist paradigm is rather
limited. Only a few authors (e.g. Lyytinen and Hirschheim 1989; Nissen 1989)
have used concepts rooted in this paradigm. Lyytinen and Hirschheim (1989) use
Habermas 's social action theory to understand and describe information systems.
Accordingly, "information system development and use is seen as manifestations
of social action, and are always socially determined and conditioned" (pI 17).
They conclude that computer based systems and emancipation are not
necessarily antithetical, only paradoxical. In fact Lyytinen and Hirschheim
(1989) assert that computer based systems can promote physical and
organisational emancipation by establishing new discursive processes. Moreover
they can also promote physical, psychological and organisational emancipation
by debating all system related changes .

A slightly different stance is taken by Nissen (1989) . Using Habermas 's
concepts he focuses on developing responsible human action . The basic premise
of this work is that any computer based system "intends to influence how people
act" (P99). Hence the main argument is that "whoever wants to work with
information systems development and to act responsibly has to develop
information systems which encourage and facilitate responsible human action by
all the people affected" (P99).

A synthesis of emancipatory approaches for analysis, design and management
of information systems is provided by Hirschheim and Klein (1989) . According
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to them, if computer based systems development proceeds in a radical humanist
tradition, then there would be three knowledge interests in mind :

Systems would have features to support the technical knowledge interest and
these would be similar to those developed under the functionalist influence.
Other features would support the creation of shared meanings and reflect the
knowledge interest in mutual understanding. This is similar to systems
inspired by social relativism. Finally there would be a comprehensive set of
features to support emancipatory discourse . This means that information
systems are developed that facilitate the widest possible debate of
organisational problems such that truly shared objectives could be agreed
upon as policies for achieving them (p1208) .

Security literature

As is the case with information systems research, there are only a few security
approaches that espouse radical humanist principles . Prominent among them are
the ideas propounded by AngeH (1994), who, when discussing the impact of
globalisation on today's businesses, takes a radical stance on the implications for
the security of information systems . He criticises the functionalist perspective on
the grounds that logic, rationality and technology are the vehicles of cognitive
dominance that lead to the alienation of humans. This in turn becomes a barrier
to the achievement of full humanness. He criticises the functionalist approaches
to security on the basis of 'sheer complexity', 'profound uncertainty' and 'linear
thinking ', especially on the part ofsecurity managers (Angell 1993). Underlying
this criticism is his concern with the 'pathology of consciousness', because of
which humans see themselves to be trapped within a mode of social organisation
that is created and supported in their everyday lives. AngeH appears to be
influenced by anarchism. Sociologists have classified such viewpoints as
'anarchistic individualism' . Anarchistic individualism is not a unified
intellectual movement. It represents a perspective that advocates total individual
freedom without any restrictions of external or internal regulation.

Research done by Webler et al. (1992) can also be categorised as radical
humanist in nature. They use critical theory concepts to locate the activities of
risk identification and risk assessment in the context of a social theory.
Subsequently normative guidance for correcting the deficiencies inherently
associated with these activities is provided . Webler et al. (1992) use Habermas's
concepts of 'communicative rationality' and the 'ideal speech situation' . lt is
argued that these have "immediate ramifications of risk communication" (P23).

lt may seem that the emancipatory approach to developing information
systems and managing security holds great promise. However, this approach
may be subjected to criticism on the grounds that an emancipated employee of an
organisation might lose interest in the core business , introducing significant
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risks. Thus, while the cognitive domination aspects of radical humanism are
appreciated, the implementation strategies largely remain vague and unclear.

2.3.4 Radical structuralist orientation in managing IS security

Information systems and security researchers in the radical strueturaIist
paradigm attempt to expIore the myths perpetuated by the functionalists. Radical
structuralists beIieve that the business environment, social organisation and
computer based superstructures are Iocked into a dynamic process of dialectical
materialism. Therefore, they do not view organisations as monolithic structures
with singularity of purpose and direction. Instead organisations are considered to
be loosely coupled coalitions with conflicting interest groups. It is assumed that
the various groups are in discordance with each other, but order can be restored
through negotiation.

Information systems literature

In developing systems grounded in the radical strueturalist paradigm, designers
tend to take sides with the end users in the organisation. It is presumed that there
is a conflict of interest between the top management and the users and that the
system developers intervene in order to resolve discordance. The conflicts could
centre around prestige, power or resources. Therefore the system deveIopment
process is seen as a catalyst in resolving problems primarily through
participation. Participation however is biased towards the end users. Systems
developed with such an emphasis promote enhancement of craftsmanship and
the working conditions.

Pioneering work by Ciborra on the contractual view of information systems
falls into this paradigm. His focus is on interaction or bargaining between
individuals both within an organisation and with the environment (Ciborra
1987). Ciborra therefore believes that conflicts in organisations can be exposed
and then negotiated and those affected by the situation can be actively involved.
As a consequence, competitive advantage with respect to computer based
systems can be achieved, not by developing top level policies and strategies, but
by ' tinkering at the grassroots ofthe organisation' (Ciborra 1994; 1991).

There are a number of success stories that support the radical structuralist
viewpoint. Typical examples are the ECONOMOST (Clemons and Row 1991) and
SABRE (Hopper 1990) systems. In both cases competitive advantage was created
by the end users, not the top management. In fact systems such as these were
derived from experimentation at the bottom rungs of the organisation, as
opposed to the implementation of extensive management theories (Hopper 1990;
Venkataraman and Short 1990; Clemons and Row 1988).

In spite of the information system success stories grounded in the radical
structuralist viewpoints, there is much criticism of the basic assumptions. One
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could argue that not all problem situations can be viewed as potential conflicts.
In many instances the core ideal may be co-operation. Others have noted that
new technology creates demarcation disputes among different stakeholders (see
for example Ehn 1988), and this runs counter to the basic premise of radical
structuralists.

Security literature

Information system security researchers have not really used any concepts of the
radical structuralists, although earlier work done by Lane (1985) shows some
inclination towards this paradigm. This resemblance is merely superficial, since
Lane's work represents an assemblage of loosely coupled ideas. Different facets
of his work bear comparison with not only the work of radical structuralists but
with that of interpretivists and functionalists as weil.

It is however interesting to note that Lane's work was primarily inspired by
issues related to risk analysis. Lane considers the behaviour of people to be a
major factor in security. He argues that not only should it be the first factor to
receive attention , but also be a key component of the risk analysis process. Lane
proposes that in an organisation , staff with special responsibility should be
designated. This he considers to be an effective way of reducing risks in
computer based systems. He also proposes the division of responsibility and the
division of knowledge about the system amongst many personnel. Lane's
concepts show a slight departure from the underlying principles of other
approaches but he has been unable to show how his 'psychological model of
human action' can perceive 'social causality' .

2.4 Summary and discussion
This section synthesises the discussion so far. The preconceptions and
dispositions of researchers are considered with respect to information systems
and security. The paradigmatic orientation and preponderance of particular
kinds of research is identified. Finally, comments are made about the systematic
position of this research in the light of the Burrell and Morgan framework.

With respect to information systems researchers, there is a growing
disillusionment with the narrow, one-dimensional viewpoint afforded by
functionalist thinking. Although the importance of social issues related to
computer based information systems has been recognised, researchers are still
locked into conventional thinking. In reality, computer based systems dynamic­
ally interact with the formal and informal environments in which they are used.
Hence it is important to understand human interactions, patterns of behaviour
and meanings associated with the actions of individuals. Even 'modern '
functionalists have recognised the importance of such issues. One group of
sociologists has gone a step further to establish a new kind of functionalist
thinking - neofunctionalism (for a fuller discussion see Alexander 1985). Trends
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can also be observed in other information systems related areas, where
increasingly consideration is being given to the ' softer' issues. A case in point is
the emergence of ' soft OR' (see Forrester 1994; Lane 1994). This has resulted in
moving operations research away from its traditional engineering
preconceptions.

By contrast to mainstream information systems work, the majority of the
information system security researchers are still locked in a functionalist way of
thinking. The earliest risk analysis (e.g. Courtney 1977) and security evaluation
approaches (e.g. Bell and La Padula 1976) and the more recent security
evaluation and design methods, are founded on functionalist conceptions, most
being influenced by systems theory. While the utility of such methods, tools and
techniques is evident, their focus is rather limited, restricting security to be
viewed in an extremely narrow perspective - predominantly as managing access
control. The concern therefore has been on maintaining a security perimeter
around information processing activities. Although such concepts work weil
when organisational structures are hierarchical and information processing
largely centralised, problems arise when organisational structures become flatter
and more organismic in nature. This requires a broader vision for addressing
security concerns. Recognition therefore needs to be given to social groupings
and to the behaviour of people.

While recognising the significance of social issues, an increasing number of
researchers have begun to explore alternative philosophical viewpoints. The
review of literature in the previous sections has identified information systems
and security researchers who are associated with the interpretive, radical
humanist and radical structuralist paradigrns. In terms of the use of social
theories , there has been an extensive use of phenomenology, hermeneutics,
critical theory and conflict theory . Table 2.1 summarises the research in
information systems and security in terms of paradigmatic orientation, relevant
theory and seminal work.

This book is an attempt to move the information system security thinking
away from its functionalist traditions and align it with the mainstream
information systems concepts . In taking forward the theory building exercise,
this book adopts the viewpoint and process recommended by Burrell and Morgan
(1979) :

Theorists who wish to develop ideas ... cannot afford to take a short cut. There
is areal need for them to ground their perspective in the philosophical
traditions from which it derives; to start from first principles; to have the
philosophical and sociological concerns by which the paradigm is defined at
the forefront of their analysis; to develop a systematic and coherent per­
spective within the guidelines which each paradigm offers, rather than taking
the tenets of a competing paradigm as critical points of reference. Each
paradigm needs to be developed in its own terms (p397) .
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Table 2.1 Summary ofinformation system and security research

Paradigm Theories used IS methods and Security methods and
seminal work seminal work

Functionalist System theory; IS success (Ives et al . Traditional risk
Contingency 1983); Requirement analysis approaches
theory identification (Bailey (Courtney 1977; Parker

and Pearson 1983; 1981; Fisher 1984);
Davis and 01son 1984; Security evaluation
Baroudi et al 1986), methods (Bell and La
Systems development Padula 1976; Solms et
(DeMarco 1978) al . 1994)

Interpretive Structuration Information systems Risk analysis and the
theory; strategy, system design communicative content
Phenomenology and implernentation (Baskerville 1991);
and (Walsham 1993; Speech act theory and
Hermeneutics; Boland 1985); Use of security development
Semiotics ; signs in system (Dobson 1991);
Contextualism specification Pragmatic

(Liebenau and considerations and
Backhouse 1990) security (Backhouse

and Dhillon 1996)
Radical Critical theory ; Theory of information Strategie security
Humanist Anarchistic systems and system options of Angell

individualism specification (Lyytinen (1994) ; Critical theory
and Klein 1985) and risk analysis

(Webler et al. 1992)
Radical Conflict theory Contractual view of Not found (except some
Structuralist information systems concepts by Lane 's

(Ciborra 1987) 1985)

In essence, research presented in this book does not buiId on criticisms of
research grounded in other paradigrns and thereby be involved in 'academic
demolition ' . In fact it appreciates the usefulness of many of the approaches,
although to a limited degree. For example, risk analysis, rooted in the function­
alist paradigm, is extremely useful in evaluating security, but an entire security
strategy cannot be based on it. Similarly the traditional evaluation methods can
be useful in assessing the extent of security, but a corporate strategy to prevent
the occurrence of negative events cannot be based on the highly structured
security evaluation criteria.

Because of the usefulness of a socio-organisational perspective in information
system security, research presented in this book is rooted in the interpretive
paradigm. This is justified on the basis of two issues. The first relates to the
ontological status of the subject of investigation, and the second concerns the
nature of models that are used as a basis of analysis.
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With respect to the ontological status of security , it is worth reßecting on the
basic beliefs presented in the sections so far . Most security research has been
classified as belonging to the functionalist paradigm and these theorists have
treated security as something tangible and concrete. The survey of literature has
shown that such researchers have an objective view of reality and they consider
information systems and organisations as concrete entities. Viewing
organisations and information systems on this basis results in inter- and intra­
organisational social relationships being considered as incidental. Security is
therefore seen as a means to protect something tangible and hard. However, the
occurrence of negative events, for which security is provided, cannot be viewed
as discrete events . The prevention of such events therefore means more than just
' Iocks and keys' . It has to relate to social groupings and behaviour. lnvestigation
into such matters is the main concern ofthis book.

2.5 Conclusion
The contribution of this chapter is twofold. First, it presents the current research
directions in studying information systems and security . lt identifies a trend in
information systems research, moving away from a narrow technical and
functionalist viewpoint. With respect to information system security, the review
of literature identifies the dominance of functionalist preconceptions. There have
only been a few isolated attempts to break away from this tunnel vision . The
critique of the current approaches leads to a socio-organisational perspective
being adopted in this book . This standpoint is systematically classified to be
within the interpretive paradigm of Burrell and Morgan.

Second, the concepts presented can be justified by recognising the fact that the
use of a socio-organisational perspective for understanding information system
security is still at a theory-building stage. The literature search for the main idea
propounded in this chapter found practically no case studies that used a socio­
organisational perspective for evaluating information system security. This
points to the need for empirical research to develop key principles to facilitate
the prevention of negative events and therefore to help in the management of
information system security. This book makes such a contribution.

I This definition of a paradigm differs somewhat from Kuhn's conception. A paradigm
according to Kuhn is a universally recognised scientific achievement that for a time
provides models, problems and solutions to a community of practitioners.

2 In the security literature there is confusion about the use of terminology. The terms
'Computer Security' and 'Security ofInformation Systems' (and their extensions) are
ollen used interchangeably. We shall however restriet our usage in accordance with
the definitions in chapter I.
Courtney (1977) defmes risk (R) in terms of the probability (P) of an exposure in a
year and the cost (C) , or loss, associated with the exposure. Therefore risk is
calculated as: R =P x C



3 A framework for interpreting the
management of IS security

3.1 Introduction
The previous chapter identified the socio-philosophical orientations of research
in information systems and security. This chapter establishes a framework for
interpreting the management of information system security. It was noted earlier
that in managing information systems the importance of understanding socio­
organisational aspects has gained importance. Hence there has been an increased
use of interpretive approaches in the analysis, design and management of
systems. However, researchers in the information system security domain are
still locked in their functionalist traditions and most of the approaches are based
on positivistic conceptions of the nature of reality . As Galliers (1991) points out,
these methods are more suited to the natural sciences. One indeed questions the
appropriateness of these methods (Galliers 1991; 1993; Hirschheim 1985). This
also raises questions as to how such methods will help a practitioner in the
management of information system security .

There have been numerous demands on part of researchers to consider the
ontological and epistemological beliefs of management approaches. It has been
argued that assessment of a particular scientific discipline must proceed with an
implicit or explicit understanding of what the discipline is and how it develops
(see for example Banville and Landry 1989). Preston (1991) in particular calls
upon information systems researchers to examine the underlying assumptions
and theoretical constructs that shape their understanding. This chapter, in
conjunction with chapter 2, can be considered as one response to Preston 's
appeal.

This chapter is organised into four sections. After an introduction, section 3.2
focuses on the underlying beliefs of any methodological approach. Section 3.3
presents the detailed framework that can be used for interpreting the
management of information system security. Section 3.4 draws out the
conclusions of this chapter.

3.2 Choosing an appropriate methodological base
This section identifies the underlying assumptions of the research efforts and
assesses the socio-philosophical orientation of this book. Various theoretical
considerations are also specified.

29
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3.2. J Sociological and philosophical assumptions
The choice of an appropriate approach turns on a set of assumptions about
ontology, epistemology and human nature. These are depicted schematically in
figure 3.1. According to Burrell and Morgan (1979), the basic assumption is that
"all theories of organisation are based on a philosophy of science and a theory of
society" (p I) . Accordingly, the systematic position adopted in this book is placed
within the interpretive paradigm (see chapter 2).

Subjective

Conceptions

Ontology

Epistemology

Human Nature

Methodo logy .

Objective

Conceptions

Figure 3. J Scheme for analysing assumptions about the nature 0/social
science. Based on Burrell and Morgan (1979)

Interpretive approaches considers our knowledge as a social construction of
reality. The reality that we wake up facing is a human construct left over from
yesterday (Frye 1981): it is socially sustained and socially changed. In the
interpretive tradition, organisations and information systems are therefore
human constructs that are shaped by factors external to individual cognition.
Consequently they allow different groups to relate to each other and to the
environment . Walsharn (1993) views this as a dynarnic process of actionlcontext
interweaving, which is fundamental to understanding the process of
organisational change and the role of information systems. Liebenau and
Backhouse (1990) have viewed organisational environments as constituted of the
informal, formal and the technical parts which are in astate of continuous
interaction . These concepts help us in understanding the nature of information
system security by evaluating the names, concepts, labels and signs which are
used to structure reality. Doing so takes us closer to a nominalist position which
does not admit to there being any ' real' structure (Burrell and Morgan 1979).
Burrell and Morgan regard 'names', 'labels' and 'signs' as artificial creations
which are used to describe and make sense of the external world. A sign is an
object or an event which stands for something else. It therefore enables a person
to act according to the thing that it signifies. This requires a deeper
understanding of the social world, where reality is considered to be the product
of individual cognition. These concepts form the ontological basis adopted in
this book and take us away from the more comrnon 'realist" stance.

Epistemologically the concepts presented in this book are inclined towards an
anti-positivisr' position. They discount the use of approaches which are rooted in
the natural sciences, Consequently in searching for regularities and causal
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relationships between different elements of information systems, the emphasis is
not to verify or falsify hypotheses but to develop a deeper understanding of the
contexts. The research presented in this book considers the organisational
environment to be relativist and therefore information system security is
considered in terms of the coherence of the informal, formal and technical
components of information systems. Security therefore is interpreted from the
' inside' rather than the .outside' . A pragmatic orientation is the key
characteristic of the approach presented in this book.

Assumptions about human nature significantly determine the choice of a
methodological approach. Such assumptions stern from models of man as
reflected in any given social-scientific theory. The models could either be
determinist, which regard people and their aetivities as completely determined
by their situation, or voluntarist, whieh consider people to be completely
autonomous and free-willed. Concepts in this book are inclined to neither of the
two extremes. Aetivities of human beings are regarded as a eonsequence of a
complex interplay of situational and voluntary factors.

So, based on these ontological and epistemologicalassumptions, how does one
understand the social world and the context of information system security? As
noted in chapter 2, there has been an over-emphasis on basing research on
systematic protocol and technique . The information system security domain
presents a rieh source of behavioural issues which have not been adequately
understood. Sinee security of information systems can only be interpreted by
developing a deeper pragmatic understanding of the social context, the security
professional needs to obtain first-hand knowledge by 'getting inside' the
situations .

3.2.2 Theoretical considerations

In order to develop a framework based on the philosophical stance adopted above
and assess its applicability, we need to develop asound theoretieal perspective.
As Dubin (1969) suggests "understanding is only achieved when we know how
and why the elements of a theory interaet over time". However, we must
recognise that a "theory is both a way of seeing and a way of not seeing"
(Walsham 1993; p6). It is for this reason that praetitioners make major
criticisms about the use of theory. According to them real human activity does
not use theory consciously, hence it has little or no significance in praetiee.
Walsharn (1993), however, considers that what is needed is an appropriate blend
of theory and praetiee which can be used by individual practitioners. Moreover,
this synthesis may provide a means of communicating knowledge to others.

In developing a framework for interpreting the management of information
system security, a number of theoretical approaches can be used. Most are rooted
in research evaluating and understanding computer based information systems in
organisations. Kling's (1987) Web Models, Checkland's (1981) Soft Systems
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Methodology, Pettigrew's (1985) contextualism, Lyytinen's (1985) language
action view, Mumford and Weir's (1979) socio-technical designs, all provide
useful insight (see chapter 2). Kling's web models of social interaction appear
useful. In a study by Kling and Iacono (1989) information systems have been
related to organisational structures and to the manner in which they become
institutionalised . However, since the management of information system security
is a dynamic process, they are less appropriate in the present context. Pettigrew's
(1985) contextualist approach appears to overcome this problem. His analysis is
concemed with three elements: the process component, the context component
and the outcome component. He regards problem-solving and decision-making
processes as containing elements of 'muddling through' and views organisations
as systems of political action. The main drawback of using this approach is that
there is not enough emphasis on the connection between what he terms the outer
context and the other contextual levels. This is in spite of the fact that he claims
this to be the vital element of his approach. At a more general level though,
Pettigrew emphasises the utility of understanding the socio-political elements of
the context, but falls short of providing a means of identifying the various
interest groups which wield power.

In addition to the drawbacks identified above, one fundamental problem with
contextualist analysis is that it does not provide a complete method of analysing
the linkages between the contexts and the processes. Pettigrew however does
emphasise the importance of analysing these linkages. In work done by
Walsham (1993), many ofthese problems have been overcome. One ofthe main
contributions of bis work has been in providing a means of analysing the linkage
between the contexts and the processes. This he does by using Gidden's
structuration theory. However, the main criticism of Walsham's interpretive
approach is the use of structuration theory itself. Structuration theory (Giddens
1984) can be associated with a recent trend in sociological theory towards
integration, synthesis and metatheorising (e.g. see Ritzer 1992). The theory thus
aims at resolving the debate between those who ernphasise the role of human
agents and human actions as opposed to the structure of social systems.
Although the separation of structure and interaction into three dimensions is a
useful conceptual schema, it is difficult to apply it to empirical studies. However,
it can provide insight into interpreting information system security.

Other theories belonging to the interpretive paradigrn that have been used in
information systems research are rooted in the phenomenological and
hermeneutic schools of thought (e.g. Habermas 1972). Idhe's ideas on the
phenomenology of instrumentation have been used particularly in developing
perspectives for analysing aspects of information systems (Rathswohl 1990). A
phenomenological analysis assumes there to be a correlation between actual
human experiences and the possible range of conduct. Consequently, it takes the
form of a methodical study of consciousness for the purpose of understanding the
structure and meaning of human experiences (Boland 1985). Within the domain
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of information systems, phenomenology provides an alternative to empirieist
methodologies. The focus remains on how an information system is experienced
and used by humans.

In recent years eoncepts drawn from semioties, the theory of signs, have been
extensively used in understanding information systems. Semioties traces its roots
to the work of Saussure (1966) and Pieree (1958). However, the Saussurian and
Piercian perspectives are signifieantly different in terms of the nature of the
sign". In studying the representation of signs and how signs take meaning in
everyday life (Eeo 1976), semioties bases itself largely on a linguistie model. The
use of language as a sign system is however paradigmatie. In semiotics a sign
system is ereated by an individual who is the interpreter, referent, user and
reproducer of a eommon meaning in a given eontext. The greatest strength of
using semioties is that objects, things, words or anysign vehicle that carries a
message, have no inherent meaning (Manning 1992). Meaning is attaehed only
by the eontext and by norms. This is a very useful eoncept in interpreting the
management of information system seeurity sinee the relevance of the security
measures is eonsidered in relation to the organisational environment.
Ontologically, this is a nominalist position and also forms the basis for the
framework for interpreting the management of information system security.

3.3 The framework
Methodological approaehes can either be ideographie or nomothetic in nature
(see for exampIe Blumer 1969; Burrell and Morgan 1979). Ideographie
approaehes are based on the view that organisations and the social world can
only be understood by obtaining first-hand knowledge of the subject under
investigation. Hence these approaehes stress the importance of getting close to
the subject, exploring in detail the life history and the background. These
approaehes eneourage the researehers and practitioners to get involved in the
everyday flow of life of the organisation and develop insights about encounters
with one's subject. Ideographie approaehes emphasise that the subject should be
allowed to unfold its nature and eharacteristic during the process of investigation
and analysis. Nomothetie approaches, on the other hand, focus on the process of
testing hypothesis with scientifie rigour. The main preoccupation of scientifie
approaehes is to construct scientifie tests and use quantitative techniques for data
analysis. Typical examples of such techniques are the survey questionnaires,
personality tests and other standardised research instruments. lt is eontended
that the data eollected by these means helps organisations to identify
preseriptions for management problems. Sinee the primary concern of the
framework presented in this chapter is to understand the underlying causes and
the related patterns of behaviour leading to the occurrenee of negative events, an
ideographie methodological approach is used .
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3.3.1 Implicit assumptions

It is the contention of this book that to solve the problem of managing
information system security, one needs to understand the deep-seated pragmatic
aspects of an organisation. Solutions to the problem of security can be provided
by interpreting the behavioural patterns of the people involved. Through the help
of two case studies, this book shows how such an analysis can be conducted. It
also draws out some general principles that would guide practitioners to better
manage information system security.

The conceptual framework adopted in this chapter considers the management
of information system security to be constituted of the following elements of
interest:

• The business environment of an organisation and its impact on the
development and use of computer based information systems.

• The organisational culture and its consequences for the analysis and
design of information systems and the emergent implications for the
management of information system security.

• The expectations and obligations of different roles in an organisation and
implications for information system security.

• The meanings of actions, patterns of behaviour and interpretations for
information system security.

• The logical specifications and management of information system
security.

There are a number of methodological approaches which help us in analysing
the deep-seated pragmatic aspects and exploring the elements of interest
identified above. However, what is needed is a methodological framework that
views organisations in terms of their stable underlying patterns of behaviour, for
it is these behavioural patterns that contain the deep-seated pragmatic aspects of
an organisation.

3.3.2 Conceptual framework for interpreting the management ofIS
security

The approach used in this book is based on understanding social norms and
individual affordances. This helps in interpreting the patterns of behaviour at
social and individual levels (see Liebenau and Backhouse 1990; Stamper et al.
1988). The approach assumes reality to be an outcome of human interactions
which generates shared norms and experiences. The fundamental concept used
in the conceptual framework is that of a 'sign' and its referents (i.e. a pattern of
behaviour in the 'real' world). This allows an analyst to view organisations and
their information systems as sign processing systems where people do the
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processing (Liebenau and Backhouse 1990). Proponents of these ideas argue that
by understanding the concept of a sign and its related properties, it is possible to
improve the analysis and design of computer based information systems (see for
example Zuurbier 1992; Marche 1991; Andersen 1991; Stamper 1991; Scholz
1990).

Concepts in this book draw heavily from the work done by Liebenau and
Backhouse (1990) and Stamper (1973; 1991). These authors use semiotics to
understand the analysis, design and management of information systems.
Semiotics considers sign processing systems at four levels: pragmatics,
semantics, syntactics and empirics. Consequently, four classes of activities are
identified. These are represented in the form of a 'staircase' model in figure 3.1.
These classes represent very different ways of understanding the signs and
evaluating the properties . Associated with each dass is a group of established
disciplines . Semiotics, therefore, is not so much a new subject, as a regrouping of
ideas from many disciplines (Stamper 1985). The various classes of activities are
summarised below:

Figure 3.2 The stepsfrom a physical world to the business world (reproduced
from Liebenau and Backhause 1990)
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Pragmatics . This level describes the context of an organisation and
behavioural aspects of human activities. It is assumed that , in any organisational
setting, meaningful signs are employed to perform acts of communication.
Understanding the nature of communication processes and the shared assump­
tions of people helps in evaluating the information handling activities of an
organisation. This also allows us to comprebend the ambiguities arising because
of interactions among people. The beliefs, expectations, commitments, intentions
and communication patterns of people constitute the pragmatic structures . The
repertoires of pragmatic structures unfold the social world whicb is characterised
by the norms of groups and broad cultures stiffened by explicit mies and laws.
One means of understanding the pragmatic structures is by analysing the silent
messages afforded by individual actions. The framework adopted in this book
uses Hall's (1959) culture map to draw such interpretations (see appendix) .

Semanties. Tbis level focuses particularly on analysing the meaning of acts of
communication. It is assumed that communication of intentions involves the
interpretation of signs. The process of interpreting signs is concerned with
evaluating the meaning content of communications. Often actions of individuals
have different connotations for different people. Hence it is important to
understand the behaviour of people and identify responsible individuals . Inability
to comprehend the behavioural and normative issues can have severe
implications for the analysis and design of computer based information systems.

Syntactics. This level is concerned with the system of rules and regulations .
No consideration is given to the semantic content of the signs and the behaviour
of the people. The focus is on formal relationships among signs and the
operations to which tbey may be subjected. Hence organisational tasks are
considered as formal co-ordinating mechanisms. The mies and procedures are
however established after pragmatic and semantic reviews. The function of a
weil defined syntax is to exploit the structural features of a complex sign, thus
allowing us to express relationships. This brings in consistency and integrity into
our developmental activities.

Empirics. This level is concerned with establishing a means of communi­
cation and information handling. Empirie issues largely relate to the statistical
behaviour of control systems. Hence, of focal concern are the routine information
processing activities of an organisation. With respect to the design of computer
based information systems, empirics allows us to specify the appropriate
technical support for the systems.

The top and bottom landing of the staircase model depicts the business and
the pbysical worlds respectively. The business world is created by a repertoire of
pragmatic stmctures representing relationships between people. These are
culturally determined and are governed by explicit behavioural norms. The
pbysical world is concerned with creating physical phenomena from which we
can construct signs. At a practical level this could be concerned with choosing
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the right hardware. The four-fold classification has primarily been established to
solve organisational problems. Their underlying assumption is that problems are
linked to the communication of information. Since information is integral to
organisations, it is important to understand it as a social process. Furthermore ,
the use of information is seen as a process of manipulating signs. The four levels
can be interpreted as aseries of steps by which the physical world is constructed
(figure 3.1) . Beginning with the social world, people develop patterns of
behaviour, systems of norms, values, expectations and obligations. These bind
individuals and groups together. Next we assign meanings to different actions
and behaviours. Gradually rules and procedures are established . Finally, cause
and effect properties of the physical devices are established. With respect to
information systems, moving up and down the staircase facilitates a deep
understanding of the organisation and the related information handling
activities.

3.3.3 Method fOT using the concepts

There are six discrete steps in using the staircase model for interpreting
information system security (see table 3.2). First , the business world is evaluated.
The mission statement and purpose of the organisation are analysed. This is
subsequently co-related with specific business and operational strategies. These
strategies are analysed in relation to the security of information systems.
Furthermore the ethical aspects of human actions are analysed. Second, the
pragmatic elements of the organisation are looked into. Here the concem is to
understand the organisational norms and the prevalent security culture. This
determines compliance of human actions to legislative and other formal
procedural controls. The review of security culture also elicits the level of
awareness among members of the group. Third, at the level of semantics the
meanings of our actions are analysed . This leads to an analysis of mis­
application and misrepresentation of rules. Identification of a responsibility
structure at this stage helps in commenting on the structures of power and
authority and thereby considers issues related to accountability and attribution of
blame. This is important especially in maintaining the security of information
systems. Fourth, the concem is to analyse the security review and audit practices,
if these are in place. Fifth, the technical security issues such as viruses and
encryption are examined. Sixth, the hardware and physical security issues are
analysed.

The first three levels of the framework facilitate a deep understanding of
organisational practices including those for information system security (table
3.2). Such an understanding provides arieher picture ofthe problem domain and
is more useful than a superficial functional analysis that is usually practised (the
bottom three levels ofthe framework) . In light ofthe framework for conducting a
security review , it can be interpreted that the majority of the information system
security approaches presented in chapter 2 are confined to the bottom three
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levels. Hence , it can be argued that not only are these approaches functionalist in
nature , but they also impose restrictive technical solutions. The analysis from the
case studies presented in chapters 4 and 5 will show the limits of the CUTTent
approaches in addressing security concems arising at the business, pragmatic
and semantic levels.

Table 3.1 Levels 0/analysis

Analytical
level
Business
world

Pragmatics

Semanties

Syntaeties

Empirics

Physical
world

Brief description

Sharedpatternsofbehaviour;
system of norms, values,
expeetations and obligations
Culture; context ; intentions

Meanings of humanaetions

Rulesand procedures

Thestatistiealbehaviour of
control systems and the ehoice
ofeommunication ehannels
Physical devices etc.

Facton of interest in information
system security
Mission and purpose of the
business; ethies; securitypoliey

Organisational norms and security
eulture; compliance; education,
training and awareness
Consequenees of misinterpretation
of data; misapplication of mies;
allocatingresponsibility; attributing
blame
Securityreviewsand audits ; data
integrityand availabilitymies and
procedures; program bugs; software
piraey
Coding; signalling; viruses

Hardwaresecurity; physicalsecurity

The basic objective of the method presented above is to provide a means of
evaluating social reality and guiding practitioners and researchers in eliciting
particular information system security concems. However , formal procedures of
any kind tcnd to impose a rigid structure. The researcher should be aware of this
shortcoming and remain open to ideas and to new conceptual elements that
emerge as research progresses.

3.4 Conclusion
The main contribution of this chapter is to present and justify an interpretive
approach as a means of inquiry . The analytical method has been derived on the
basis of the sociological and philosophical beliefs suitable for analysing
information system security. These beliefs are concemed with the nature of the
problem at hand and the various theoretical considerations. The utility of
identifying the assumptions at the outset is two-fold. First, it is possible to
formalise an analysis process. This is important especially when the problem
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domain is characterised by complex intertwining of social interactions. Second,
the ontological and epistemological clarifications pave the way for choosing an
appropriate approach.

Problems in information system security have rarely been addressed
methodically by using beliefs rooted in the interpretive paradigrn. This chapter
stresses that theory building in the area of managing information system security
can be accomplished through empirical investigation. The objective of this
investigation is to interpret complexities of the social phenomena. Chapters 4
and 5 show how these concepts can be applied in real situations.

I According to arealist, a social world has a reality of its own. Ontologically it exists
prior to any human being and therefore is as hard and concrete as the natural world.

2 Giddens (1974; pl ), maintains that 'the word "positivist" like the word "bourgeois"
has become more of a derogatory epithet than a useful descriptive concept' . However
in the current context it is used to describe concepts that characterise the epistemology
and not empircism.

3 Saussure conceived of a sign as being composed of two parts, a signifier and signified,
while Pierce conceptualises it in tenns of an interpretant , representamen and object.



4 The case of managing IS and security in a
Hospital Trust

4.1 Introduction
The case study described in tbis chapter concems the introduction of a new
computer based integrated Client Information System (CIS) into a Hospital
Trust. At the time of the study most of the system modules bad been developed
and were being tested largely for technical aspects. The system was being
introduced during aperiod when the organisation was experiencing significant
changes. It was an environment where new structures were being created and the
existing ones changed. Indeed, the case study was selected primarily because of
these factors. Tbe analysis of these structures, formal and informal, provides
insight into the management of information system security.

The chapter discusses the economic, political , social and technological faetors
that are influencing the organisation. These are examined at a wider contextual
and organisationallevel. Section 4.2 describes the nature and orientation of the
Hospital Trust and recognises the growing importance of information systems in
managing the health service. Seetion 4.3 presents an analysis oftbe case study. It
uses the conceptual framework developed in chapter 3 to examine the
management of information system security. Section 4.4 identifies the emergent
themes for discussion. These form the basis for developing a synthesised
perspective in cbapter 6. Seetion 4.5 coneludes the interpretation of information
system security in the Hospital Trust.

4.2 Organisational background
In order to gain an understanding of the wider context of organisational events
and actions, it is necessary to evaluate the environment of the Hospital Trust.
This is because organisational processes, structures and information systems
have largely been determined by the wider contextual changes in the UK NHS.
The first part of this section discusses tbe broader seetoral context and traces the
history of changes in the Health Service. The second part describes the setting of
the case in question. This is followed by a discussion of the IT infrastructure in
place.

40
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4.2.1 The National Health Service in the UK

The UK National Health Service was fonned in 1948. It inherited a tripartite
structure of health services. The General Practitioner (GP) was the first point of
contact in event of any illness. Acute services were provided by voluntary
hospitals, while Ionger-term care was the responsibility of the municipal hos­
pitals . Preventive hea1th care fell within the jurisdiction of the local authorities.
The early years of the National Health Service saw little change. Efforts were
concentrated on administering what was present. In a hospital, a consultant was
designated as 'consultant-in-administrative-eharge' , an appointment based on
seniority rather than on managerial ability. During this period there were a few
attempts to organise the medical work. Prominent among these were the
recommendations of aseries of 'Cogwheel Reports'. The primary suggestion was
to amalgamate clinica1 specialities of a similar nature into divisions.
Representatives of the divisions would voice their concerns to the chainnan who
would in turn have a liaison with the nursing staff and the administration. The
main management emphasis of Cogwheel Reports was on the efficient use of
resources. The question of styles or skills of management necessary for achieving
efficiency was completely ignored . There were simultaneous improvements in
the nursing arena as weIl. The Salmon Report of 1966 was pivotal in bringing
about changes in nursing management struetures. Consequently, existing nurs­
ing hierarchies were formalised . This gave nursing greater autonomy from
doctors.

The beginning 01 the changes

The 1974 saw the first major reorganisation of the NHS. The primary purpose
was to unify the tripartite structure into a single integrated organisation. The
main motivation behind the reorganisation was to have a good liaison between
the hospital system, general practice and the community and public health
services. It was envisaged that this would facilitate overall planning of the health
services. The basic entity of the new organisation was the health distriet. A
District Management Team was set up to oversee the functioning of the distriets.
lt comprised the district nursing officer, the district community physician, the
finance officer, and the distriet administrator. Besides, the team also included
the chairman and vice chairman of the District Medica1 Committee, a hospital
consultant , and a GP. Regional Health Authorities were established but the
distriet became the focus of development and implementation of plans. Decision
making by the District Management Team was based on the principles of
consensus management. It was aperiod when the principles of self-organisation
were applied to the entire service. The philosophy was that each specialitywould
manage itself separately, but come together to manage the service as a whole.
Thus doctors would manage doctors while the nurses would manage the nurses.
Ultimately, there would be consensus management through committees and
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consultations. The period represented the "apotheosis of heaith service
syndicalism'" (Klein 1983).

From consensus management to an intemal market

Though consensus management was the dominant force until 1983, it was not by
any means an ideal style for the NHS. The c1inical services remained largely
unmanaged. The nursing profession, because of a high proportion of relatively
unskilled workers, was unfit to assume professional and managerial respons­
ibilities (Strong and Robinson 1992). It was not possible to tackle the relations
between the key NHS specialities. This 100 to huge fragmentation of the
specialities and to strong intemal loyalties. Consequently, it was increasingly
becoming difficult to provide an efficient and a co-ordinated overall service.
Though the national heaith service arrangement was considered to offer real and
politically viable solutions to many of the heaith care delivery problems, the
arrangement was flawed.

The rampant power of the medical profession which resulted in an inadequate
management structure and a fragmented corporate culture, formed the basis on
which Griffiths could justify his 1983 management inquiry report. Roy Griffiths
was a businessman and head of Sainsbury pIe, the supermarket grocery chain.
He brought with him the experience of financial success and quality products.
The recommendations of his report were implemented in 1984 with the
introduction of principles of general management into the NHS. The key concern
of Griffiths was to contain costs and yet provide quality service.

The changes initiated by the Griffiths report took further form when the
Community Care Act (1990) was enacted. The principal objective was to inject a
market ideology into the heaith care delivery process. Consequently, an internal
market was established in the NHS. The GP was retained as the first point of
contact in the event of any iIlness and became the provider of primary care.
Some GPs however had the facilities to provide some secondary care as weil.
Managed hospitals, self-governing hospitals and private hospitals took on the
role of providing the majority of the secondary heaith care, the care being
purchased by local authorities and general practitioners. In this new environment
c1inical activity was sustained through contractual agreements between purch­
asers and providers, thus transforming co-operative professional values into
business relationships. The intention of these changes was to specify managers
who would be responsible for co-ordination and control of the service. This has
been achieved by establishing a single line of command from the hospitals to the
Health Secretary through the NHS Management Executive.

The information management initiative at the national level

The introduction of general management principles into the NHS meant that
apart from matters of firm leadership and corporate structure, the question of
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controlling the cost and quality of the service came to the fore. This also meant
that the new managers had to know what they were doing and also to have more
power and control over the resources. Cmcial to irnproved organisational
performance was the need for better NHS information.

There was however a problem in judging organisational performance. Though
most of the managers had the best motives, few understood the 'product" itself.
Consequently, there was a lopsided emphasis on maintaining the efficiency of
the health care delivery process as opposed to quality considerations (Strong and
Robinson 1992). The health service therefore saw an increased demand for
information. As Scrivens (1987) notes:

The greed of the NHS for information has grown rapidly in the last decade
because of increased pressures from the central govemment to increase the
accountability of the service in its use of public money, to rationalise its
resource allocation procedures and to maximise value for money. Recent
changes in the management style of the NHS towards general management
have increased further the desire for more information about the mnning of
the health care service. The information needs of the NHS are closely related
to its concerns about limited resources, increased demand for services and a
lack of management in the past (p147).

In response to the increased need for information at different levels in the
NHS, the NHS Management Executive (NHS-ME) formed the Information
Management Group (IMG). In addition an Information Management and
Technology (IM&T) strategy was developed. The purpose of the strategy has
been to assist the NHS-ME to achieve the aim of creating a better health service
for the nation. The business goal of the NHS-ME forms the basis of the IM&T
strategy. In pursuing these goals the strategy aims to create a better health
service in the following three ways (NHS Information Management Group
1992b; p 4):

1. Ensuring that services are of the highest quality and responsive to the
needs and wishes of patients.

2. Ensuring that health services are effectively targeted so as to improve the
health of local populations.

3. Improving the efficiency of the services so that as great a volume of wen
targeted effective services as possible is provided from available
resources .

The Information Management Group considers that the IM&T strategy will
help in realising the strategie vision of the NHS wbicb is to support better care
and communication. Tbe empbasis tberefore is to develop sucb an environment,
where staff use information regularly in the course of providing services.
Furtbermore tbe environment should facilitate the sharing of information
smoothly, effectively and securely. If such a sub-culture develops, tbe NHS will



44 Managing info rmation system security

see enhaneed quality, responsiveness, targeting and efficieney of its healthcare
service.

This vision is guided by five key principles. First, information will be person­
based, where the system will hold healthcare records for eaeh individual. These
can then be referenced by an individual's NHS number. Seeond, systems may be
integrated so that data entered once can be made available to other designated
NHS systems. Third, information will be derived from operational systems. This
means that there will be a marginal need to establish new systems so as to
eapture information specifieally for management purposes. Fourth, information
will be seeure and confidential and be made available on a need to know basis to
those who are authorised to have it. Fifth, information will be shared aeross the
NHS through a NHS-wide network that will faeilitate communication across the
service.

All strategie initiatives of the Information Management Group are based on
these five eore principles. It is envisaged that such initiatives can be realised
through specific projects. The current emphasis of the Information Management
Group has been specifically to target purchasers and providers of the health
services. The 'Developing Information Systems for Purchasers ' (DISP) project is
a typical example where effort is made to identify business processes of various
purehasers and build information systems around them. A parallel effort has
been made to analyse the aetivities of the general practiee. This provides a basis
for setting standards with respect to computer systems used by GPs. On the
providers side, two project initiatives have been under way. First is the
'Community Information Systems for Providers' (CISP) project, solely targeted
at community providers. Second is the 'Hospital Information Support Systems'
(HISS) project, which explores ways of developing integrated computer systems
within hospital environments. The information management initiative of the
Hospital Trust discussed in this chapter, under the CISP umbrella.

The Information Management Group considers that in order to support the
information systems projects and to facilitate efficient communieation and
processing of information, a common information management and technology
infrastructure is needed. In this regard various measures have been taken. There
is specific interest in developing nationally-linked population registers and
designing a new format for the NHS numbers. Furthermore there are plans to
have a NHS-wide network. The networked environment will support an
eleetronie thesaurus of coded clinical terms and groupings. Although the
Information Management Group has set out an overall strategy for information
management, it believes that the ehoice of systems will be based on local
priorities and resourees. However guidance on user requirements, procurement
and quality standards will be provided.

The responsibility for requirements analysis has been devolved to individual
units, but the Information Management Group has imposed some strategie thrust
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on developing computer based systems in the NHS. One such tbrust area is the
NHS Data Model. The main objective of the Data Model is to define the
meanings and relationships between all items of data that are necessary in
describing the operations of the units. The Data Model is based on the
presumption that organisations share common objectives which can be clearly
defined. The use of computers would then lead to an efficient health care
delivery process. Such a notion bears close affinity to 'systems rationalism ' as
described by Kling (1980). Information Management Group describes the basic
assumptions of the Data Model as folIows:

Indeed, once the aims and objectivesof an organisation have been clarified, its
funetions delineated and the level of quality required for its outputs and
outcomes established, the information necessary to support those aims,
objectives and functions becomes readily apparent. Thus the proper identific­
ation of information requirements is dependent on the existence of clear
service objeetives and plans (NHS Information Management Group 1987; p5).

With regard to the use of information by managers, it is envisaged that a
massive culture change with respect to information is required. According to
IMG, this would necessitate the development of sound, objective and quantifiable
measures for managerial activities. Such quantifiable attributes would provide a
basis for developing a sense of ownership regarding information. These
measures are also refleeted in the policy considerations for protecting the flow of
information within the NHS (NHS Information Management Group I992a).

The Hospital Trust, which is the focus of this study operated in this ever­
changing turbulent environment. The next section discusses the organisational
setting of the Trust. It sketches out the core business aetivities and the manner in
which these have been affected by the wider contextual changes .

4.2.2 The Hospital Trust
The Hospital Trust is a specialist one which currently provides services to
approximately 1,500 people with learning disabilities. Although at present about
9,000 people feature on the District registers in the Trust catchment area, it is
envisaged that between 14,000 and 17,000 people from the catchment population
could be receiving services. These services are provided through three large
hospitals. In the future, the Trust plans to rationalise these sites and services,
and introduce a geographically dispersed, community-based health service.

Organisational structures

Health services to people with learning disability within the catchment area are
provided through the 'Community Mental Handicap Teams' . These Teams show
variation in orientation, depending on whether they are run with a social services
orientation or health service orientation. The Teams also vary significantly in
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their composinon; some lack members from basic disciplines, such as
psychologyand nursing, whilst others benefit from a good multidisciplinary staff
complement. There are eight distriets within which these Teams operate. The
major part ofthe Hospital Trust's 'business' comes from the districts.

In providing services, the Hospital Trust has adopted the model of systematic
monitoring, a single line of command and an integrated structure. It is evolving
towards being an organisation which is run by generalists rather than specialists .
As a consequence, there is a move towards developing hybrid staff members who
know something of everyone's job. Such hybrid staff members are developed
under five different directorates, viz. Nursing, Finance, Service Development,
Medical and Human Resources.

The five directorates manage the health care delivery process through mutual
adjustments across departments and divisions and direct supervision within
specified functions. Some of the work practices at the service delivery level have
been standardised and routinised; consequently, it has become relatively easy to
monitor them. The process of therapeutic monitoring for instance is a
standardised process, where drug prescriptions are checked for their compliance
to very strict formal rules. However, much depends on informal communication
among specialisms which helps in achieving co-ordination of work. Within the
particular specialisms of nursing and medical, the prevalent ethos is that
'knowledge develops as the work unfolds' . So the success of a diagnosis or a
treatment plan of a patient is largely dependent upon the ability of the specialists
to adapt to each other. However, within each speciality, there is a significant
element of direct supervision. A consultant doctor, for example, directly super­
vises the registrars and senior registrars.

The health care delivery process

The ultimate objective of the administrators of the Hospital Trust is to help
people move from hospitals into the community. In doing so the emphasis is to
provide the best possible services to people who come to stay in the hospitals for
short periods of time before being relocated into the community. In providing
these services, the administration aims to develop and manage high quality
specialist health care.

The health care delivery process is viewed as a dynarnic system where people
with mental health problems enter the hospital, are offered treatment and are
discharged into the community (figure 4.1). The emphasis is to encourage
patients to stay in the community. The health care professionals consider the
advantages of this to be twofold. First, the patients are able to experience and
live in a natural environment. Second, the overhead costs of a hospital are
substantially reduced. Thus a concerted effort is made to treat the traditional
'Iong-stay' patients in the community. They are only admitted to a hospital if
their condition deteriorates or when they need urgent specialist medical
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attention. Consequently, most of the patients of the Hospital Trust are being
transfonned into ' short-stay' patients.

Health care is provided through a 'service specification' , which describes a
service that is available for use by one or more clients. A service is made up of a
number of elements called 'care packages' . A number of service specifications
may have care packages which are common to them. The service specifications
are specified in the contracts agreed between the purchasers and the providers.
The Hospital Trust views the health service as a menu in a restaurant with each
dish being a care package. Dishes are chosen for customers (i.e. the care
packages) to make up their meal (i.e. the service package). When a client is
referred to the Trust, a needs assessment is done and an individual care plan is
developed (figure 4.1). The needs assessment and the subsequent care plan
implementation is realised by a multidisciplinary team constituted of nurses,
physiotherapists, dieticians, doctors, etc. The Hospital Trust model for service
planning considers multidisciplinary teams as central to the success of the health
care delivery process .
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Figure 4.1 The health care delivery process ofthe Hospital Trust as envisaged
by the management
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A key problem with health care delivery is the timely availability of inform­
ation. This was particularly the case in the Hospital Trust . A computer based
information system was seen as a means of filling this information gap. It was
thought that such a system wouId not only help the Trust to adapt to the macro
environment (where there is an increased pressure on the Trust to provide
precise information on its activities), but also to add value to the health care
delivery process. With respect to the reeent changes in the health services, the
traditional health care management system had certain shortcomings. For
instance, it was not possible to give due consideration to isolated 'encounters '
which could subsequently be consolidated into health plans . It was also not
possible to perform audits and assess the etfectiveness of resources used. In
response to such criticisms a typical integrated information system at this NHS
Trust would incorporate care planning funetionality in itself. Furthermore, it
wouId also allow case mix management and have clinical audit functionality.
Such a system would help the Trust to adapt better to the existing environment.
This facilitates the meeting of demands by purchasers to provide information for
assessing the quality and etfectiveness of services delivered. Such information
can be drawn through a process of constant monitoring of care delivery,
recording of assessment details and measurement of outcomes. This logic formed
the basis of system development activities at the Hospital Trust .

4.2.3 The IT infrastructure
In devising an information teclmology infrastructure strategy for CIS, the
followingbusiness objectiveshad been considered:

• To provide a general purpose 'office systems' facility which would
include word processing, shared printing, etc. In the near future an
electronic mail system may also be implemented .

• To facilitate the eleetronic exchange of information with entities outside
the Hospital Trust. Specific exchanges would be with the purchasers for
managing contracts, various authorisations and referrals. This is going to
evolve into a key function, since the Hospital Trust serves a large number
of purchasers throughout the UK and is a specialist provider in certain
disciplines.

• To send medical statistics to the Department of Health.

• To continue supporting existing systems.

• To ensure that new systems can be supported from a centrallocation.

• To provide an adequate level of security so as to protect:

• The Hospital Trust IT systems from intruders within the Trust
premises.
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• The Hospital Trust IT systems from unauthorised aeeess by those
outside the Trust.

Other NHS networks from unauthorised aeeess from within the
Hospital Trust.

These requirements are being met by developing an integrated information
system that is supported by Sun 's 600 MP series UNIX server running Solaris
2.0 operating system as a technieal core. This model was chosen after consider­
ing the processing requirements and minimum memory and storage necessary to
support CIS running an Oracle relational database in a client-server mode. In
order to faeilitate effective eommunieation, the infrastructure ineludes local area
networks (Ethernet) at eaeh hospital'. These will connect to the CIS database
server with fibre optie links where appropriate . It is expected that some
workstations will reside at community based sites and will have a faeility to dial­
in into CIS aeross normal telephone lines or via an ISDN link.

The Hospital Trust does not experience any 'legacy system' problems. The
organisation did not have an integrated system to support its operations, though
some work was done on stand-alone Apple Maeintosh workstations, especially in
the planning department. The personnel payroll system and the finance system
were however run by MeDonnell Douglas and GL Millennium (ICL mainframe)
respectively . The clinical functions made minimal use of these systems and there
was a wide variance in their use of computer based systems. Although the
administrators wanted to build upon their existing knowledge of Macintosh
produets, they recognised the need to provide compatibility with mM PCs. It
was envisaged that the local area network needs of CIS would be met by an
Ethernet LAN running at 10 Mbps. A local UNIX host at the sites would aet as a
file server for eaeh LAN. TCPIIP protocol would be used with support from
SQL*Net. Though CIS would not be available for access from external systems
immediate-Iy, the NovelllNetwork Designers X.25 gateway was eonsidered to
meet the future needs .

A fully operational CIS will have three servers whieh will hold a database of
clients at eaeh of the three hospitals", The Unix server at one of the hospitals
would hold data on clients of eommunity service points. If there is a workstation
eonnected to a local area network, all the data will be held on a Unix database
server rather than on the workstation. In case a workstation is not eonnected to a
LAN, but the connection is via a dial-up link, the local data will be held in an
Oracle database on the workstation's hard disk,

Security

CIS is designed to process data ofvarying degrees of sensitivity. Though some of
the information will be available publicly, most is extremely sensitive. This
includes medical eonditions of clients, drug prescriptions , their offences, con­
vietions and other special needs. Abreach in security eould not only result in



50 Managing information system security

extreme embarrassment to the Trust and the individual but also have detrimental
effect on the treatment plans. A typieal unauthorised access could result in loss
in integrity of the data or even its misinterpretation. Depending upon the level of
reliance on the system by staff, incorrect information could even lead to the
death of an individual.

Based on the risk assessment done for the CIS system, the administrators and
the system developers found five areas ofparticular concern' :

• unavailability of essential client-care information, particularly for clients
receiving acute services.

• loss of integrity of critical client-care information.

• loss or damage to critical components, including the threat of arson .

• theft of hardware containing sensitive client information in the
community.

• errors by staff (operators, system administrators, etc.) could affect the
security of the system.

A threat that could lead to any of the above is considered as 'high risk' for
CIS. Based on these risks the systems designers proposed a risk assessment grid
which would facilitate them in their systems analysis and design process (table
4.1). Accordingly, risks are classified into three categories : high, medium and
low. These categories determine the criticality of a particular threat or vulnerab­
ility around which countermeasures are built.

In developing a secure CIS, countermeasures are split into two categories :
technical and non-technical. The method of selection of countermeasures in
these two categories is based on the level of risk. An appropriate level of risk is
identified by calculating the value of information, software and hardware. A
method for assessing the value of information is however not detailed . The
technical countermeasures for CIS include logical access controls, resource
controls, audit trails, database security, input/output controls and communication
security. Logical access control operates at two levels, one for the PCs and the
second for the network. The PC and network access control requirements comply
with the recommendations of the NHS Information Management Group. These
include procedures for establishing and changing passwords, the use of one-way
encryption algorithms, mechanisms for updating user identities, time stamping,
restricting the number oflog-ons, automatie 'Iocking' ofthe PCs ifleft unattend­
ed and the use of dumb terminals. Having ensured the access of authorised users
into CIS, there are the resouree controls. Such controls restriet each user only to
the programs, data, and system resources that are strictly required for the job
function. Resouree controls operate at the level of the PCs, network and
individual applications. One very important issue in controlling resources is that
of negotiating access levels, rights and obligations . Although there is a policy for
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the traditional paper based systems, its use has been detennined by the prevalent
norm structures in the organisation . Since CIS development is based on
SSADM, the existing policy and procedures are being automated. The Hospital
Trust administrators and the system designers have not however given this issue
serious thought".

Table. 4.1 Summary 0/ threat categories considered when assessing the
security 0/ CIS

Confidentiality Integri!y Availabili!y
Acts ofGod Lowrisk Lowrisk High risk
Deliberate High risk of High risk of client' s High risk ofwilful
threats from hackers and theft data being modified damage; Medium risk
outsiders because of unauthorised

access
Deliberate Low risk of Medium risk of Low risk of wilful
threats from unauthorised data being modified damage
staff access
IT equipment Lowrisk Low risk Medium risk because of
failures equipment failure
Errors hy staff Low risk of Mediumrisk Mediumrisk

accidental
disclosure

Controls such as user validation, limit and range checking are used at the
level of inputting and outputting data. All output reports show data changes and
control totals for each transaction. In addition, controlled reorganisation and
logical restructuring facilities for the database help in maintaining database
integrity. Similarly, adequate protection is built into the LANs. Resourcecontrol,
access management and input/output controls can only restriet access and
monitor the users. In case a security breach occurs, there is a need for an audit
trail that will help in the investigations. CIS has such audit capabilities, both at
the PC operating system level as weIl as the application and database level.

The non-technical controls for CIS have not been clearly specified. The
security documents and the analysis done by outside consultants presents
extended lists of possible security organisations. The need for a security policy
and a security awareness programme is stressed. Personnel and physical security
issues are also touched upon. The Hospital Trust management has not taken
adequate steps in this regard . This supports the contention (see section 3.3.3)
that the Hospital Trust managers believe that security can be incorporated into
CIS by considering the technical controls alone. In the following section, the
detailed findings of the empirical study show that this may not be the case. Since
the .softer' issues have largely been ignored, the probability of occurrence of
adverse events is great.
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4.3 The case study
The previous section of this chapter specified the wider context in which the
Hospital Trust was operating. Tbe management operations and the IT infra­
structure were also explained. This section uses the framework developed in
chapter 3 to analyse the operations at the Hospital Trust. Tbe focus of the
analysis is on interpreting the management of information system security. The
analysis is based on table 3.1 and takes us through the most generic human and
cultural aspects to the more specific issues related to form and means. Tbis
allows us to comment on the implications for the security of information systems
in organisations.

4.3.1 Analysis 0/the 'business world'

The analysis of the 'business world' allows us to comment on the high level
issues relevant to an organisation, viz. the relationship of the purpose of the
organisation to the manner in which information technology is used. This sheds
light on the implications for the securityof information systems. In analysing the
business world of the Hospital Trust, three distinct stakeholders can be
identified: the clinicians, the nurses and the administrators.

Organisation 0/the three groups

The Hospital Trust has experienced significant changes in the way in which the
three 'specialist' groups are organised, Traditionally, in the pre-internal market
era, the doctors were a dominating force. This was by virtue of their c1inical
expertise, and practically nothing used to happen without the consent of the
Consultant Doctors. Major hospital decisions were generally initiated and
executed by them. Tbe doctors' expertise prevailed because of their professional
attainment. There-fore they drew power from the formal authority vested in the
same role. At a formal level, however, there existed a 'triumvirate' arrangement
where a senior consultant doctor, a senior nurse and a senior administrator took
formal responsibility. However, the senior doctor invariably would exercise
influence over the other two members of the team. Consequently the doctor,
generally of a consultant level, emerged as c1eartop decision maker.

Besides the system of expertise, the doctors dominated because of two other
factors. First was the system of authority, which gave legitimate power (or
formal power) to the role. Second was the system of politics. The system of
politics generally operates to displace legitimate power (Mintzberg 1983a).
However, since authority and expertise lay with the same role, the system of
politics further strengthened it. Thus, because of the operation of all these
systems, the role exerted tremendous influence. With the changes at the national
level, hospitals were amalgamated into Trusts, being headed by a chief
executive. This was also the situation at the Hospital Trust. In the Trust a senior
doctor has now assumed the role of a medical director and a senior nurse that of
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a nursing director. The role of the directors is to advise the chief executive on the
various top management decisions, but the ultimate authority rests with the chief
executive (figure 4.2).

Role

Seni<lr

Doctor
(ColUllllant) •

INFLUENCE:

,.....
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Chief · .
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Figure 4.2 Top management and the changing role

The Hospital Trust doctors today experience increased pressure on their
authority and expertise within the Trust environment. Traditionally, because
they were experts in their fields, they were allowed considerable discretion in
performing their tasks. This meant that most hospital work came under their
direct control. Though an administrative hierarchy existed in the hospital, it had
to surrender a lot of power to this elite group. The hospital functions were
conducted more by mutual adjustment and less by formal bureaucratic rules,
Work was carried out in small teams, members of which used to change over a
period of time? Different Consultants were in charge of different wards, their
work being co-ordinated informally.

In the new set-up, the former authority and power of the doctors has now
formally been placed in the hands of the Chief Executives . They also hold all the
budget strings. Consequently, the system of expertise that gave tremendous
power to the doctors is also diminishing. A concerted effort is being made by the
Hospital Trust administrators to minimise the role of doctors even in the health
care delivery process. The formation of multidiscipJinary teams and attempts to
capture the knowledge of doctors in the integrated computer based information
systems are steps in that direction. The success or failure of these efforts is
subject to debate, but such actions mark a trend towards a situation where the
chief executive wields a lot of power and authority and is able to promote his
ideologies in the Hospital Trost. Such political considerations will be discussed
later in section 4.3.2.
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Expectations, obligations and the value system

In this period where structural changes have been induced into the management
of the Hospital Trust, the expectations and obligations of various groups have
dramatically changed. The present chief executive used to be a hospital manager
in his earlier days. His duties were more administrative than managerial.
Although he used to be a member of the triumvirate that took major decisions,
his role was Iimited. Now, in his present position as a chief executive he has
developed a system of influence around himself. This gives him informal and
formal power, bureaucratic control and legitimate authority. Evidently the
structures of power have shifted. These have also affected the structures of
authority and responsibiIity. Discussions with different people in the organis­
ation revealed patterns ofbehaviour that were in tune with the chief executive's
system of ideology. As one consultant doctor put it .....he does not like people
driving big cars", so most of his close associates do not. Being at the top of the
organisation has given the chief executive a unique opportunity to practise and
promote his own belief system. This system is rooted in his social services
background. Another doctor observed that people from the social services do not
pay much attention to the way they dress. This is in contrast to the prevalent
norms in the medical profession. Thus it becomes evident that the new hier­
archical system in the Hospital Trust has dramatically changed the expectations
and obligations of the former administrators and other stakeholders. Most look
up to the value system promoted by the Chief Executive. The gap between the
clinicians and the administrators has also widened. The doctors still consider
themselves to be an elite group, culturally dissimilar to the managers. Managers
on the other hand no longer consider themselves to be doing petty administrative
jobs, but call themselves thinkers, planners and symbolic workers. Their level of
expectation has also risen, morale has increased and their obligations have
changed. They no longer expected themselves to provide support to the core
business of providing health care. Rather they consider themselves to be key
players who strive to maintain the efficiency in providing such services.

The nurses took a very different stance from that of the doctors and the
managers. Discussions with them revealed significant detachment from the
organisation 's corporate goals and objectives as compared to top and middle
level managers. One nurse, a ward manager, was no doubt concemed with the
actual survival and growth of the organisation but was less worried regarding
factors such as cost justification of CIS, content of management information
generated, competitive advantage of the Hospital Trust as a result of CIS, the
benefits realisation of the project and the power and politics involved. Such an
attitude can be analysed in relation to Maslow's motivational theory and studies
on managerial motivation by Cummings and EISalmi (1968). Both these
researchers feet that the higher the manager in the organisational hierarchy, the
stronger is the commitment to the goals and objectives and eventually the
survival of the organisation. A person moving up the hierarchy, who has been
appropriately rewarded and sees more rewards with each promotion, has a vested
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interest in seeing the survival of the organisation. Cummings and EISalmi also
note that:

high-level managers ... express more satisfaction in their jobs and greater
fulfilment of their needs for autonomy and self-actualisation than do those at
lower levels; the jobs of the latter tend to focus on the security and social
needs.

Some level of commitment exists at the lower managerial level as well. Lower
level managers feel satisfied in leaving behind some operational tasks to achieve
a new status. Individuals at this level seem to have a weak identification with the
organisation. Nurses in one of the Wards in the Hospital Trust typically belong
to this category. It became evident from discussions with the ward manager and
other nurses that there was a conflict in the value system as compared to that of
the middle level managers. The middle level managers were just concemed with
the success of CIS, the Hospital Trust and the organisational mission.
Organisational ideology is not a strong force among the nurses ; however,
professional ideology - the belief in the profession and its norms - certainly is.
The only usefulness of CIS for the nurses was to cut down paper-work, remove
duplication and therefore save time . They feIt that the time saved could be used
in professional development of the nurses and in providing better care to the
patients". This level of detachment of the nurses can be explained in terms of the
high intrinsie satisfaction that the nurses obtain in serving the patients. Thus a
conflict between organisational goals and professional ethics has crept in.

Consequences for the information system and security

The analysis so far has revealed eonflieting ideologies, preconceptions and
objectives of the dominant players within the Hospital Trust. It is interesting to
evaluate the eonsequences of top level policy and the mission statement on the
different levels of the organisation. The suceess of an information system and of
efforts to maintain its security are largely dependent on the poliey and the vision
of the organisation. Any viable organisation needs avision, a purpose, so as to
compete in a hostile world. The need for sueh avision is all the more greater for
the Hospital Trust sinee it operates in a highly volatile environment. Besides a
corporate vision, the Trust also needs an information systems policy, sinee it
aspires to make information technology central to all its tasks . A eoneurrent
need for a seeurity policy is also obvious from the diseussion in section 4.2.3.

At a business level a corporate policy and a statement of purpose did exist in
the Hospital Trust. The statement of purpose clearly states that the Trust is in the
business of providing services to people with leaming disabilities. On the basis
of its corporate vision, the Trust has established other objectives whieh guide the
organisation in its operations (figure 4.3). In order 10 implement successfully its
objectives, the Trust has established the role of a planning manager whose main
task is to realise the business objectives. The planning manager recognises the
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importance of the availability of timely and correct information as the key
success factor. Therefore, the development of a computer based information
systemwas considered to be crucial in achieving the corporate objectives.

Drawing on the work by Pettigrew (1985) and Walsham (1993), corporate
strategies and organisational purposes can be analysed on the basis of the
content, the context and the process of change. The major element of the Trust's
corporate strategy is the 'vision for change' . Interviews with top management
revealed that they had expectations of CIS (which is also considered as a tactical
device) to produce an improvement in the way in which administrative and
clinical work was done. This improvement ranged from increasing the efficiency
and effectiveness of patient administration functions to providing clinical
decision support and management control. With new legislation in place, the
wider contextual faetors of the Trust had considerably changed and the
management saw the new information system as a means to succeed in the
changed environment. The content of this broad vision appears to make sense,
but problems emerge when the management's attitude, the norms of manage­
ment control and the process of change are considered.

• Developmentof an information system

• Developan IT infrastructure
• Improveetfectiveness, efficiency,services

• Increasecompetitiveadvantage
• Providersurvivallviability

• "Help people move from hospitals to a better way oflife"
• "Providethe best possibleservice for people"

• "Valuea1l statf and provide individualdevelopment"
• "Develop& manage high quality heal1h care services"

Tactics

Business
Objectives

Figure 4.3 From corporate purpose to tactics in the Hospital Trust: the
management's model

The top management of the Hospital Trust has solely focused on achieving its
business objectives. They saw their objectives being achieved through the
development of an lT infrastructure. The 'efficiency' and 'effectiveness' object­
ives were coupled with increased management control. This has major
consequences. It is a narrow view limiting the scope of autonomous action at all
levels. By using the information system for exercising management control and
making the work environment transparent, the management was creating
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resistance to change. These actions go against the primary business objectives of
increasing efficiency. Such outcomes have also been noted elsewhere (see
Walsharn 1993). Similar to the observations made by Han (1991) , the NHS Trust
faces problems of deskiIIing work and decreased effectiveness owing to a move
towards increasing control.

The computer based information system may have been considered as a
tactical ploy, but its objectives should complement the vision and the business
objectives. CIS is being sold in the organisation as a tool to help in improving
effectiveness and efficiency of the health care delivery process . It is perceived as
a means to reduce paper-work, decrease duplication and offer competitive
advantage in a highly market oriented health service. However, the basic
architecture of CIS supports neither the IT infrastructure objectives nor the
corporate purpose. The planning manager and the information manager consider
the computerised 'individual care plans' as the unique selling points of CIS. It
may be recalled here that there are two kinds of individual care plans : one for
long stay patients and the other for short stay ones . Since the needs of these two
c1asses of patients are very different, so are the individual care plans. CIS is
solely concerned with individual care plans for the long stay patients. This would
have been fine had the Trust been operating in the early I980s. The needs of
today have changed because of internat market mechanisms. Although the
corporate philosophy of the Trust seems to be in tune with the changes", the
strategie objectives of CIS are in direct conflict. The CIS project has been
modelled around one particular ward . Interestingly, this was a long stay ward
due to be closed permanently. Thus it can be said that the design of CIS is out of
tune with the real world situation. Even if it is presumed that CIS would function
properly in the years to come, the security aspects have not been considered at
all. The Hospital Trust not only lacks a proper IT policy but there is no
information systems security policy. The outside consultants have however used
the NHS Information Management Group 's guidelines for security as a given set
to work from .

In an ideal situation, corporate objectives, information system strategy and
security planning should complement each other. However, in the case of the
Hospital Trust, the security planning issues have not been stated explicitly
(except generic recommendations by outside consultants - see section 4.2.3). The
Hospital Trust case presents a situation where not only is there a lack of integrity
between the business objectives and the way in which technology was
introduced, but also there is no strategy for preventing the occurrence of negative
events.

Although the literature recognises the importance of security policies, the
manner in which these are developed is rather restrictive. In light of the Burrell
and Morgan categorisation (chapter 2), such policy initiatives cannot only be
categorised as functionalist, but also as highly technology oriented. The NHS
Information Management Group security policy guidelines, for example,



58 Managing information system security

presume that the corporate objectives exist and that they adequately support the
information systems strategy. Hence it is believed that security can be achieved if
certain logically discrete steps are taken . It can be interpreted from the
discussion in the previous pages that since there is rancour and discordance in
the expectations and obligations of different roles, the presumptions with respect
to developing security policies are flawed.

Another issue worth mentioning here relates to the commitment of the top
management. Most security policy documents (including those of the NHS­
Management Executive) stress that top management commitment should be
gained while designing and developing security policies. At least in the case of
the Hospital Trust this was not achieved. Whatever rudimentary guidelines that
existed, came from the system analysts. Discussions with top management
revealed that either they were not aware of the consequences of adverse events or
they did not regard the issue to be important. Even though the top management
(the Chief Executive and the other Directors) were not involved with the security
issues of CIS, they should be aware of the directors ' fiduciary duties (for details
see Ardis and Corner 1989).

The next section considers, in addition to some of the issues raised above, the
cultural and political significance of the CIS project. In doing so it considers the
importance of looking at the security of the whole organisational edifice, rather
than of just the technical infrastructure.

4.3.2 Analysis ofthe pragmatic aspects

In implementing the integrated information system, the Hospital Trust has
regarded information technology as the main catalyst for change. It has relied on
IT for successful implementation of the concepts which add value to the health
care delivery process and consequently which change the culture of the organis­
ation. Little consideration has been given to the existing ways of doing work.
Thus there has been an over-reliance on the functionality of the system in order
to reap information technology benefits. As a result the Trust has seen a massive
reorganisation of its ways of working. The adoption of new management, new
structures and new styles of teamwork have come to the forefront. In achieving
its objectives the management of the Trust has emphasised developing hybrid
staff members who know something of everyone's job. This change process has
evidently affected the organisational norm structures and also has consequences
for the manner in which the security of information systems is considered. These
elements are elaborated and discussed in this section.

The security culture

The Hospital Trust has relied on information technology to implement the
organisational changes. It is very easy for a technologist to forget the social
context which justifies the very use of technology. It is often the case that
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problem domains are isolated from the context and solutions are developed
without consideration of any environmental influences. This has consequences at
two levels: one, computer based information systems do not serve their original
objectives and two, there are implications for the security of such systems. The
second point needs some darification. Computer systems do not become vulner­
able only because adequate technical controls have not been implemented, but
because there is a discordance between the organisational vision, its policy, the
formal systems and the technical structures. A computer scientist would only
consider security after a system has been implemented, whereas such concerns
have to be addressed even before a system has been conceived. Most of the
existing literature on security takes the former stance. Even the underlying
principles of the Orange Book consider security of systems as a purely technical
matter. The TCSEC ignore the informal aspects of the evaluation process. Even
when considering 'verified protection' (dass Al), the emphasis is to verify
security controls against the formal model of the security policy. The whole
process is an 'afterthought' . Baskerville (1988) recognised the shortcomings and
suggested that security should be considered at the logical design phase. Sirnilar
suggestion have come from elsewhere as weil, where it has been suggested that
there should be a dass in TCSEC which goes beyond AI verified designs
(Chokhani 1992). This again is a highly structured way of looking at security.
What in fact is needed is to consider security at the requirements analysis stage
of a computer based information systems development process. By doing so we
tend to address the integrity concerns of an organisation which help in
maintaining consistency and coherence between different organisational
functions. This can only be achieved if an organisation facilitates the develop­
ment of a security culture . In considering security of systems from this point of
view we are irnplicitly linking security design with the quality of information
systems developmental activities and good requirements analysis for the design
of information systems.

Security culture is the totality of patterns of behaviour in an organisation that
contribute to the protection of information of all kinds. The prevalence of a
security culture acts as a glue that binds together the actions of different
stakeholders in an organisation. If such a culture does not exist, there may be
problems of not only maintaining the integrity of the whole organisation but also
the protection mechanisms of the technical systems would be threatened. It is
after all the people who make the control mechanisms operational. Security
failures, more often than not, can be explained by the breakdown of
communications. Because we tend to view communication as only when we
speak to different people, writing reports, holding meetings, etc., we ignore the
non-verbal aspects of the communication. Analysis of the culture and our
concerted efforts to inculcate a sub-eulture for security is the first step in the
remedial process.
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Culture is shared and facilitates mutual understanding, but can only be
understood in terms of many subtle and silent messages . Therefore culture can
be studied by analysing the communication processes. This also means that
culturally determined patterns of behaviour are messages that can be
communicated . Hall (1959) regards culture as communication and communic­
ation as culture . Consequently, culture is concerned more with messages than
with the manner in which they are controlled.

Implications for information system security

The Hospital Trust's CIS is a typical example where the computer based system
has acted as a message system signifying the underlying patterns of behaviour of
different groups. To illustrate this let us take the issue of controlling a staff
member session schedule. Controlling such a schedule poses a complex
managerial situation, especially when a computer based system is used to carry
out the task. The staff scheduling module is not just another duty rostering
mechanism within CIS, it gives a graphical display ofthe 'free' and 'busy' times
of each staff member thus allowing the service point manager to plan the use of
staff effectively.

Prior to CIS, a nurse would typically allocate (book) time for a particular
activity such as a therapy session. Subsequently, this role would be held
responsible for the successful conduct and delivery of the service. However, with
the implementation of a computer based information system the situation has
changed. Not only wouId the nurse be held responsible for the tasks, but the time
allocations, free times, number of sessions per day/week, etc., would all be
monitored. The computer has indeed emerged as a new supervisor.

The system analysts and the designers have failed to recognise the subtleties
in the behavioural patterns of the nurses. Consequently the formally designated
procedures and structures for the technical system do not signify the meanings
and intentions of the users and the staff who are being controlIed. Reasons for
this can be attributed to poor system specification. Ideally, it should be the
endeavour of the system analyst to relate the syntactic domain (i.e. the formalis­
able aspects of the problem) to the semantic domain (i.e. to ask the question :
what would it mean in the real world?) giving due pragmatic considerations (i.e.
to consider the cultural setting ofthe different roles) . In other words, the analysts
have just considered the form of the problem and not to the content. Such a
design, which concentrates on the superficial aspects alone, not only leads to the
development of systems that cause problems (e.g. decreased staff moraIe) but
also lacks vigour. Therefore such projects are seldom abandoned .

The implementation of such a system has different communicative contents .
In figure 4.4, the solid line represents the transmission of the actual signal from
Role .A' to Role 'B', allocating a specific task to the nurse. The transmission of
the signal is an indication of a communication having taken place between the
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two roles. With the computer based information system in place, the commnnic­
ation takes place through the computer. Thus in net effect Role 'A' gets things
done through the computer.

The transmission of the signal from Role 'A' to 'B' influences the attitude of
Role 'B' . The complex situation posed by controlling a staff member session
schedule through the use of a computer can only be understood in terms of
differences between the formal communication used by machines and the natural
language used by peopk , At this point it is interesting to consider the different
modes in which people communicate. Ordinary communication between people
(written or spoken) operates in any of the four modes: 'affective', 'denotative' ,
' ritual' and 'formal' (Morris 1964). The affective communication conveys
judgements of value and thus plays upon a recipient's feelings while the
denotative communication is based on facts and evidence. The ritual
communication is used in our everyday discourse and uses words without
reference. The formal communication employs signs as objects and is not
intended to trigger any behavioural responses. All modes of communication
operate simultaneously.
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Figure 4.4 Emergent messages: attitudes signifled by CIS

Role# 'A'

A distinction between the modes of communication is useful to evaluate the
attitudes ofRole 'B' towards 'A'. These attitudes can be classified as folIows:
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Attitude 1: By allocating a particular task, Role ' A' can influence Role 'B's
attitude towards the subject being referred . Since in this context we are not
considering mechanical tasks, the implication of this influence could be
serious. The situation becomes far more complex when the incumbent of Role
.B' knows that the time spent with the patient would be closely monitored .
This could adversely affect the very content of the therapy session. Thus in
providing an 'effective' and an 'efficient ' service, the management would in
fact be sacrificing the quality.

Attitude 2: The attitude of Role 'B' towards Role 'A' would also be
influenced. Role 'B' will have to adjust his attitude towards Role 'A' . This is
especially so when a machine is used to control and co-ordinate the work and
performance of Role 'B' . Such a situation is typical of superior-subordinate
relationships .

Attitude 3: Less consciously, the whole context would influence the attitude
ofthe persons themselves holding Role 'B' . Again the consequences could be
serious. There would be problems with the self-eonfidence and morale of the
individual. Rather than providing therapy to the patient, the Role 'B'
incumbent would require some kind of help to cope with the situation.

Attitude 4: The attitude of Role 'B' towards the message itself is very
interesting in the context of organisational change. Role 'A' perhaps UD­

intentionally, but often deliberately, may convey some measure of confidence
that should be placed in what is said. This communication act becomes far
more complex when Rote 'B' sees a computer as performing a supervisory
task.

lt becomes apparent that with the use of a computer based information system,
the affective and the ritual modes of communication are marginalised. This has
serious implications. A service point manager who does not achieve an
emotional rapport with the nurse will be left with neat time allocations but may
fail in motivating the nurse. This may eventually lead to potential negative
events. On the contrary, a manager who establishes a rapport, can promote
enthusiastic activity, however, this could be significantly curtailed because ofthe
structure imposed by the computer system.

Analysis 0/ the silent messages and the related security concems

We have seen the manner in which the introduction of a computer based system
affects the attitudes of different players in an organisation. In fact these are silent
messages which help us in analysing the culture of an organisation and assess
the implications for security of the organisations and their information systems.
Based on the various categories of silent messages drawn from Hall (1959), table
4.2 summarises the interpretations from the silent messages (see appendix for a
description of Hall's culture map).
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When considering the implementation of CIS in the Hospital Trust, not all
elements ofHall's culture map are of significance. Hence 'bisexuality' and 'play'
streams are excluded. Analysis is conducted by considering actions within each
cultural stream identified by Hall (l'l colurnn in table 4.2). Then the actions are
analysed by considering their significance in other cultural areas of the
organisation (2nd column in table 4.2). Finally, implications for security are
interpreted (3rd colurnn in table 4.2). Analysis is done by closely considering
areas where the system has had a direct impact. Interpretations for security are
drawn out by reflexive thinking and other material provided by different
stakeholders within the Hospital Trust. An evaluation of each of the streams is
described below. The complete analysis is presented in table 4.2.

Interaction. The introduction of CIS has introduced new communication
patterns between junior nurses and managers. The computer has emerged as a
supervisor. This has affected the patterns of interaction between different roles
within the organisation - typically between doctors, nurses and managers. A
change in the status and role of the nurses can also be observed. The
introduction of CIS has taken away from the nurses the responsibility to manage
their own time. Furthermore, since the individual care planning process has been
computerised, the formal and the technical system tends to marginalise the role
of doctors in needs assessment (in practice, however, this is not true). Hence the
system is imposing new ways of doing work. The inability of the organisation to
develop a shared vision and consensus about the shared patterns of behaviour
has 100 to communication breakdowns. Employees are extremely unhappy and
show resentment. Although the Hospital Trust has not experienced any serious
negative events as yet, there is a high probability of such adversities in the
future.

Association. CIS has changed the associations of individuals and groups
within the organisation. The system has been introduced in a very authoritative
manner. All concerned have to use it. This has severe 'organisational' and
' territoriality' implications. Typically managers are forcing a set of objectives on
to the nurses and doctors who have to reconsider and align their ideas with the
'authoritarian ' corporate objectives. Because of CIS and the aforementioned
organisational implications, organisational culture is being fragmented - nurses
and doctors show more allegiance to their professions than to the organisation.
The mismatch between corporate objectives and professional praetices is leading
to divergent viewpoints. Hence there are concerns about developing and
sustaining a security culture . It is important that the organisation has avision for
security, otherwise corporate policies and procedures become difficult to be
realised .

Subsistence. CIS is adversely affecting the subsistence issues related to
different groups. The introduction of the concept of a multidisciplinary team and
its being formalised and automated raises concerns among different groups.
There is a feeling in the organisation - among some nurses and managers - that
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a multidisciplinary team can limit the dictatorial role of the consultant doctor .
However, in reality there are many expert decisions that only a qualified
consultant doctor can make. Such a situation can potentially lead to rancour and
conflict within an organisation. This may lead to a situation where a complex
interplay among different factors may lead to the occurrence of some adverse
consequences.

Territoriality/Location . CIS has created many artificial boundaries within the
Hospital Trust. Such boundaries do not necessarily map on to the organisational
structures. In such a situation there are concems about the ownership of inform­
ation and privacy of personal data. Problems with the ownership of systems and
information reflects concerns about structures of authority and responsibility.
Hence there are problems of having consistent territory objectives (i.e. areas of
operation). Failure to come to grips with the territory issues can be detrimental
to the organisation since there can be no accountability in the case of an
incident.

Temporality/Time. CIS provides comprehensive management information and
has computerised the paper-based system. Technically, the system is very sound
in performing basic administrative tasks . However, with respect to clinical
activities it is fairly restrictive and inappropriate. Hence it does not serve the
needs of many users. In this regard the users have sought independent advice on
information technology use. This defeats the core objective of any security
policy.

Learning. CIS provides good training to someone who is unfamiliar with the
core operations of the organisation. The users who feel that their needs have
been met through CIS have to establish a trade-off between ease of use and
access. The management of the Hospital Trust has not as yet resolved this issue.
Although the system has been developed, access rights are ad hoc and largely
based on an outdated paper-based system.

DefencelSecurity. CIS has identified different levels where password control
needs to be established. However, since access rights among different roles have
not been established, there are concems about influences of different interest
groups and disruption of power structures. This is an extremely important
security issue and cannot be resolved on its own. Unless various operational,
organisational and cultural issues are resoIved, it may not be possible to come up
with a solution.

Exploitation. CIS aspires to communicate with the national systems and
address the needs of emergent organisational forms . As of now it appears that
the organisation does not have the competence to manage such a complex task.
More specifically, the structure of CIS is hierarchical, while the Hospital Trust
and the national health services are evolving into a very organic form. This
raises a number of security concems - especially if a negative event takes place.
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Discussion

An analysis of the silent messages conveyed when a new computer based
information system is implemented allows us to predict the consequences for
security . This means that many aspects of security are predominantly social in
nature and care should be taken when cultural changes are introduced. This does
not mean that all new systems should fit into the culture of an organisation, but a
better understanding would facilitate a smoother implementation. It would also
decrease the chances of adverse reactions on the part of the users that could
possibly lead to security problems.

A review of the impact of direct organisational interventions (column 2)
allows us to learn and adopt appropriate means for communicating intentions to
people in an organisation. Only if a proper mode of communication is adopted
and maintained can the chances of a weak security be rninimised (column 3).
There are three ways of communicating to people how to behave (Hall 1959).
First is the formal mode, where no reasons are given and aperson is told to do
certain things under a certain set of circumstances. Formal statements direct a
person 's behaviour. The formal communication and learning process is support­
ed by explicit rewards and punishments. However, too much formalism may be
inappropriate when the environment is volatile and people have to react to
changing conditions, This is a typical situation at the Hospital Trust where the
environment is changing constantly and one set of rule structures becomes
outdated very quickly . The structure of the health services within UK is at the
present time being transformed from a highly hierarchical organisation to a
predominantly organic one (see for example Loveridge 1992)10. CIS on the other
hand imposes a strict structure. The security rules are also based on the notion of
.ownership of data', a concept that presupposes a strict hierarchical, bureaucratic
and a mechanistic organisation. Hence there are problems of consistency
between what is perceived to be the responsibility structure and what actually
exists . This is discussed in detail in the following sections.

The second mode of communication is by informal example . It may never be
possible to make explicit the communication of certain cultural patterns. In
bringing about direct interventions into the management systems or in the
introduction of new computer based systems, managers and systems analysts
should appreciate many subtleties of behaviour. Failing to do so may result in
non-conformity of purpose to the group norms, which may breed resentment. A
disillusioned employee is a potential threat to an organisation. Some degree of
support can be brought about by offering rewards and punishments. Only if the
system designers of CIS understand the informal behavioural aspects of the
various groups can they avoid the potential hazard of alienation and loss of trust
of the employees.

The third form communication is technical. Here a reasoned and an analysed
description of things is given. As aprerequisite, technical communication
requires highly aware individuals who understand the content of the communic-
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ation. In the case of the Hospital Trust , although most of the employees using
CIS are highly educated, they are not aware of the benefits and drawbacks of
using a computer based system. So, it can be concluded that the system
developers and the planning department have not marketed the system properly
to its employees. Moreover, it is not just the problem of good marketing; a
' product' can only be sold if it has been designed properly and fulfils the needs
and wants of its customers. CIS fails on both these counts.

The next section analyses the Hospital Trust and CIS from a semantic point of
view. lt considers the semantic content of the communications and the struetures
of responsibility and draws out consequences for the security of the organisation.

4.3.3 Analysis 0/the semantic aspects

One of the common denominators in the successful management of computer
based information systems has been the analysis of stakeholder!' requirements.
This is an important activity since it helps the analyst to develop a common
consensus regarding the meaning of different activities. The relevance of doing
so is further augmented when information and communication technologies are
used to transmit information over wide and locaI area networks. Typically such
networks attempt to link a wide range of stakeholders (e.g. General Practitioners,
Hospitals, Pharmacies, Social Services) in different organisational settings
(Dhillon and Backhouse 1996). Health informatic professionals have struggled
with varying degrees of success to build systems which not only allow a free flow
of information but also bring about a consensus in the meanings and intentions
of different groups.

Organisational actions and emergent reactions

At this point it is interesting to evaluate the Hospital Trust's strategies from the
perspective of the changing social context. The context may offer opportunities
or threats. The UK NHS, however, is faced more with threats than opportunities.
In recent years the Hospital Trust has seen an increased demand for health care.
This has been a consequence of medical advances , demographie changes, new
service developments and increased expectations. This increased demand has put
pressure on the limited UK NHS resources. The problem has been further
complicated because of tightening public expenditure constraints and privatis­
ation. For the Hospital Trust there were many other threats as weIl. The financial
position was not very healthy. lt was even doubtful if full financial support could
be given to the information system development project in the years to come.
There were problems with the morale of the work force. The Trust was closing
down a few hospitals and there was uncertainty among the junior nursing staff.
The senior nurses and doctors were also displeased with the recent changes , both
at the national and the Trust level. Within the Regional Health Authority (of
which this Trust was apart), between 1990 and 1991 there was an eight-fold
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increase in the managerial staff. The national figures for 1989/90 and 1991/92
showed a 109% increase in the NHS expenditure on salaries for general and
senior managers . As a result of this, the clinicians were not only unhappy with
the dominance of the managerial cadres but also with the manner in which they
were managing different aspects of the hospitals.

Discussions with professionals at different levels revealed that there was
rancour and distrust towards the administrators. Commenting on the information
systems infrastructure, the Hospital Trust pharmacy manager raised her voice
and asked what use were computer systems that resulted in lowering the quality
of their work. lronically, the Hospital Trust pharmacy had a stand-alone
computer based pharmacy system that was in operation since early I980s. The
system was totally scrapped by the planning department to make way for the new
CIS. System development of CIS has been delayed and the Trust pharmacy bad
to revert back to the manual system dating back to the late 1970s. Such a
sequence of events is a typical example of poor planning and co-ordination on
the part of the planning department. These organisational actions have however
been interpreted in different ways at different levels. The pharmacists, for
example, resent having accepted the advice to scrap their earlier system. But on
the other hand they had no choice. The information systems plan and the
resultant changes were forced on them and as a result they had to get rid of their
old system, revert to manual working and await the arrival of CIS. As a
consequence of this , the pharmacists regard the administrators and managers as
authoritarian and attempting to do too much in areas which are beyond their
comprehension.

On the clinical front it is interesting to evaluate the relationship between the
business objectives, established predominantly by the managers, and the clinical
objectives. The comparison appears in table 4.3. The two sets of objectives are
indicative of a dichotomy at the level of the inner organisational context and the
process of implementation.

This dichotomy can be explained by considering the manner in which the
Hospital Trust business objectives are being implemented. CIS is considered as a
means to achieve their implementation. The realisation of the business objectives
is a significant change in itself, and regarding CIS as a means of achieving them
adds to the complexity. Table 4.3 matches the relevant clinical objectives with
specific business strategies. A superficial comparison reveals that the cultural
issues and the processes of cultural changes have been neglected in formulating
the business objectives. There is a complete mismatch between the strategic
vision as postulated by the management and the focus of the clinicians. This is
partly because consideration has been given only to the formal benefits of the
new management system. Therefore, new ways of doing things have been
designed, keeping in view the formal computer based information system.
Although the managers contend that CIS maps the existing manual system, it is
not entirely the case. This has resulted in new ways of working that have
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introduced significant cultural changes. Interviews with the top management
revealed that they in fact wanted to "change the culture of the organisation".
Although bringing about cultural changes may be in the best interests of the
Trust, managers need to take into account the various existing management
practices. This was especially relevant in the case of the Trust, because there
were different work constellations that lacked commonality in their goals.
Moreover, a lack of coherence of purpose and the changing roles and
responsibilities of individuals were alienating various members of the
organisation.

Table 4.3 Matching business with clinical objectives

Business StrategY
Develop an rr infrastructure
Irnprove efficiency,
etfectiveness and service
quality
Increase competitive
advantage

Provider survival/viability

Clinical Objectives
None
'Services should be based on individual dient need '
'Services should not be designed around a hospital or
bed based service'
'As far as possible services should be developed
within the local Districts'
' Health expertise should be available as and when it is
required and not as a constant element of people 's
lives'
'There should be a mixed provider economy'

The analysis of the corporate strategy and its relationship to the management
systems of the Hospital Trust reveals that the vision of tangible benefits was an
important contributing factor in the introduction of information systems in the
Trust. The decision to implement systems at the hospital and Trust level gave
inadequate importance to the contextual aspects of the environment. Neverthe­
less the process of system implementation received much attention. Most of the
managerial thrust has been on the content of the change. Such inferences have
also been drawn in other case studies (e.g. Walsham 1993; Madon 1992; Dent
1992; Coombs and Cooper 1992). In relation to the new information system
there has also been significant thrust on the content of the decision support
system, which aids clinical decision making, and on monitoring the health care
delivery process. Since a new system of this kind changes the way in which
people work and interact, the analysis of the processual aspects becomes
important. Furthermore, the whole change process takes place within the current
organisational context which cuts across various sub-eultures. This draws
attention to the study of various organisational contextual features. Failing to
understand all these factors leads to the development of inappropriate manage­
ment systems, requiring further developmentof new computer based information
systems.

Various organisational sub-groups interpret such actions in different ways.
The clinicians were the most sceptical. One consultant psychiatrist interpreted
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the management actions as part of an overall 'antipsychiatJy movement '. He
labelled the planning manager as being one of the proponents of this movement.
In fact during the 1960s antipsychiatry became a popular cause. Books such as
Szasz's The myth 0/ mental i//ness, and films such as One jlew over the
Cuckoo 's nest appeared to challenge the concept of mental illness . He went on to
say that the very design of CIS and the lack of importance being given to acute
services for the mentally ill is a blatant example of the manager's attempts to
undermine the utility of psychiatJy. Citing examples related to the architecture of
CIS , he stated that not one module of the system gives due importance to the
clinical aspects of treating the mentally ill. Indeed the system places a lop-sided
emphasis on providing services such as art therapy, music therapy, physio­
therapy, speech therapy, etc . It is contended that the planners of CIS are out of
tune with the developments in genetics, neurophysiology and neuro­
pharmacology. Modem techniques such as brain imaging have actua1ly brought
psychiatry to the centre stage. There is now a greater understanding of the
contributions of biological, psychological and sociological factors in the
management of mental illness. One clinical director of the Hospital Trust feIt
that the managers were behaving as they were, more out of fear than because of
their ideology. He said, "Managers do not want a total medical takeover ." The
Medical Director went a step further and considered "...human service
organisations as organised anarchy" . Therefore, according to him guidelines are
needed that address the lack of governance. Compliance with such guidelines
can only be instituted if there is a "lead medical figure on each side,.....with a
manager's hat on" . A resultant common theme emerging from the discussions
with doctors is that problems of bad management, incoherent objectives and
general inconsistency arise from a basic lack of knowledge and awareness of the
clinical trade on the part of the managers.

The doctors considered all managerial actions to be seriously affecting the
flow of information. They visualised a typical scenario relating to the con­
sequences of misinterpretation of data . Consultants were worried because CIS
did not go into the details that the doctors needed. Although they were
responsible for the wards and the patients, increasingly they had less control
over the manner in which the treatment was being provided. A doctor 's
diagnosis and case notes are stored on CIS. Traditionally the interpretation of
these is made by individuals who have the knowledge and expertise to do so (i.e.
the doctors). In the present climate, CIS encourages the non-medical staff (i.e.
the nurses) to draw conclusions ' logically' from the system. There is a clear-cut
threat of misinterpretation of data . Even though CIS incorporates all data
integrity controls, their utility is jeopardised by the inherent threat of
misinterpretation. Misinterpretation of data or the misapplication of rules could
potentially lead to some negative event.

The nurses were divided in their opinion about the organisational actions.
Clearly the senior nurses are set to benefit from the management plans . This is
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for two reasons. First, there was no power struggle between them and the
managers, rather they were being given increased responsibility in providing
Hospital Trust services. Second, they had an axe to grind with the doctors . As
the nursing director put it, formerly "nurses were subservient to doctors". Now
"CIS is forcing a structure"; it is prescriptive and doctors are being forced to give
up power. She agreed that as a resuIt of management's actions, doctors are being
alienated, but "we do not want that to happen", she said . For her the root of the
problem regarding the power of the doctors was their authority to assign beds in
hospitals. Therefore, a simple solution for her is to cIose the hospitals which
would result in diminishing their power. On the basis of this she justifies the
new management system at the Hospital Trust which focuses on closing the
hospitals, moving people out into the community or into nursing hornes and
therehy dispersing the power.

A similar viewpoint is expressed by some 'forward-looking' ward managers.
One particular ward manager considers that doctors should have nothing to do
with the health care delivery process. He went on to say, "doctors should do what
they are supposed to do". Indeed one wonders what else is the role of doctors but
to provide health services to the patients. Slightly conservative ward managers
however thought that it was really impossible to replace the role of a doctor.
They feIt that CIS was fine so far as administrative support was concemed, but
beyond that it was the domain of doctors . Such people represent a minority, at
least within the Hospital Trust. Middle ranking nurses looked at CIS and the
managers to give them certain opportunities. It seemed that they tend to thrive
on the inherent conflict between the doctors and the managers. One service
development manager for exarnple was happy that CIS was "legitimisi ng a
structure" . She considered the focus of the new management system to be more
on using the consultants efficiently since they were an expensive resource. At the
same time she feIt that the role of consultants was not being marginalised, rather
that their expertise was being used appropriately.

The divergent viewpoints held by the nurses can be attributed to their position
in the management hierarchy. Three definitive categories can be identified. First
are the ' foot-soldiers' , the nurses providing the actual mental health care at the
ward level. These nurses were more concemed with their professional attainment
rather than the political aspects of systems development. With respect to provid­
ing health care services, they regarded the role of doctors as supreme. Second are
those nurses who aspire to be involved more in management rather than nursing.
They were quite critical about the role of doctors in treating the mentaIly ill.
This group gave importance to the logical functionality of CIS for their decision
making. Third are the nurses who have reached the top of the hierarchy. They
represent a cadre of nursing which has good deal of managerial responsibility.
The Medical Director also envisages a similar role for the doctors . Such nurses
focused more on controlling the c1inical profession than on the intricacies of the
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practice itself. This group considered CIS in terms of providing business
infonnation and fulfilling business needs.

It becomes apparent from the organisational actions and the related responses
of different groups that the existing structures of responsibility and authority are
being questioned and changed. It does not mean necessarily that the change is
for the good. The appropriateness of the change is a subjective issue but the
changes are certainly affecting the norm structures of different groups and the
way in which they relate to each other . In such situations the intentions and
meanings of one group or individual can often be misinterpreted. Furthermore
the different sets of rule structures that determine preferred behaviour can also
be misunderstood and misapplied. This essentially means that there are systems
analysis and design problems with CIS. Since the design of the system is being
used to legitimate various struetures and fulfil hidden agendas of different
groups, it means that the anaIysis process of CIS was skewed towards particular
groups with vested interests. Such systems place at risk the entirety of the
organisation and its purpose and always run the risk of either being abandoned
or rnisused in some form. These risks may be referred to as operational risks and
as having nothing to do with information system security, but they certainly have
their origin in the systems analysis and design process.

Problems with the management system

The Hospital Trust presents a typical scenario of inconsistency and incoherence
in its objectives. This can be observed not only at the strategy fonnulation stage
but also at the level of organisational structures which are a means for strategy
implementation. Tbe emergent environment presents a split hierarchical struct­
ure, the managerial and clinical. As has been argued elsewhere (Loveridge
1992), this has changed the roles and responsibilities of the key players. Tbe
changing responsibilities has left wide gaps in the management systems. This
also raises potential problems for the security of information systems. Backhouse
and Dhillon (1996) demonstrate how responsibility is a key element in the
design of secure systems . Tbey stress the importance of understanding the
informal environment first, before designing a formal system. This aspect is
discussed in detail in the sub-sections below.

In spite of the new formal management systems that have come into place
within the Hospital Trust, the informal organisational norms are very weak. This
indicates the prevalence of an informal environment where the clinical and
business objectives do not support each other . This has resulted in a remarkable
difference in roles created by the formal system and as they actually exist.
Taking the example of a eonsultant doctor, the formal system views him/her as
part of the multidisciplinary team. Tbe multidisciplinary team is constituted of
nurses , physiotherapists, dieticians, ete. This team assumes the responsibility of
assessing the needs of an ineorning patient, developing an individual care plan
and subsequently monitoring the health needs. All these activities will be carried
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out with the help of a computer based information system. Tbere is no mention
ofthe key player, i.e. the consultant doctor, in diagnosing any medical iIlness. At
the most, the role is restricted to that of an advisor. Most clinical decisions are
now taken by a multidisciplinary team, which is part of the Trust. The Trust is
also made up of roles, and holders of these roles are, under the new arrange­
ments, ex-officio members of the team.

In reality, however, a consultant doctor perfonns very important tasks. He is
assigned a specific clinical role to assess the mentally bandicapped. Besides, he
assumes all responsibilities for the medico-Iegal, liaison, outpatient and audit
work. The role is also responsible for planning services for specific health care
needs and in this capacity advises the Chief Executive on specific areas.
Moreover, although a consultant is formally just another member of the multi­
disciplinary team, he takes all important clinical decisions and is held
responsible for them. CIS tries to negate this ' influencer ' role. As one consultant
observed, the managers are involved in a childish play and are in fact losing out
in the game . He observed that these petty things are motivating him to consider
seriously the option of going private full-time. Doing this would reduce his NHS
association to just a few sessions. The Hospital Trust is seeing this trend even
more than ever before. This has serious consequences for the skill level within
the Hospital Trust . Tbough it rnay not become apparent straight away, in the
long term all the good doctors are going to concentrate on their private practices
while the 'not so good' doctors are going to be left doing full-time NHS jobs.
Obviously, this would mean that the quality , efficiency and effectiveness - buzz
words of the managers - would not have any meaning. This also increases the
scope for errors being committed, not only in the diagnosis of ilInesses but also
in health care delivery and in interpreting various issues. The reasons for such
errors may not be attributed directly to CIS, but their origin can certainly be
traced to the analysis, design and implementation of CIS.

The above exarnple illustrates the extent to which there is amismatch between
the actual practices and the formally designed management system. The reason
for the incoherence of the system can be linked to the analysis of content, context
and processes of strategies. These show an over-reliance on the business vision
and less on the clinical side. Unless there is a good match between the business
strategy and the clinical objectives, system vulnerability cannot be avoided. This
is because the responsibility for implementing business strategies resides with
the clinicians. The mismatch leaves large areas where there are no clearly
defined responsible agents, thus making it difficult to identify the structures of
responsibility. Since responsibility has been understood as a keyelement in the
security of information systems (Backhouse and Dhillon 1996; Strens and
Dobson 1993; Lane 1985), it becomes evident that tbe management systems in
place are highly vulnerable and problematic. As the information system is based
entirely on the formal management system, it is also equally vulnerable. This
raises serious questions about information security .
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CIS and the relevance 0/employee activities

CIS is changing the basic symbolic code of the actions of the employees. A
typical example oftbis is when managers refer to 'patients ' as 'clients' as part of
the attempt to change the way in wbich doctors and nurses 'see' their own work.
These symbolic codes have been institutionalised to a substantial degree by the
top-level managers and the middle-ranking administrators . However, the
operational staff (e.g. the nurses) were more concerned in providing care to the
patients and in their own professional development. CIS is also affecting the
structure of various actions . A number of activities have been combined and
different roles now allow the role holders to exert influence by virtue of their
expertise . The extent to wbich these changes will be internalised still remains to
be seen, but there is certainly a marked conflict between different interest groups
that hinder a smooth transition and the intellectuaI growth of the Hospital Trust.
This is clearly demonstrated by the activities of the Administration Manager of
the Hospital Trust.

One of the key responsibilities of the Administration Manager is to check
compliance and administer the Mental Health Act. Over the years she has gained
a significant level of expertise in this activity. It seems that the role has become
quite dear to her. She clearly expressed the feeling that she will not delegate this
function to anyone, since it is very important to get the compliance right. Such is
the power exercised by the MHA Administrator that all the details of MHA and
its compliance are kept in her office. The staff have no physical access to these
details . Even though CIS does have a MHA administration module, she still
intends retaining her small index card based manual system.

Further discussions with Administration Manager revealed that besides MHA
administration, she was also in charge of certain other activities. These were
concerned with liaising with external organisations (the purchasers of the
services), the Trust departments, the carers, the wards, the farnilies ofthe clients
and the cIients themselves . MHA administration as a responsibility was given to
this particular manager entirely because of convenience. It made sense to do so
since she had the expertise in managing the MHA. However, in the design of
CIS, a system of politics was in operation. By virtue of her expertise in MHA
administration, the Administration Manager convinced the design team that the
Mental Health Act aspect be integrated into her other normal activities. This
gave her a straight advantage that saved her from being made redundant. This
was so because the constituent hospital, where she was initially based, is due to
be closed and all services are to be rationalised.

Within the Hospital Trust, the role of an Administration Manager draws
authority from the Hospital Manager who in turn draws authority from the Chief
Executive of the Trust. By virtue of a person having expertise, it places the
individual in a privileged position . Being in such a position allows the person to
exert influence on other roles. In this example, the Administration Manager by
virtue of having expertise in the designated area, exerts influence on the Chief
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Executive of the Trust to act in a predetermined manner. The social pheno­
menon of influence is a very complicated notion. According to Lukes (1974) an
agent exerts influence either because of a conflict of interests or otherwise. Here
the Administration Manager has no conflict of interest with the Chief Executrve,
but because of the expertise in the person, there is a 'system of inducement' in
operation. This leads to exerting influence on the Chief Executive and by that
gaining more authority. Since the computer based information system formalises
the authority and subsequently the responsibility structure, it leads to
reinforcement of power. The behaviour of this particular middle manager is in
line with what management policy researchers call ' the power and means of
influence ofthe line managers' (Mintzberg 1983a). According to Mintzberg:

the lower in the hierarchy the manager, the greater his incentive to deflect
orders and technocratic standards downwards and to withhold information
from flowing upwards or else to exploit it, as weil as the expertise contained
in his unit.

Given the foregoing, we can see the manner in which a new information
system changes the character of an organisation. The example not only
illustrates the manner in which the middle-ranking managers can have influence
but also the problems facing the analysts in eliciting user requirements. It is
sheer common-sense that the design of systems should not be person-specific. If
it is, then there are problems with the usability of computer based systems once
that individual leaves the organisation. This aspect is related to the choice and
use of a systems analysis and design method , an issue that will be dealt within
the next section.

Significance ofresponsibtlity and accountability factors

The Hospital Trust computer based system holds information of varying kinds:
patient case histories, medication reports , pharmacy details, etc. This inform­
ation is highly sensitive and personal. It is important that a high level of security
be maintained. It will be very embarrassing to the organisation if personal
information about patients gets into the wrong hands'", However, the task of
maintaining a secure environment is not straightforward. There are problems
with various power groups in the Hospital Trust. The most obvious conflicts are
between the doctors , nurses and the managers. The uncertainty created by
governmental regulations imposes another dimension. In such an environment it
is extremely difficult to negotiate access to relevant data , establish account­
abilities and identify structures of responsibility. Consider a typical example
where a patient is referred to the Admissions and Assessment Service at the
Hospital Trust by the Horne Manager of the Community Horne where the patient
resided. In this case the agents capable of taking responsibility are : Hospital
Trust and Person (probably a consultant doctor). These agents realise afford­
ances through their roles. For instance, the affordance of treating a patient can
be realised through the role of a 'Registrar ' (a junior doctor) .
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At this stage we must identify the norms associated with the agents. Tbe
' Hospital Trust ' which realises its behaviour through the roles of a 'Registrar'
and the 'Consultant ' doctor must take responsibility on part ofthese positions . In
our example, although the Consultant is responsible for the patient, it is a norm
that the Registrar will be looking after the day-to-day affairs. This is a typical
example of a ' cognitive norm' characterised by standardised beliefs and know­
ledge within a group. Identifying such norms is extremely important since they
play an important role in negotiating access into personal files (of the patient in
this case) . It must be noted that though the 'Registrar' may not have formal
clearance to access certain files, nevertheless the prevalent norm system in the
organisation determines the privilege level. This has important implications for
security since a rigid rule-based structure of the formal system (the computer
based information systems) is imposed on to a predominantly informal norm
based environment. This is especially so in an organisation which is
characterised by distinct groupings, each with a very strong sub-culture (the
doctors, managers and the nurses in this case). Thus the identification of agents ,
their roles and the associated communication acts help us to understand and
evaluate the environment better. Furthermore. we are able to identify more
precisely the structures of responsibility and authority.

Summary and discussion

Findings so far have revealed that CIS has been perceived differently by the
various groups within the Hospital Trust . Tbe reactions of these groups stern
from the meaning structures expressed by CIS. The relevance of these meanings
is linked with the dissimilarities in intentions within the organisation. Such
dissimilarities form the basis of the conflicts related to CIS and the problems of
acceptability. The risks of system misuse or of any other security concern are
also ontologically dependent on the diverse meaning systems in an organisation.
As mentioned earlier the problems can be linked to faulty product design (i.e.
CIS).

Such design problems can be summarised and discussed by considering the
prevalent 'sign' functions within the Hospital Trust. We refer to sign functions
because most organisational activities attempt to signify events and then
communicate them. This is the property of 'signs' (Eco 1976). Most sign
functions within the Hospital Trust are fixed because organisational structures,
technology, roles, tasks and interpretations have been stabilised, at least for a
given period of time. Tbere are however 'Ioose connections' between the need
for CIS, its implementation and the emergent reaction. When considering
developing secure environments, it is these 'loose connections' that need to be
studied, evaluated and understood. As will become evident by the end of this
chapter, whatever means that are used for controlling access, for bringing about
conformance to expected patterns of behaviour or for maintaining integrity
become meaningless if the subtleties of behaviour , structures of meanings and
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intentions of key players are not understood and interpreted. These are the loose
connections in an organisation.

Table 4.4 categorises the expressive content of CIS and considers its
significance within specific domains. Denotative expressions refer to what CIS
stands for within the Hospital Trust. In this case CIS is a sign function which
refers to a set of objects or actions. Connotative expressions refer to the
underlying meaning structures, typically with respect to CIS. These expressions
consider the implication of what CIS refers to within a given domain.

Table 4.4 Summary 0/the meaning structures expressed and represented by
CIS

Significance in the DomainExpression
given by CIS

Denotative

Connotative

Medical
instruction

coercion

Nursing
plans; policies

rewards; inducement

Administrative
plans; policies;
evidence; facts; value
judgements
rewards; inducement

Considering the significance of CIS within each of the Hospital Trust
domains, it becomes evident that superficially the medical profession considers
CIS to be purely instructive. The doctors consider this to be a completely
prescriptive tendency on part of the managers. Prescriptive strategies work weil
in cases where the domain is highly standardised and practices are routinised. A
typical example is in financial and accounting activities. The process of health
care delivery is a highly descriptive, evaluative and an iterative one. There is
only a small fraction of the tasks which can be routinised; most of the others are
highly subjective and greatly dependent on the personal style of a doctor. CIS
seems to impose a very rigid structure on the doctors. This is the reason why,
deep down, they are having coercive feelings. These are the feelings of restraint
and compulsion to do things in a particular way. Such actions could have a
number of consequences. The most adverse is that the complete information
system is not used by the doctors. In other cases, because of malicious feeling,
the system may be misused. Doctors may also possibly adopt different routes to
do their work. There are indications of this within the Hospital Trust. In a
typical instance the Clinical Director asked the Planning Manager to consider
some aspect of his functionality in the design of CIS. This was blatantly refused
by the manager on the grounds that it was beyond the scope of CIS. He went on
to say that even if he did consider the request, it would take two years before the
directorate could get the deliverable. On seeing this attitude, the Clinical
Director independently sought the solution to his problem from an outside
vendor. Currently a stand-alone system is being run in the Clinical Director's
office. Other consequences could range from alienating doctors, thus 'creating'
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disgruntled employees, to serious inputting and outputting errors being
committed.

The nursing staff on the other hand consider CIS to be part of the strategic
plans and policies. For most nursing staff CIS promises to bring in new hope and
enrich their job functions. Consequently, deep within them CIS gives them a lot
of inducement and holds potential rewards. This does not mean that nurses are a
happy lot, in fact they may suffer the most because of the rationalisation drive of
the Hospital Trust. Many nurses may be made redundant or may have to move
out into the community. The feeling prevails that CIS would usher in significant
rewards. It negates the role of the doctor and gives medical responsibilities to the
nurses. There is a general feeling that doctors will come to accept this situation
and that needs assessrnent and implementation of care will fall into the hands of
the nurses. As one nurse pointed out, "we prepare a11 the Individual Care Plans
...." . thereby questioning the role of the doctors. Such wishful thinking may not
take form . There are serious consequences of this attitude. In one sense CIS has
been 'over-sold ' to the nurses. This group has been promised benefits which may
actually not accrue. If that happens, which is highly likely, the nursing group
may be disillusioned. This would mean that the nurses are not only going to feel
alienated, but also cheated, betrayed and used. In this situation the Hospital
Trust would have at its hand a group of people who can cause a lot of harm at
the point-of-service delivery. The risks of intentional human errors and
intentional misinterpretation of data cannot be mied out. Whatever technical
controls a system may have, ultimately it is people who execute the controls . The
Hospital Trust is moving towards a situation where most employees are going to
be very angry.

CIS represents a very different meaning structure for the managers. At a
surface level for them CIS stands for their strategie plans, their overall policies .
They are of the view that it is based on facts and bard-core evidence for a need.
They legitimise their actions by saying that nothing has been ehanged, the
computer system is just automating a11 the manual tasks . However, they have
forgotten en route that there are many tasks whieh remain best unautomated.
Deep inside, they feel that the system is going to produee many rewards. They
will be able to quantify most of the activities and produce reports showing their
efficiency levels and cost savings. The managers are actuaIly not serious about
security. The Planning Manager, when confronted with a question regarding the
consequences of a security breach, fumbled with his words. Obviously, the issue
had not been given serious thought. However, eventually he said that nothing
disastrous is going to happen; at most it is going to cause embarrassment!

In conclusion, this section has reviewed various organisational actions and the
manner in which different groups have reacted to these actions. The reactions of
the various stakeholders has consequences for the success of CIS and also hold a
key to the prevention of misuse. Positive reaetions will deterrnine correct use of
the information system. Therefore, the intentionalities of different groups and
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the relevance of the infonnation systems infrastructure to the user needs are to be
analysed. It is hoped that a better understanding of the structures of meaning will
help in developing appropriate computer based applications such that there is
very little opportunity to misuse. The next section looks into the manner in
which meaning stnlctures come into being .

4.3.4 Analysis ofthe syntactic and empiric aspects
The health care delivery process, although visible, is known to most people at
the service delivery level. Some of the elements of service delivery are highly
nonn based, while others follow strict rule stmctures and are therefore procedure
oriented. Within an organisation these rules and procedures act as symbolisms
producing images and narratives about different events . An interplay of rule and
norm based structures determines the patterns of behaviour in any given context.
In the previous sections we have noted the cultural significance and the meaning
content of these rule and nonn structures . This section analyses the form and the
means in which these rules have been implemented. Ideally, the roles specified
for the IT infrastructure should adequately represent the real world of the
organisation (Checldand 1981). Ifthis does not happen then the computer based
infonnation systems run a high risk of being misused. Security concerns are
therefore paramount when considering the implementation or viability of rule
stmctures .

Logical service specifications at the Hospital Trust

In the particular case of CIS, the system developers and the project team
regarded the Hospital Trust activities as an input-output process. Tberefore, they
considered the health care process in terms of patients coming into the hospital,
being treated and then discharged into the community (also depicted in figure
4.1). Tbis conception helped in modelling the systems development tasks by
using the Structured Systems Analysis and Design Methodology (SSADM). The
first phase of SSADM, analysis of the current system, identified eleven sub­
systems within the hospital environment. Tbese sub-systems interact with each
other to transform patients so as to improve their learning skills. The eleven sub­
systems are: Admit dient; Provide care; Client administration; Resettle dient;
Contract management; Staff deployment and duty rostering; Pharmacy; Monitor
service quality; Provide staff training and development; Budget management;
Manage ward. In conducting the analysis of the current system, SSADM
requires an analyst to investigate problems, bottlenecks or dissatisfaction among
users. This is an important stage since the very success of the final product may
depend upon correct requirement assessment. The analysts for CIS were
supposedly directed by the Planning Manager to key personnel in each of the
functional areas. Discussions with different people revealed that these personnel
were not appropriately identified to provide the required infonnation to the
analysts. Two interesting issues emerge. First, the project team failed to identify
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various stakeholders in the Hospital Trust, thus resulting in an inadequate
analysis. Second, the analysts (who were outside consultants) should have taken
the initiative to define the problem domain adequately. The result of this is that
though various processes had been identified, there was no consideration given
to user reactions, A careful interpretation of such reactions helps in the
development of a rich picture and assesses the pragmatic and semantic aspects
appropriately.

The second stage of SSADM provides a logical view of the required system.
CIS analysts identified five core activities, viz. : Administer dient; Provide care;
Adrninister trust; Resettle dient; Manage staffdeployment. The logical structure
was again based on the input-output model. The underlying presumption in this
case is that if the needs of individual sub-systems are being met, then the needs
of the overall system are also being fulfilled. The logical view of the system has
problems at two levels. First, it is based on an inadequate systems requirements,
which is an output of the first stage. Second, the control transforms introduced in
the Data Flow Diagrams do not represent the real operations. The reason for this
is also related to the problems in requirements analysis. Implementation of
controls at this stage is a very sensitive issue. These become apparent onee the
system is automated. Because the nature of logical controls does not match the
prevalent structures, there are problems of incoherenee. This becomes clear from
the structure of the 'Provide Care' sub-system of CIS. The module is eentral to
the health care delivery process and its successful operation depends on the
construction of an Individual Care Plan (ICP). However, the analysts do not
consider the relatedness of ICPs and the organisational functions . The formal
model for developing an ICP is based on the notion of choosing dishes from a
hospital menu, a concept which does not consider the needs of the doctors. This
is because of an ongoing disagreement among professionals as to the relative
importanee of ICPs and ward rounds . Such a discordanee becomes more obvious
in a hospital that provides care to the mentally ill. ICPs work well in residential
wards, but those wards are being closed by the management. What will be left
will be the acute wards. Consultants within the Hospital Trust are of the opinion
that in this new setting, primacy cannot be given to ICPs. Judgements about care
plans are largely dependent on ward rounds . In fact they proposed the merger of
ward rounds and ICPs when considering health care provision for acute wards.
The logical model of CIS simply considers the existenee of an ICP and bases the
controls (error handling routines) and security mechanisms around them. The
'Provide Care' module typically comprises six processes: assess needs; construct
ICP; plan care delivery; review care ; monitor care ; implement care. Each of the
processes gets constant input from the ICPs for the purpose of monitoring and
control. The quality of the logical model is questionable because it is based on
the ICPs which necessarily do not represent the real world situation.

The second stage of SSADM also looks into the new requirements of the
users . These are then included into the logical models. However because of
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requirements analysis problems such new needs have not been met. In one
particular case the requirements of some doctors have simply been ignored. The
Hospital Trust is a centre of postgraduate training of psychiatrists. The Medical
Federation provides funding to the Trust to organise the training schemes. The
Dean had requested the consultants of the Hospital Trust to develop an IT
infrastructure to manage the training function better. The consultants
approached the CIS project team in this regard but the planning manager
declined to provide any system support in the short term. The consuItants could
not wait for years for such a system to be developed, so they bought some custom
software from a vendor. Such a requirement should not have been ignored by the
planning department for a number of reasons. First, since it is a user
requirement it should have been considered adequately. This would have also
prevented independent system development aetivities at the unit or departmental
level. Second, inadequate management of the training schemes would affect the
quality of the training process which in turn means that the Medical Federation
may withdraw its funding. This could result in losing accreditation for the
training programs resulting .in the loss of manpower. Had the system analysts
been aware of the consequences, they would probably have considered this new
requirement more sympathetically.

Other stages of SSADM have had problems as weil. The final set of
formalisms selected by the users does not represent the real environment . A
feasibility study of various options for implementation was carried out and later
presented to the users. Two interesting issues emerged. First, the users selected
do not represent the real setting of the Hospital Trust. The ward managers
involved in the study specialise in long stay residential care and non-acute
iIInesses. Consequently the focus of CIS is skewed in that direction. Second, the
residential non-acute specialisms are being relocated from hospitals to a
community setting. The requirements in the new environment will be sub­
stantially different from what they are at present. The system developers have
not considered this aspect. The reason is that none of the users from the acute
mental ilIness units has been involved in selecting options for CIS. The
underlying intentions for such a situation reflect the political motives of different
groups. Had the system anaIysts been aware, consideration would have been
given to such issues. The remaining stages of SSADM, though having been
carried out adequately, are insufficient because of inconsistency problems
highlighted above.

Logical security measures

It is a weil documented fact that prior to system development, designers should
achieve a deep understanding of the application problem domain (Baskerville
1993; Avison and Wood-Harper 1991). In terms of developing secure systems, it
is important that security features are considered along with the system design
process (Baskerville 1988). Accordingly, Baskerville identifies three distinct
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stages. First , the emphasis should be to produce the right kind of security rather
than implement security correctly. If the latter is the case, then security is being
considered as an afterthought to systems development. Second, security design in
itself should be characterised by either logical or transformational models' 3.

Third, rather than emphasising cost-benefit risk analysis, the focus should be on
the usage of abstract models. Though there is a lirnited effort in using these
concepts, the SSADM-CRAMM interface offers some opportunities.

The CIS system development team which used both SSADM and CRAMM
has however failed to capitalise of the benefits of the SSADM-CRAMM
interface. As of now CRAMM is the only risk analysis method that has been
integrated into the overall information systems design and development. The
method comprises three stages, each being supported by the CRAMM software
(Farquhar 1991). Stage I sets up the scope and boundary of the analysis. Owners
of the data are identified and interviews conducted. Stage 2 groups the
organisational assets logically by using a database of generic threats. Stage 3
suggests countermeasures on basis of asset groups, risk levels, etc. (see figure
4.5). The main difficulty of using CRAMM is the level of expertise expected
from the analysts in carrying out stages land 2 (polson 1995). Used properly,
CRAMM accepts inputs from different stages of SSADM. Stage I of CRAMM
proposes a set of countermeasures based on the initial system specifications. The
second review stage produces a set of countermeasures based on the initial view
of data and the business options as conceived by the analysis and requirements
specification stages of SSADM. The third stage identifies countermeasures on
the basis of the technicaI decisions taken while using SSADM. A final list of
countermeasures is generated which is later used in the physical design of the
system.

In CIS, the emphasis on generating countermeasures hasbeen skewed towards
stage 3 of CRAMM. Rather than using inputs from SSADM to identify
countermeasures at stages I and 2 of CRAMM, the system developers have used
the NHS Management Executive documentation to identify broad categories of
threats. A typical exarnple of this generic classification appears in table 4.1. An
important step in stage I of a CRAMM review is the identifying of 'data owners'
and then conducting qualitative interviews with them for asset evaluation. This
has not been done. Interviews were conducted only with the Chief Executive, the
Planning Manager, the IS Manager, Director of Finance, the Administration
Manager in one of the constituent hospitals and the Medical Audit Manager. A
few members of the CIS user group who did participate gave information more
suitable for system development activities than for asset evaluation. Moreover
the interviewees were not necessarily the 'data owners' .

The notion of identifying 'data owners' is complex in itself. This concept is
based on the presumption that almost "everything in existence on the earth
'belongs ' to some individual or organisation" (Dorey 1991). Therefore an owner
of an asset has authority over it and has responsibility for its safekeeping. This
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assumption facilitates the implementation of control mechanisms in a strictly
hierarchical manner. The origins of such a notion can probably be traced to the
military sector, where there is a prevalence of striet hierarchies and it is
relatively easy to delineate data into concrete physical entities. However, in a
civilian environment identifying responsible agents may not be all that easy.
This is more so in a hospital setting which is gradually evolving into an
organismic form (i.e. is developing strong external relationships and weak
internal structures).

Stage 1

• Detail the currentlplanned system
• Establish boundary and schedule the review
• Data and physical asset valuation
• Establish dependency ofdata assets on physical assets
• Abbreviated threat and vulnerability assessment
• Management review

•
Stage 2 •

•
•

•
•

StageJ •
•
•

Relate asset groups to threats
Threat and vulnerability assessment
Calculate security requirements, i.e . measures of risk

.......=ml~..~ ~

Countermeasure selection ....
Where relevant, examine existing countermeasures and
compare to those that are recommended
Use management help facilities
Produce recommendations
Management review

Figure 4.5 Overview ofCRAMM

In the Hospital Trust, although the analysts used CRAMM to identify possible
countermeasures to establish relevant controls in the physical design phase, they
did not carry out the tasks suggested in stages I and 2. The complexities,
problems and shortcomings in identifying 'data owners' and valuing assets are
marginalised when CRAMM itself is not used correctly.

Logical structure ofthe controls

The means of implementing security controls are as dubious as the form of the
controls . This becomes c1earon analysing the existing control mechanisms at the
Hospital Trust's CIS. Tbe analysis can beperformed by looking at processes and
the related modulators'". A simple example is the process of recording some­
one' s finger print. An impression must be left on a greasy surface, glass or
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special paper before being observed by the human system. In this case
modulation concems the manner in which a signal is given some physicaI
representation before being observed. This interpretation is a two-way process.
Not onIy can an object leave an impression (finger print - a sign) for inter­
pretation, but also a number of signs can be translated into a physicaI object.
Control is instituted through a feedback process, the emphasis ·being on having a
minimal level of departure from desired performance. An adequate control
therefore is the one in which the 'modularer ' retains the meaning of the final
outcome (for more details see Stamper 1973).

The controls in CIS can be analysed by looking at the characteristics of the
modulation process. Consider the Client Care module of CIS. Doctors diagnose
and analyse the patients' requirements through a complex set of signals, even
though they are observing a single modulation process. The meaning of their
final prognosis depends heavily on the relationship with patterns formed with
other signals. The module however is 'straight-jacketed' and does not a1low
subjective interpretations. Typically, it perrnits a doctor/nurse to enter the goal of
the treatment, expected outcome and the desired outcome. Additionally, there is
a facility to prioritise the goals. The controls emphasise the efficiency of service
delivery, giving no consideration to outside influences. The controls are
implemented with the assumption that inputs and outputs of the modulator (the
rule structure of CIS) can adequately be captured and assessed . Furthermore it is
assumed that the primary source of given data will go in as input to CIS and that
the output is a result of a convenient recording operation. The doctor or a nurse
can then see the deviations in performance which can subsequently be rectified.
The mechanisms are represented diagranunaticaIly in figure 4.6.

If we take a real life example of a patient coming into hospital for treatment,
the simplistic control struetures of the module become obvious. An initial review
of the patient rnay indicate symptoms of some kind of Schizophrenie psyehosis
but it may require considerable effort to pinpoint the dass of schizophrenia.
Since the goal, expected outcome and desired outcome cannot be stated as clearly
as the system expects us to do, the very use of the module becomes questionable.
In terms of modulation the origins of the problem can be traced to the influences
of other signals onto the modulator. In the particuJar instance of diagnosing
Heberphrenia, a dass of Schizophrenie psychosis, the other signals take the
form of symptoms such as ' shallow mood accornpanied by giggling', 'self
absorbing smile', ' hypochondriacal complaints', etc. The final interpretation of a
doctor may therefore be very different from the perceived outcomes. The system
attempts to impose a strict formal control of comparing the output to the input
without considering the complexity of the task. The existence of such controls is
very problematic and raises concerns for security - particularly that of mis­
interpretation of data. This is, in our definition, a serious security concem.
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Figure 4.6 The controlfeedback loop and the emergent concerns

Summary and discussion

The health care delivery process as conceived and conceptualised by the
managers ofthe Hospital Trust (see section 4.2) has subsequently been translated
into a computer based information system. Ideally, the computer based system
should link the understanding and expression of ideas to the formal systems
(Liebenau and Backhouse 1990). This should form the basis for generic solutions
around which specific applications can bebuilt . Liebenau and Backhouse (1990)
identify the notion of 'usage' and ' reference' as fundamental to establishing a
link between the intentions and meanings (i.e. semantic considerations) and the
formal representations (i.e. syntactical issues). 'Usage' refers to the ways in
which formalisms are created and the concept of 'reference' links the formalisms
to actual actions. Considering the computer based systems development
activities, the various modules of CIS represent the formalisrns which encompass
the elements of health care delivery process. The actual delivery of services is
related to functionality of the modules. In a good systems development activity,
the eorreet use of 'usage ' and 'reference' concepts is very important since it
allows us to relate meanings of our actions in the real world to actual physical,
social and legal operations.

Table 4.5 summarises the security concems for each module of CIS. These are
Iinked to an inadequate understanding of the 'usage' and ' reference' issues by
the system analysts. Part of the problem related to imperfect representation lies
with the kind of metbodology chosen for systems development, i.e. SSADM. No
doubt SSADM helps in mapping requirements of tbe manual system, but it is
rather difficult to generate a ' rieb picture' of an organisation. Consequently, the
rules and procedures of the information system do not eonsider the power,
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politics, intentionality and beliefs of different individuals and groups (i.e. the
semantic components). The system developers lack a clear understanding of the
' real world ' resulting in the development of a defective system, which runs a
high risk of under utilisation, cornplete abandonment or even misuse.

Table 4.5 Summary 0/theform 0/ CIS and related security concerns

CIS sub- Issues regarding Security concerns
systems nature of tbe relationsbip of

formalisms formalism to actions
('usage') ('reference')

Administer Translates the The module relates Though primary concern
Client whole manual to the actual is for privacy that can be

operation into a practices maintained by password
computer based protection, there are
one however implementation

problems
Provide Presumes that Computer based Problem of validity of
Care patient needs can classes do not perceived actions.

easily be adequately represent Because of such
categorised and the ' real world ' inconsistency problems
hence imposes actions even simple control
predetermined mechanisms run the risk
classes of ofbeing rnisusedlnot
activities used

Manage Translates Falls short of Threats of vulnerability
Pharmacy pharrnacy record fulfilling the basic to competitors and

maintenance onto objective of integrity problems of the
the computer pharrnacy costing and pharrnacy processes

drug utilisation
reviews

Administer Formal structures Logically the module Because this module
Trust of this module would generate draws information from

presume that all relevant management ' provide care ' and
other modules are information 'resettle dient' modules ,
being used its success depends on
adequately those modules

Resettle Module based on A worrying trend CIS attempts to be a
Client the premise: because it questions medical decision support

minimise patient the very existence of system. Validity of such
stay in the hospital a managers job. This systems is questionable.

has prompted Raises problems of
managers to reassess power and conflict
their objective

Manage Computerises the No emphasis on Excessive personne!
Staff personnel aspects: training and controls result in
Deploy- wages, salaries, development - areal alienating employees
ment duty rostering etc requirement
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4.4 Emergent issues
The purpose of this section is reflect on the key findings from the Hospital Trust
case study. These are then related to the problem of managing information
system security. Information system security is considered as astate of caution
and safety with respect to the information handling activities of an organisation.
In terms of the definitions presented in chapter 1, security can be achieved
through the maintenance of consistency and coherence of the information
systems.

It is interesting to note that within the Hospital Trust, security has been
viewed very narrowly. Although the possibilities for the occurrence of adverse
events have been explored, the countermeasures have been restricted to access
control mechanisms. The wider contextual issues with respect to the information
system have largely been ignored. Hence there is a strong likelihood that the
computer based information system at the Hospital Trust will neither contribute
towards enhancing the productivity nor the effectiveness of the organisation, but
rather it may make the organisation highly vulnerable. This is because there is a
mis-match between the actual practices and the formally designed computer
based information system. There are two contributing reasons. First, since the
organisation represents a split hierarchical structure (i.e. between clinicians and
managers), the informal organisational norms are very weak. Furthermore the
clinical and business objectives do not support each other. The combination of
these factors hasresulted in a remarkable difference between the roles created by
the formal system and how they actually exist in practice. Second, although all
stakeholders (doctors, nurses and managers) agreed that ideally the system
would be a boon to the organisation, there was disagreement on the manner in
which it was developed and implemented. The organisational work practices
were technology driven, i.e. it was the computer system that was determining the
formal reporting and authority structures. Moreover, it was also forcing unreal­
istic informal social groupings on to the members of the organisation . Since the
key players were unhappy with the change process, there is a risk of system
misuse.

In such an environment, however extensive the control mechanisms for
preventing the occurrence of adverse events, there is a strong likelihood that
most controls may either be ignored or be inappropriate to the real needs of the
organisation. In order to make the controls effective, what is needed is coherence
between the technical computer based information system, and the environment
in which it is embedded. In the case of the Hospital Trust, it is contended that
the computer based system is largely based on the formal rule based manual
system. In that case a careful analysis is necessary so as to assess whether it is
appropriate to computerise everything. At face value this may not seem to have
any security implications. However, the inability to understand such aspects
leads to incoherence and inconsistencies in the operations of the organisation.
Although the analysts may consider the system to be technically foolproof,
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because the people using it are unhappy or discontented, there are strong chances
of the controls being subverted.

Another emergent issue relates to the manner in which the system was
conceived and planned. It is clear from the empirical study analysis presented in
the previous section, that the motivations for developing the system were more
political in nature, rather that the real need. Consequently, the whole policy
planning process is quite ad hoc in nature. With respect to information system
security, there has been practically no emphasis on developing a policy. Within
the organisation it is believed that a very generic policy statement developed by
the NHS management executive would be sufficient. This further demonstrates
complacency on part of the CIS project team.

Table 4.6 Resu"'; ofmajor issues

Emergent issue

Planning and
seeurity poliey

Evaluation of
security

Design
considerations for
seeurity

lmplementing
information
system seeurity

Interpretations from the Hospital Trust case
Reasons for developing an information system are more political
than otherwise.
Information systems planning is ill-coneeived.
Security planning and policy is not eonsidered as an issue.
No strategie importance was attached to the evaluation of
security.
CRAMM was used to assess the risks ,
Risk analysis was condueted in a very ad hoc manner.
Environmental faetors have not been adequately considered.
Proper requirements analysis has not been carried out.
A very narrow teehnical perspeetive has been adopted - thus
ignoring the human element.
Security, if at all considered, has been an after-thought.
lmplementation of various controls has been arbitrary.
No consideration has been given to the beliefs and expectations
the stalceholders.
There was a major security risk through the ' creation ' of a
disgnmtled employee.

Based on the analysis of the Hospital Trust case presented so far, four key
themes pertaining to the management of information system security can be
identified: the planning and security policy issues, the evaluation of security,
information systems design consideration in security and the implementation of
security. A resume of the major issues is summarised in table 4.6 and discussed
at length in chapter 6.

4.5 Conclusion
This chapter has attempted to describe how the computer based information
system within the Hospital Trust was conceived, analysed, designed and
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subsequently implemented. By using the conceptual framework proposed in
ehapter 3, the analysis of the case revealed ineonsisteneies in the design and
management of the information system. Discussion in this ehapter has also
revealed that with respect to information system security, the CIS project team
has considered the syntactie and the empirie issues only. The pragmatie and
semantie aspects have largely been ignored. It also becomes clear that indeed the
deep-seated pragmatie aspects of the Hospital Trust have a significant bearing on
the securlty of information systems. This contention supports the main argument
of this book. The key themes identified in this ehapter form the basis for
developing a synthesised perspective later in the book.

I Syndicalism is a form of occupational power in which workers attempt to regulate
their own work. With origins in the medieval guilds, the thrust is on introducing
extended periods of subordination and initiation. Once trained, individuals gained
considerable occupational autonomy.

2 The concept of a medical product is increasingly being used by the managers. A
typical pre-reform hospital provided a wide range of clinical services . For the purpose
of administration and accountancy, these services are referred to as products. Since
some products prove to be more profitable than others, a ' rational post-teform
hospital ' may choose to discontinue the production of less profitable ones (Whynes
1993).

3 lt may be noted here that the IT infrastructure is (and has been planned) on the
presumption that there are three hospitals within the Hospital Trust and that there will
be significant electronic communication between them. However, the management bas
made concrete plans to rationalise the services as a result ofwhich two of the hospitals
are being closed completely. This decision bad been taken by the Trust long before
commissioning the CIS project. These facts have been completely overlooked by the
CIS project team. The Trust administration and the software development consultants
have not considered this in their plans . Rather, three separate feasibility studies for
developing a networked environment have been conducted.

4 ibid.
5 CIS risk assessment was done by using CRAMM. CRAMM complements the systems

analysis and design methodology, SSADM, which was used for development. There
are however problems in using CRAMM, since it requires a significant level of
expertise and an understanding ofthe organisational environment (Polson, 1995). Risk
assessment and systems development for CIS was commissioned from outside consult­
ants . Considering the nature and quality of risk assessment done, there are doubts
regarding the competence ofthe staff (see section 4.3.4) .

6 This judgement is based on the interviews conducted by the author.
7 This is especially true ofjunior doctors (Registrars), who generally come on a teaching

rotation of one yearduration.
R It should be noted that while the middle and top level managers refer to patients as

' clients' , the nurses still call them 'patients'.
9 Politically this may be subject to some debate.
10 Loveridge (1992) does not use the term 'organic' . However , it can be interpreted that

indeed the structure of the NHS, abetted by the medical profession, is cbanging.
Loveridge notes that "the nature of medical control over the delivery process and over
deployment of clinical knowledge is ... eroding" p218 . When considering the Hospital
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Trust case, there are clear indications of such a trend. This has resulted in many
consultant doctors ' diluting' their relationship with the main place of work. In the
Hospital Trust more than half of the consultant doctors had strong professional
interests outside the hospital. This signifies a move towards the creation of organic
structures.

11 The term stakeholder is used in a commonsensical manner and connotesany person or
organisation that has interest in a given activity.

12 Not only are there a number of organisations which would be interested in such
information but disclosure of information about behavioural patterns of a patient could
be deleterious to the treatment.

n Logical models consider the needs of a system in a data-oriented (functional) manner.
The transformational models emphasise more on the organisational and behavioural
needs. System development for CIS is based on logicalmodelling.

14 The basic ideas of modulation are rooted in Shannon's Mathematical Theory of
Communication. The notion assumes that when a message is communicated it gets
translated while moving from one medium to another. In doing so it carries a set of
patterns from one medium and imposes them on to another.



5 The case of managing IS and security in a
Local Council

5.1 Introduction
The case study described in this chapter concems the management of
information systems and their security within a Local Govemment Council. In
order to develop an insight into the systems in place, the Public Services and
Works department, the biggest unit within the Council , was sampled out. At the
time of the study there was an initiative within the Council to introduce a
'federal' IT infrastructure. This was happening amidst increased socio-political
and economic pressures. Indeed the case study was selected because of the
ongoing change programme.

This chapter discusses the various contextuaI influences within the
organisation. Section 5.2 describes the nature and orientation of the Local
Council, especially with respect to changes initiated at the national level. Section
5.3 presents an analysis of the case study. It uses the conceptuaI framework
developed in chapter 3 to examine the management of information system
security. Section 5.4 identifies the emergent themes for discussion. These form
the basis for developing a synthesised perspective in chapter 6. Section 5.5
coneludes the interpretation of information system security in the Local Council.

5.2 Organisational background
Organisational processes, management structures and information systems are
largely influenced by the wider contextuaI changes within an organisation. This
section therefore evaluates the context of organisational events and actions
relevant to the Local Council. The first part of this section focuses on the broader
sectoral context and sketches the post-war history of changes in local authorities.
The second part describes the setting of the case in question, followed by a
discussion of the IT infrastructure in place.

5.2.1 Local Government in the UK

The years between 1945 and 1975 have often been termed as the 'golden age' of
British local govemment. This period represented a time when spending in this
area rose and new responsibilities were added incrementaIly. This trend seemed
to make locai govemment an important pillar of the British political system.
However, there were concems about providing community support on the one

92
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hand and the need to ration the 'offerings' on the other. Having recognised the
pitfalls, there were attempts in the 1960s to modernise services. These efforts
focused on providing a clear weH defined set of services (e.g. education, housing
and social services) at a local level, with reasonable efficiency and local
democratic accountability. The changes resulted in the creation of the Greater
London Council and a set of new London Boroughs.

The beginning 0/the changes

1974 saw major changes in local administration with the introduction of a two­
tier system of Counties and Distriets throughout England and Wales. This was
followed in 1975 by a new system of Regions and Districts in Scotland. The first
tier included County Councils in England and Wales and Regional Councils in
Scotland. The thrust here was to provide services that were most suitable to
administer on a large scale - for example the highways, transportation, police
and fire . The second tier comprised the District Authorities. The focus being on
the provision of local services, for example, bousing, refuse collection and
recreational facilities.

The intention of this reorganisation was not to redefine administrative
boundaries and allocate service functions between different types of Authority,
but only to increase the efficiency of local government. A 'corporate planning'
model was adopted as a means of achieving this purpose, and a typical structure
constituted of a Chief Executive, a Management Team of departmental Chief
Officers and expanded central support functions sucb as personnel and
management services .

Towards a market driven authority

There is widespread agreement that the functioning of local government has
changed significantly since the 1980s. This has primarily been because of the
Local Government Planning and Land Act of 1980. The Act introduced controls
that resulted in penalising councils that spent more than a previously determined
limit. 'Hit-list ' councils, tbat had 'excessive and unreasonable expenditure' ,
were identified. First steps in this direction were taken in Scotland in 1982-83.
This was followed by legislation on 'rate-capping' in England and Wales in
1984, making it possible for the central government to set a maximum level of
local taxation for particular councils .

The tbrust at that time bad been on efficiency and the trend was towards
introducing a market ideology. There were two claims which formed the basis of
this orientation. First, that market orientation in the delivery of services would
increase the efficiency with a dominant stress on 'value for money'. Second, that
direct accountability to 'consumers' would increase as a result, thus shifting the
emphasis from local governments being responsible to citizens (througb political
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pressures and elections) towards being responsible instead to consumers (because
offorms ofmarket pressures) (Cochrane 1993).

The orientation towards 'consumerism' should not be interpreted as local
govemment being replaced by central direction, or by the market. Yet it should
be recognised that substantial change has taken place. This change, as the Audit
Commission puts it, is in relation to understanding citizens as 'customers' ,
rather than 'clients'. This means that role of the Councils should be to encourage
a "diversity of provision from a range of agencies" rather than seeking to deliver
directly (Audit Commission 1989). In a similar vein Brooke (1989) considers
that in the future there would be a range of single service agencies with a strong
and a coherent political, professional and managerial leadership based around a
central core of strategie planners and regulators. A second, and managerially
inclined cadre would run the services. This vision fits weil with the overall
govemment programme since the late 1980s.

Because of the changes resulting from govemmental polices and legislative
measures, the final outcome has been to mimic a relationship that exists in the
private sector. This was formalised in the resultant Citizens' Charter' . The
emphasis of local govemment therefore has shifted towards 'customer service' .
In fact at the present time terms such as 'customer service ', 'customer care' ,
'closeness to the customer', 'public service orientation' are all being widely used
in local govemment circles. Based on the private sector model, the use of the
word 'customer' implies a two-way relationship, in which customers can make
choices, have appropriate information to make those choices, have access to
goods and services if they are willing to pay and gain redress if they are not
satisfied.

With an increased orientation towards the customer,local govemment is
striving to get closer to the public. This involves looking into six different issues.
First, there is a need to find out what the public wants. The CBI's document,
Workingfor Customers translates this as folIows: "Working for eustomers means
just that. Finding them, listening to them, thinking like them, anticipating their
needs and solving their problems" (Confederation of British Industry 1983).
Second, judgement needs to be made about the extent to which an authority is
meeting the needs and wants of the customers . This can be effectively done by
the customers themselves. The National Consumer Council argues that local
authorities can become more consumer oriented by setting targets for perform­
ance, measuring and reporting achievements and giving consumers the
information to question performance. Third, the level of communication with the
public needs to be increased. This pertains to providing information about local
govemment activities and services. Fourth, public access to information needs to
be improved. It involves making it easyfor those interested to take an active part
in the local govemment. Fifth, new ways of thinking about eustomers and often
new ways of behaving towards them should be inculcated. This entails
developing a customer culture. Sixth, the service should be organised in such a
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way that those struetures and procedures are adopted that are convenient for the
public. The methods employed to develop such a customer orientation gave a
considerable boost to the use of information technology within the local
govemments.

Initiatives in the local govemment and computer based systems

The complex organisational environment, new organisational forms of the local
government, and pressures from the changing economic and social contexts have
indeed brought quality issues to the forefront. The extensive use of information
technology is further heightening the situation. Today, information technology is
considered not only as the cause of many changes, but also a consequence.

Though the change in orientation of local govemments and the use of
information technology to support the changes are a recent phenomenon, the
history of the growth of computing within the local govemment can be traced to
the 1960s and early 1970s. Outing that period the use of computers was largely
determined by expenditure and employment levels and was hence restricted to a
few support areas . Today, information technology is not just confined to the
expanded central support functions , such as personnel and management services,
but is playing a crocial role as a catalyst enabling the changes to take place
(Land 1990).

The CUTTent profile of use of information technology within local government
has evolved from large mainframe applications focusing on efficiency to a
networked environment where the impetus is Iargely political. In this transition
the control over information technology has shifted from a centralised inform­
ation technology department to the users. Information technology is no longer
considered as a central resource that is based on mainfrarnes and is hardware
driven. Rather the focus today is on distributed technology where most
developments are software driven . There is also an increased tendency towards
outsourcing.

Advances in the technology have encouraged the formation of small and
medium sized enterprises and the break-up or the decentralisation of large
organisations. Sanderson (1992) notes that within the local government vertical
control hierarchies are being replaced by lateral structures that have a devolved
control. Furthermore. there is a new emphasis on 'organisational culture' . This
is leading to a networked form of an organisation where there is a small 'core'
workforce that is supported by a large 'peripheral' low-skilled, part-time or sub­
contract labour force.

The development and use of information technology applications within local
govemment can be c1assified loosely into two groups. First, there is a range of
systems oriented towards providing and handling information for management
and administration. Examples of such systems can be found within the payroll,
personnel, budgeting and accounting functions. Second, there are systems
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concerned primarily with the services provided by the Authorities. Systems
within this category can either be for providing information regarding day to day
activities or may be aimed at providing information for monitoring and policy
planning purposes. It is this last group of systems that has attraeted most
attention in terms of "providing mechanisms for improving the human
condition" (Barras and Swann 1985; p61). The case study presented in this
chapter focuses on such systems. Typical examples of these systems within local
government are as follows (some of the examples are based on Barrett and
Masters 1985):

• Systems that monitor the changing size and strueture of the population in
an area, thus helping in identifying particular subgroups - school age
population, elderly, etc.

• Systems that help identify and delineate problem areas such as level and
dynamics of unemployment.

• Systems monitoring the pattern of residential and commercial
development, thereby facilitating planning and development of
infrastructure (e.g. schools, libraries, etc).

• Housing systems which provide support for allocating council housing.

• Systems that monitor public transport provision.

• Systems that monitor refuse colleetion.

The use of such systems has predominantly been for policy planning. Since
the 1960s there have been major initiatives to develop integrated information
systems that could support functions such as payroll, budgeting, transport
modelling, etc. The development of such integrated systems was encouraged by
the General Information Systems for Planning report in 1972 and the McKinsey
report in 1975, which were commissioned to assess the information needs of
local authorities. However, there is a widespread belief in developing small,
dispersed and operational systems (Barrett and Masters 1985). In practice this
intent has not been realised. Increasingly there are political pressures to link and
integrate widely dispersed systems, typically referred to as ' federal IT
infrastructures'. The basic principle behind the linking of numerous small
independently developed and managed systems into a loose network is valid, but
problems arise when the application domains are significantly diverse. This is
discussed at length in section 5.3 below. Furthennore, many of the integrated
systems developed in the 1970s were not entirely successful. Failure has
generally been attributed to the inadequate scaIe of resources, the timescale and
remoteness of systems from the users. Examples of some of the integrated
systems of that period are: Local Authority Management Information System;
National Gazetteer Pilot Study; Spatial Analysis and Retrieval System; Local
Authority Financial Information System.
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At the present time, falling costs and improved technology have made large
systems feasible and cost effective. As a consequence many large integrated
systems have been developed, although the extent of their use still remains
questionable. The often cited success stories are the big systems, such as SOSCIS
- a system to record social service clients , and HMIS - a system to manage
housing provision. There is a trend also for software houses to develop custom
software to undertake particular tasks. The role of integrated systems, however,
is bound to change, especially when there is an increased tendency towards
decentralisation and empowerment.

The Local Council, which is the focus of this study, operated in such an
environment, characterised by changing national policies, new technologies and
a lack of a consistent vision. Differing political motives further eomplicate the
situation. Section 5.2.2 discusses the organisational setting ofthe Local Council.
Next the core business activities and the implications of the wider contextual
changes are highlighted.

5.2.2 The Local Govemment Council
The Couneil is a typical Government Council with wide-ranging activities. The
spread of activities can be gauged from the Council 's involvement in Publie
Services and Works , Housing, Social Services, Transportation and Refuse
Collection.

Organisational structures
The Local Council is headed by a Chief Executive and supported by Directors
who are in eharge of particular departments. The 'Chief Executive 's Office'
provides strategie support to the functioning of the Chief Executive and the
Council. Each of the Departrnents has a number of Assistant Directors who are
responsible for their own specifie divisions . They are in turn supported by
Principal Officers, Managers and Assistants .

Within the Council there is a growing trend to decentralise activities and
consequently departrnents vary considerably in respect of hierarehical structures.
In the housing departrnent for example, there is a top management emphasis on
developing professional teams. It is believed that such teams ought to be
constituted of "commercial and slick" managers who respond to customers'
needs . The thrust therefore is to ereate a flexible environment that eneourages
enterpreneurship - although within a framework ofuniformity.

In spite of a growing trend towards decentralisation and delayering, some
departments have been slow to take up the new ideas. The reasons for this can be
attributed to the very nature of the work. The Public Services and Works
Department, for exarnple, still operates in a fairly hierarchical manner, although
initiatives by the Chief Executives' Office are fast transforming this mode of
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working (discussed in detail in the following sections). The Social Services
Department also has a traditionaI approach towards its clients. Some employees
feel that they were significantly constrained by their job descriptions and
departmental boundaries.

The service care delivery process

Whatever the organisational forms and the mode of working , there is a common
focus, across a11 departments , on service delivery. There are three main drivers
for this orientation. First, the emergent governmental regulatory framework
because of the Citizens ' Charter. Second, the increased awareness on part of the
citizens thus leading to greater expectations. Third, the "economy, efficiency and
effectiveness" drive of the Audit Commission. As a result , the Local Councillays
significant emphasis on measuring service performance as a means of improving
service delivery .

Service delivery within the Local Council is a dynamic process with the
customer being the focus of attention. The eustomers of local government often
do not conform to the private sector model, where they actively decide their own
needs and wants. The idea of a customers' is far more complex, with people
having different status and varying degrees of control over the services they
receive.

In providing services, the Local Council focuses attention on the needs and
views of eustomers. The underlying purpose is to be more helpful, thus making it
easier and more pleasant for the publie to use the service. In doing so service
delivery is envisaged as an input-output process (figure 5.1). A concerted effort
is made to assure the quality of service delivery . In line with the Audit
Commission requirements importance is given to economising on the nature,
seope and orientation of the service. Data is eonstantly gathered from the public
to assess and monitor service utilisation. Furthermore, because of the current
trend towards outsoureing, extra effort is made to manage the contracts
effectively. All these activities require the timely availability of the right kind of
information. Consequently, there has been a renewed emphasis to deveIop
computer based information systems that can best serve the purpose.

A greater need for precise information, coupled with inereased customer
orientation, is making the Local Council more results oriented. This contrasts
with the earlier emphasis on methods and procedures for delivering services .
Because of this new orientation, the pattern of use of information contained in
systems is very different from the previous, more administratively oriented
systems. The differences arise at three levels :

1. The usefulness of the systems is not limited to standard predefined
reports . Instead, the systems are expected to respond to ad hoc requests.
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2. Although predefined monitoring systems have been established and
adequate information is generated for that purpose, there is an emergent
need to provide information for short-term decisions. Increasingly,
systems are expected to fulfil Ws need.

3. With an increased emphasis at present on customers, the heavy users are
the professional and technical staff as opposed to the administrative
departments.

This has resulted in 'patchy' systems developmental activities that have
centred on specific subject areas and particular end users. Such efforts raise
many interesting questions about system risks and infrastructural security . These
are discussed in the following sub-sections.
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Figure 5.1 The service delivery process at the Local Council as envisaged by
the management

5.2.3 The IT infrastrueture

The Local Council spends over one million pounds on the acquisition of personal
computers and software each year. There are a number of Local Area Network
servers within the Council. The Public Service and Works department, which
was the focus of empirical study analysis, spends over i200,OOO per year on
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information technology, in terms of hardware and software acquisition, on
services from the IT department, or on direct charges.

Some of the key computer based systems within the Local Council are Iisted
below:

• The Electoral Register System that is housed in the Council Secretary's
department.

• The Works Orders Processing System for managing Council owned
properties that is used by the Building and Architectural Services.

• The Careers System, the School Administration and the Education
Awards System operate within the Education department. The functions
range from basic school administration processing, calculation and
payment of awards for school children and students in further education
and to maintaining records of clients, vacancies and employer list.

• The Housing Benefits System processes Housing Benefits and issues
payments and rebates. The system interfaces with numerous other systems
within the council. There is also the Housing Applications System that
holds applications for Council accommodation and transfers in priority
order to reflect the Council's allocation policy.

• The Finance Department has a number of small systems dedicated to
specific tasks. These include, the Centralised Cash System, Mortgages
System, Sundry Debtors System, Sundry Income System, Commercial
Rents System, Council Tax System, Non-Domestic Rates System,
Creditors System, Benefits Cheque Reconciliation System, PayrolV
Personnel System, General Ledger System.

• The Corporate Payments System within the Personnel and Management
Services department is used to enquire about payments made by the
Creditors System.

• The Planning Applications System of the Planning and Transportation
department processes Planning and Building Control Regulations
applications throughout their life history. There is also the Planning
Decisions Analysis System that provides statistical analysis of floor space,
etc., and other changes arising from planning applications.

• The Homecare System within the Social Services maintains details of
Home Helps and Clients, scheduling of visits to clients and payment
processing for Home Helps.

• The Excess Charges System that processes car parking fines, including
payments, reminders and court case details is used by the Public Services
and Works department. The system interfaces with the Centralised Cash
System and DVLA.
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• The Trade Refuse System within the Public Services and Works
department monitors the collection of trade refuse.

The above list is not exhaustive, but gives a flavour of the various applications
within the Council. Each of the departments of the Local Council comprises a
number of sections. These sections in turn have in place very specialist computer
based systems. For example, the Public Services and Works department is
constituted of 14 sections. Each has a dedicated system in place.

The computer based systems in the Local Council are based on ICL hardware.
The main networked infrastmcture within the Local Council comprises one
Novell connected device, one live ICL OSLAN backbone (plus one reserve), one
short backbone for the SUN Digital workstations, one in reserve for
contingencies. There is also a thin Ethernet network linking the four text
processing centres at the main location.

Security

Systems within the Local Council process information of varying degrees of
sensitivity. It is ofutmost importance that existing controls are not subverted, the
systems are not misused and access is granted in accordance with the stated
policy. The responsibility for checking compliance and auditing information
system security resides with the Computer Audit Manager, who is placed within
the Local Council Audit Services.

With respect to the networked infrastructure, security at present is largely
restricted to managing access rights. The computer audit findings have,
however, identified some interesting gaps. These shall be discussed at length in
section 5.3. In terms of access control, the network supervisor access profiles are
held by the Information Centre analysts (the Information Centre is part of the IT
department). These analysts are responsible for the maintenance and installation
of some thirty Novell Netware servers, as weIl as the network backbone
infrastructure including mainframe and external links. This access allows fuJI
read, write, amend and delete access to dient data to take place without the
knowiedge of, or control by, the user department. The CUTTent Netware version
allows network supervisors to do anything with the data without leaving any
audit trail. Furthermore the security of the network is managed by the analysts
on a 'quick-fix' approach. Problems are tackled as and when they appear and the
analysts set their own priorities.

In evaluating and anaIysing the security requirements, the Audit department
uses a four-stage approach:



102 Managing information system security

Table 5.1 The security review method at the Local Council

Stage

I: Interviewing

11: Exploration

m.Detailed
examination

IV: Reporting

Description

Interviews are conducted with
Computer Liaison Officers'
within various departments.

Documentation , testing and
analysis of preliminary
fmdings.

Further examination of areas
ofconcern.

Findings are reported to the
departmental heads .

Activities performed and
tecbniques used

Location , environment and
maintenance is assessed; access
controI is assessed; acquisition of
h/w and S/W is assessed; Data
Protection Act compliance is
assessed.

The above situation is matched
with extensive checklists. The
checklists present all possible
controls within a specific
environment.

A qualitative judgement of
potential problems is carried out
by the Computer Auditors.

A descriptive report with
recommendations is prepared by
the Computer Audit Manager.

The security reviews at the Local Council have a very qualitative character.
Questionnaires, observations and audit software are used to assess the potential
vulnerabilities. The actual implementation of the technical controls is carried out
by the analysts within the IT department. With respect to the non-technical
organisational measures, reconunendations are made to the respective depart­
ments. It is not the responsibility of the computer auditors to see through the
implementation ofthe controls.

5.3 The case study
The previous section of this chapter described the contextual aspects of the Local
Council. The social, economic and political environment of local government
was described. The management operations and the IT infrastructure were also
explained. This section critically analyses the various aspects of the Local
Council. The framework developed in chapter 3 is used to analyse critically
various aspects of the organisation. The main focus is on interpreting the
management of information system security. The analysis is based on table 3.1
and considers the most generic human and cultural aspects as weil as the more
specifie issues related to form and means. This gives a rieh picture for comment
on the implications for the seeurity of information system within organisations .
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5.3.J Analysis 0/the 'business world'
Tbe analysis of the 'business world' of the Local Council helps in reviewing the
organisational purpose and its relationship to the use of information technology.
This a1lows us to interpret the irnplications for security of infonnation systems.
With respect to the management of infonnation systems, three distinct
stakeholder groups can be identified. Tbese are the Chief Executive and his
advisers , the auditors and the user departments . Tbe following paragraphs
discuss the business world issues in relation 10 these three groups of
stakeholders.

Organisation 0/ the three groups

For the purpose of this analysis, the Chief Executive and his advisers would be
called the 'Strategy Group' . This is because this group of people had a broader
vision than that of the departmental users or even the auditors. Tbe Strategy
Group is largely the Chief Executive himself, the support staff from the
Executive Office, and some key people from the IT department". The orientation
of this group has significantly changed over the past few years. This has largely
been in line with the contextual trends discussed in the previous section.
Interviews with members of the Strategy Group revealed three distinct phases in
evolution ofthe management style within the Council. Tbese are: ' corporatism' ,
'professionalism' , and 'federalism" (figure 5.2). The use of infonnation
technology within the LocaI Council has also matured accordingly.

Key Charac teristics:

Unified, integrat ed
& planned approach

Centra lised IT
systems

Emph asis on
spec ialist expertise
autono my &
self regulation

Dece ntrs lised IT
systems

Appropriate
interaction of
functionalities

'Federa l' IT
systems

Figure 5.2 Trends in the Local Council
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In the mid-1970s, the Local Council was passing though a 'corporatism'
phase. This was the time when all managerial problems were considered to be
interrelated. Hence a unified, integrated and a planned approach was considered
appropriate. This period saw a concerted effort towards centralised information
technology systems. The Local Council focused on providing a number of
discrete services, each connected to a distinct environment. In later years,
typically until the mid-1980s, the dominant notion among top managers in the
Local Council was 'professionalism' . The emphasis then was on specialist
expertise with a consequential stress on autonomy and self regulation. Therefore
the thrust was on effectiveness of the services provided. By this time information
technology infrastructures had also become significantly decentralised. In recent
years however, there has been a growing trend towards 'federalism'. Federalism
connotes the appropriate interaction of various functionalities. Though the
organisation as a whole remains united, the individual departments retain
significant independence. Such a situation has significantly been aided by the
development and use of computer networks within the Local Council. The aim of
the senior management in the Local Council today is also to develop a 'federal
IT infrastructure".

In spite of the changes in the immediate environment, the user departments
have largely remained unchanged. They have inherited a traditional hierarchical
structure. However, the extensive use of information technoIogy and networking
is flattening organisational structures. The departments no longer have strong
internal coalitions. There is a growing trend towards making strong links with
external parties. The IT department for example has largely been outsourced.
The situation is further complicated by increased competition. Because of
pressure afforded by an ever-changing environment and imposition of federal
structures, the departments feel that they have little strategic control over their
operations. This has resulted in a strong criticism of top down standardisation
drives. For them the onus is on being more responsive to business needs. The
Strategy Group on the other hand considers this environment to create 'non­
standardised islets of service expertise' that are incornpatibIe with the rest of the
organisation. Furthermore, it feels that there is no central control on overheads
with an imbalance in scales of economy, and no critical mass of skiUs. The
conflicting objectivesof different stakeholders are represented in figure 5.3.

The Strategy Group recognised these differences and hence started
considering a more federal structure in its management. In terrus of use of
information technology, the Strategy Group objectives have largely been based
on a mainframe culture, whereas the user department objectives show a
resemblance to decentralised end user computing environments. It is envisaged
by the top managers within the Local Council that needs of the networked
environments of the future would be appropriately addressed by the 'federal
objectives' . The changing orientation and adoption of new technological
infrastructures have posed a complex set of problems for the third group of
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stakeholders - the auditors. Their main concern is with respect to their
competence to address the cbanging needs. The implication of these cbanges and
their responses are examined in detail in the sections that follow.

'Strate2Y Group'
Objectives

'User Department'
Objectives

Responsiveness
Control of overheads
Control of standards

Variable standards

Group-wideperspective
Pooledexperience

Synergise

Usercontrol

Responsiveness to
busmessneed

Economies of scale
Critical mass of skills
Integration

- - - - - - - - - - - - - - - - - - - - - - - - I

I

I

I

I
I

I
I
I
I

I
I
I
I
I
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Figure 5.3 Differing objectives ofthe stakeholders

Differing expectations, obligations and the value system

The structural cbanges within the Local Council have fostered significant
transformations in the expectations, obligations and value systems of the
different stakeholders. The present Chief Executive is an information technology
enthusiast. In his current job he hasa vision to change the culture and attitude of
the people within the Local Council. This, he thinks, is possible if everybody in
the organisation can communicate freely. With this conception in mind, an
'Electronic Communication Initiative ' was lannched in 1994. Underlying this
vision is a more pragrnatic need. Since the context is becoming market oriented,
the Chief Executive views the Local Council as a network of service purchasers
and providers. In such an environment information and communication are a
key to enabling the links between a diverse range of services. This belief also ties
in with the federal struetures and infrastructure espousedby the Strategy Group.

The users on the other hand consider these strategies to be of no use. As one
section manager in Public Services and Works pul it, "...what's the use, they do
not understand our needs" . In this case reference was being made to the
organisation wide networking initiatives. Another manager, stationed at one of
the Depots, went on to say that there was a clear communication gap between
what is planned and what actually happens at the front end. This is an indication
of amismatch between the corporate agenda and the development of information
technology infrastructures (this issue is discussed in detail in the next sub­
section).
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Further investigations into the beliefs and values of the users revealed two
distinct groups: a group that believed in the ideals of ' federalism' as presented
by the Strategy Group, and one that was more traditional in orientation and
believed in autonomy and self-regulation. Those in the latter category were
mostly based in the sections and had little or no contact with those in the
Strategy Group. In this regard there appears to be a core concem about the
manner in which the Strategy Group conceives and enforces its ideas. No doubt
there are arguments in the literature (e.g . Cooke 1992) that encourage
management changes for maintaining the quality of service provision, but there
is also a clear mention of involving the front-line people. Taylor (1988), for
example, notes that:

Most of the best ideas for improvement on the ground will come from
individual members of staff. Regular job consultation and/or performance
appraisal schemes might be considered, along with finding other imaginative
ways of further unlocking and unleashing the drive, energy and enthusiasm of
the workforce. (P2027)

In the case of the Local Council there is amismatch between the perceptions
of different groups and little effort has been made to involve the front-li ne staff.
Part of the blame can be attributed to the differing obligations of the people
concemed. One front-line manager pointed out that most people are interested in
getting on with their job rather than being held back to fill another form or
download data on to the main computer system.

In such an environment the auditors are faced with a tough job . Their main
concem has been with the 'Ioss ofreference' . The constandy changing structures
and management thrust mean that auditors have to rely on formal systems of
controt. These are far detached from reality, hence auditors often end up
checking the integrity of the systems and processes. As Brunsson (1990) points
out, the auditing function in itself is becoming a means to formalise the
allocation of responsibility without interpreting the cultural consequences.
Computer auditors in the Local Council have indeed been looking at the physical
and logical control issues, ignoring the deep-seated pragmatic aspects,

Consequences for the tnformation system and security

It has been noted in the previous section that different groups within the Local
Council had conflicting objectives and expectations. This section analyses the
implications of these divergent premises for the information systems in place. It
is important that corporate vision of an organisation is refleeted adequately at the
level of service delivery. Not only should there be a proper system of
communication between the top echelons of the organisation and the bottom
rung, but also a common consensus with respect to the implementation process.
This means that everybody in the organisation interprets the corporate
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philosophy in the same manner. Any shortcomings in this regard would reflect
inadequacies on the part of the management.

Tbough the underlying ethos of the Local Council's management philosophy
is 'customer care', the corporate vision centres around developing a networked
authority (see figure 5.4) . This vision is reflected in the corporate strategy and
even the infonnation technology strategy. The corporate vision is rooted in three
fundamentals. First, that responsibility for service delivery and control should be
devolved to the lowest levels. In many cases this may lead to certain services
being outsourced. Second, that an intelligent infrastrueture should be developed
such that services are Iinked with the customers and corporate policy. Third, that
within the Local Council information should be managed as a resource. For the
IT department this involves developing an attitude to share along with the
technical capability and access to computer directories across the organisation.

To develop a
networked authority

Corporate Vision

Responsibility of the
Chief Executive's Office

Implementation

1
To maintain the integrity of
business operations

To deliver quality service

To develop appropriate
information systems

Business Objective
Responsibility ofthe
Computer Auditors

Delivery
The front-line staffin the user
departments deliver the service

IT infrastructural support is
provided by the IT department
(largely outsourced)

Figure 5.4 Levels in the Local Council's corporate strategy

The current corporate vision of the Local Council has emerged from the
changing role of infonnation technology. The Strategy Group recognises that
change is sweeping the authority, and hence the corporate objectives need to be
aligned to the new needs . As the Executive Adviser to the Chief Executive writes
in one of the internaI circulars, "new ways of working and new relationships
open up as infonnation and communication technologies converge . True
partnership of business understanding and technical understanding leads to
opportunities for redesigning the organisation". He went on to say that in line
with the federal information technology strategy espoused by the Strategy Group,
infonnation and communication technologies are set to become a vehicle of
empowennent in the Local Council. Powerful small machines and communi­
cation networks mean that users can obtain and manipulate locally the
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infonnation that they require. In due eourse these networks are destined to
become a means to link purehasers and providers, thus faeilitating an integrated
delivery of local services. It is envisaged that this will faeilitate the provision of
quality services to the Couneil customers.

However grandiose the vision might appear, there are real eoncerns at the
level of service delivery. The front-line staff in the user departments within the
Council are typically asking three sets of questions:

I. Why is it that the Strategy Group does not understand our needs?
Because of this, the communication gap between different stakeholders is
ever inereasing . Tbis is reflected in the manner in which the eorporate
strategies are operationalised. For instance, the user departments were
given a substantial amount of freedom to purehase information
technology services, but with the adoption of new infrastruetures tbis is
ehanging. Having encouraged a decentralised infrastrueture, the top
management began enforcing a new vision, the vision for a networked
authority. In many ways tbis relates to the top management desire to
eurtaiI the powers of the user departments - though under the banner of
federalism7

•

2. Why are we not getting value for money? The user departments have
become more cost conscious, especially after the introduetion of
eompulsory competitive tendering and service level agreements . The
purehaser/provider split has raised the expectations of the user
departments. This issue has been further complicated by the eontinued
orientation towards distributed computing .

3. Why are the promised projects not being delivered on time? The
eoneern with user departments is not to see the realisation of the
eorporate vision, but sometbing more immediate. Since they are paying
for most infonnation technology projects, they are interested in knowing
why the IT department faiIs to deliver the ' goodies' on time.

The faiIure of the top management to address the immediate needs of the user
departments and the growing trend towards outsourcing are threatening the eore
objective ofthe Council, i.e. provision of quality service. This synthesis does not
indicate that corporate polieies have not been developed properly. Rather the
converse is true. The changes introdueed are indeed in line with the eontextual
demands, but the means adopted in implementing ehanges have been rather
myopie.

The developments at the corporate and serviee delivery level have further
raised questions about the medium term strategie objectives of the organisation.
It is extremely important for the Local CouneiI to maintain the integrity of its
operations. This is so because the strategie vision and the operational objectives
depend so heavily upon infonnation for their sueeess. The availability of
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infonnation not only helps an organisation to co-ordinate and control its internal
and external relationships, but also influence the effectiveness of an enterprise.
Therefore, any disruption in the infonnation and communication systems or in
the organisational operations has adetrimental effect on the entirety of the
concern and the systems that support it. In the Local Council, the function of
maintaining integrity has been the responsibility of the auditors. Because of a
mismatch between the immediate service delivery objectives and the corporate
vision, the computer auditors have had a narrow focus on 'system based audits ' .
Power (1994) explains such audits as those that "can easily become a kind of
ritual, concerned with process rather than substance, and governed by a
' compliance mentality' which draws organisations away from their primary
purpose" (P19-20).

In light of the theoretical orientation of infonnation systems and security
approaches, security audits at the Local Council can be termed as functionalist in
nature. Olle of the key charaeteristics of such approaches, identified in seetion
2.3.1, is that management of information systems and security is considered to
be processual in nature. Hence a typical auditor tends to ignore (or overlook) the
context in which infonnation is being processed. This forces the auditor to
compartmentalise the problem domain and concentrate attention on the technical
edifice. As Power (1994) notes :

Rather than examining large quantities of transaetions, auditors focus on the
control systems governing those transactions ... the truth is that they are
rationalising a shift away from direet contaet with praetices which has been
primarily driven by cost (P19).

Such an orientation raises concerns about the prevention of the occurrence of
adverse events. Since the auditors seem to be less concerned with the integrity of
the organisational purpose and are focusing more on the procedural controls, the
antecedents to potential negative events are not being evaluated.

The next section elaborates some of the issues and conflicts identified so far.
The cultural and political aspeets related to the infonnation technology
infrastructure are highlighted. It stresses the importance of rnaintaining the
integrity of the whole organisation, rather than of just the information
technology infrastrueture. In doing so it points towards management
considerations for maintaining infonnation system security.

5.3.2 Analysis ofthe pragmatic aspects
The previous seetions highlighted the growing trend within the Local Council
towards federalism and federal information technology infrastruetures. This
section elaborates the federal information technology architecture within the
Council and specifies the consequences for information system security.
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Characteristics ofthe federa/ information technology infrastructure

The federal systems environment, as it exists in the Loca1 Council, comprises a
generaliedger, its feeder systems (e.g. payroll and creditors) and the personnel
systems that are linked to the departmental and sectional systems . Initially these
systems started as mainframe applications, but with improved technology the
departments have been given substantial control. Federal architectures have been
imposed on the departments. These have however been 'afterthoughts' . In order
to operationalise the structures, the departments are required to input relevant
information into the central information systems. Figure 5.5 takes the example
of the Public Services and Works department to depict the architecture. Though
initially it was thought that links would be established with the existing systems
and only marginal new systems development activity would be undertaken, in
rea1ity the federal IT infrastructure is taking the form of a parallel council wide
integrated information system. This results in duplication of work since in many
instances the staff have to input data twice, first into the departrnental and
sectional computers and second into the council-wide systems . This observation
was made within the Public Services and Works department.

Public Services & Works 'Corporate' Systems
Systems

~
Refuse Collection .. Aceounting- Section's Computer v System

Systems

t t
Public Services & Works .. Council Wide
Departmental Systems v Information System

Figure 5.5 Towardsa federal information technology infrastrueture at the
Local Council

The Local Council uses another buzz word for its federal information
technology infrastructure - the 'intelligent infrastructure' . It is envisaged that at
the heart of an intelligent infrastructure is the capability to share. Although some
of the aspects of the intelligent infrastructure have actua1ly been operationalised,
a few are still in the conceptualisation and developmental stages. Typically an
'intelligent infrastructure' consists of an organisation-wide electronic communi­
cation infrastructure. lt is believed that paper will be largely replaced by
electronic means of exchanging information. Communication between locations,
between different aspects of a service, across services and with the community
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will be developed. There will also be a new architecture that will integrate voice,
images , text, sound, video and graphics. Typically a single device could be used
by staff ' in the field' for voiceldata communication with the centre and others.
There will be a library of software and information 'components' , which will
enable new systems to be created and customised to specific needs through the
use of software tools . Narrating the benefits of such efforts the manager
responsible for the Geographical Information Systems explained how useful such
systems would be to "extraet new information from existing data by providing a
new way of looking at data" . He went on to emphasise the success of text
retrieval systems within the Local Council and the ease with which it is possible
to extract information from existing sources. Within the overall effort to develop
a federal IT infrastructure, the Public Services and Works department has been
chosen as a pilot site.

However rational and useful the federal information system architectures may
appear, there are inherent problems. The information systems requirements are
constantly shifting because of changes in organisational procedures, in systems
in place and because of incompatibility of data. A particular case in point is the
introduction of compulsory competitive tendering . Furthermore, the constantly
changing environment has significant cultural implications . Although in the
beginning the cultural issues may not appear to be important, they have a
substantial hearing on the security and integrity of the business processes. The
next part of this section considers this issue and interprets the consequences for
information system security .

Cultural implications for information system security

It has been argued that if analysts and business managers do not take a holistic
view of the organisations, technology driven information systems invariably fail
(Ambaye and Hayman 1995). Furthermore, amismatch between the needs and
goals of the organisation could potentially be detrimental to the health of an
organisation and to the information systems in place (Dhillon and Backhouse
1996). This indicates that organisational processes such as communications,
decision making, change and power are culturally ingrained and failure to
comprehend these could lead to problems in the security of information systems.
This has been recognised in the previous chapters, hence emphasising that
security should not only be considered in terms of physical access controls and
data integrity, but the deep-seated culturally ingrained issues should also be
addressed.

In understanding the role of information systems within organisations, it has
been argued that emphasis should not be on how people comprehend and use
technology, but on how groups of people within an organisation behave and
interact with information (Boynton and Zmud 1987). This indicates that basic
human attributes such as behaviour, attitudes, values, management expectations
are a key to interpreting the use and misuse of information. In fact the totality of
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such attributes represents the security culture of an organisation and contributes
to the protection ofinforrnation of all kinds (also refer to section 4.3.2.).

The Local Council, where a federal information technology infrastrueture is
being implemented, is a good case in point of the technological edifice affecting
the manner in which people work and relate to each other. These patterns of
behaviour are generally shared among different individuals and groups of people
and their totality constitutes the culture of the enterprise. Within the Council.
over aperiod of time different members of the organisation have shared various
work patterns and it is believed that any disruption in these would be a cause for
concern. To illustrate this contention, let us take the issue of monitoring service
performance. It has been observed that beliefs and values of people have indeed
been significantly affected. With increased decentralisation of services within the
Council, individual departments and sections have been largely responsible for
judging the level and adequacy of service provision. However, with a strategie
thrust towards federal struetures a ' superstrueture' is being imposed on to the
existing architecture. In the Public Services and Works department for example,
the monitoring of Refuse Collection has been the responsibility of the sectional
head. Interviews with various people within this sub-group revealed tbat there
have been absolutely no problems with the either the function of refuse collection
or with service performance. However, the Strategy Group is operationalising a
'federated' structure whereby it will be the responsibility of the refuse collection
Scheduling Manager not only to update and judge bis own performance bot also
to provide data to the corporate system in a format determined by the Executive
Adviser. This is not only leading to the development of a parallel IT
infrastrueture, but also doubling the workload of the people in the Refuse
Collection section (refer to figures 5.5 and 5.6).

Because of the changing roles and expectations of members of the organis­
ation, largely triggered by the demands of the Strategy Group (the Executive
Adviser being the responsible person), there are certain attitudes expressed by
the Scheduling Manager in the Refuse Collection section. The net outcome of
the attitudes is difficult to determine; however, some judgements can be made by
determining the degree of assertiveness on the part of the Executive Adviser. If
we consider the Executive Adviser's (Role 'X') demand as a communication act,
then the Scheduling Manager (Role 'V') could possibly express four kinds of
attitude (figure 5.6). These attitudes are with particular reference to 'what is
spoken about' and 'what is said' . In our example the reference relationship is
with 'customer service provision ' monitoring as distinct from the normal
reporting practices.
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Attitude 3
- - - -- --- --

,,
\ ,

\

I
I

" Attitude I

\

1

I

I
I

I
I

I

Role # 'V'

,,

,
I

Attitude 4 , I

Asks for service
perfonnance reports

Attitude 2
. - - - - - - - - - - - - - - -- - - --- -

Role# 'X'

Customer service
provision • - - - - - - -

(as distinct from normal
reporting practices)

Figure 5.6 Emergent messages: attitudes signified by top management IT
initüdive

The attitudes ofRole 'Y' towards 'X' in our example are as follows:

Attitude 1: With respect to demanding performance reports, the incumbent in
Role 'X' significantly influences the attitude ofRole 'Y ' . These reports relate
to the performance of a particnlar individual or a group, judged against
criteria identified by Role 'X'. The reports are required over the network in
electronic form, creating a parallel infrastructure to what already exists. This
can cause a lot of discontentment, disillusion and alienation for Role 'Y' .
Since the attitude of Role 'Y ' towards the subject being referred to will be
uncooperative, a possible future outcome could be circumvention of controls
and inputting rnisleading or false data into the system. This could result in
various negative outcomes.

Attitude 2: By imposing certain structures, Role 'X' actually engages in a
communication act that leads to influencing Role 'Y's attitude such that it
affects Role 'X' . Since the position of Role 'X' within the management
hierarchy is advisory in nature (a typical staff function), it significantly
influences power relationships between sectional heads, departmental heads
and those in the Chief Executive Office. Traditionally, all monitoring and
service performance reports passed through a hierarchical structure (sectional
head through to departmental heads and then to the Chief Executive Office).
Now the use of information technology and direct mode of communication
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between two very different levels is actually leading to much talked about
notions of 'delayering' and 'flattening out' . In such an environment, if the
attitudes of key players are not managed properly, at some stage these very
people may end up as 'disgruntled employees' and are therefore potential
sourees of negative events.

Attitude 3: At a less conscious level, a combination of a11 the contextual
issues may lead to a significant change in attitude of Role 'Y' towards itself.
A possible outcome could be loss in morale, self esteem and confidence.
Again the very purpose of bringing about the changes will be defeated. Rather
than enhancing the level of customer service provision, in real terms it will
actually decrease.

Attitude 4: The attitude of Role 'Y' towards the message itself is interesting.
There would be different outcomes if the communication is human or if it is
computer mediated. In the latter case there is a posstbility ofRole 'Y's morale
being boosted, since personal communication with members of the Chief
Executive Office grves a significant amount of power and legitimisation to the
activities. However, in the former case, the consequenees could be adverse
since a computer may be seen as a new 'boss' .

It becomes clear from the above analysis that if the context is not carefully
examined, top management may end up having a neat set of figures for
productivity levels and customer satisfaction, but may not achieve a satisfactory
rapport with the staff. On the other hand if the attitudes are analysed and
managed adequately, there could be a good working relationship among different
parts of the organisation. This will lead to an organisation having human
resourees that are trustworthy, responsible and of high integrity - virtues that are
extremely important for developing secure environments.

Analysis 0/ the silent messages and the related security concerns

The previous section illustrated how computer based systems affect the attitudes
of people in organisations. Such implementations are in fact silent messages
being communicated and can help us in understanding the patterns of behaviour
and the culture of the organisation . lf not managed properly, intentional changes
in the culture can lead to significant security concerns. This section draws out
the underlying silent messages and their implications for information system
security. These are based on the various categories of silent messages drawn
from Hall (1959), table 5.2 summarises the interpretations from the silent
messages (see appendix for a description ofHall's culture map) .

When interpreting the implications for security through Hall's culture map,
not all elements are of equaI significance (a sirnilar situation existed in the case
of CIS in the Hospital Trust). In table 5.2, 'bisexuality' and 'play' streams are
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excluded. Analysis is done by considering the direct actions taken within the
organisation (Ist colurnn of table 5.2). Then significance of the actions in other
parts of the organisation is assessed (2nd colurnn of table 5.2). Finally,
interpretations for security are drawn; these link the effect of actions to the
negative events (3rd colurnn of table 5.2). In many cases various possible
seenarios are sketched. The interpretations are based on a combination of
reflexive thinking and critical analysis of comments made by different
stakeholders. Analysis of each of the culture strearns is described below. The
complete analysis is presented in table 5.2.

lnteraetion. The introduction of a federal information technology infra­
structure has established new communication patterns between departrnentsl
sections and the Strategy Group. The new IT infrastructure has been used to
introduce a service performance monitoring system. This has implications on the
patterns of interaction between different stakeholders. The front-line staff, who
are immediately affected, are seeing a change in their status and role.
Furthermore, the time of interaction has significantly changed the working
patterns . Such direct organisational interventions have significant implications
for security. Foremost, the stable and cohesive group structures are being
threatened. This has led to the organisation striving to develop a shared vision. If
such changes are not managed properly, there is a high potential of
communication breakdowns and the 'creation ' of disgruntled ernployees ­
thereby increasing the risk of negative events.

Association. The federal information technology infrastructure is evolving
into a environment of cybernetic control. Since the Audit Comrnissionconsiders
customer service as a top priority, the Strategy Group within the Local Council
wants to control and monitor the service delivery process. Thus in many ways
the top management is imposing a corporate vision on to the departments.
Consequently, different groups are reassessing their own position in the light of
the corporate agenda. Such organisational actions do not help in developing a
common culture. An organisation that is 'culturally fragrnented' has difficultyin
dealing with eventualities.

Subsistence. Pressures from the Audit Comrnissionto be more customer oriented
have increased the Information needs of the Council. Hence the traditional
reporting structures are being questioned and the organisation is being
'flattened' and delayered. Since there are financial pressures as weil, the Council
is becoming more cost conscious. This has brought the auditing function to the
centre stage. The complex interplay betweenthese contextual factors has resulted
in the federal information technology infrastructure, whose sole purpose is
monitoring . This has resulted in formalisation of predominantly informal
activities. At the present time there is an increased risk of misuse and abuse of
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the computer based systems, because the existing business processes do not
support the overall vision. In this environment the computer based systems seem
to have a dubious role.

Territoriality. The introduction of a federal information technology raises
some serious concerns about devolving departmental hierarchies resulting in
empowerment of the staff. As a result, increasingly the employees will have to
take responsibility for tbeir tasks, Coupled with the rationalisation of services, in
tbe future tbe organisation will bave to have an increased focus on system
integrity and auditing. Since sucb federal systems question tbe traditional
notions ofterritoriality, the organisation will bave to rnake explicit the stroctures
of responsibility, authority and accountability. Failure to do so will affect the
management of information systemsecurity.

Temporality. Tbe information technology architectures at tbe Local Council
introduces new conventions about time and scope of the activities. Tbe federal
structures bave largelybeen imposedon to tbe user departments, thus forcing tbe
front-line staff to reorient tbeir activities. Furtbermore, the new information
tecbnology infrastructure is developing as a parallel system, therehy raising
serious policy and strategy issues. This calls for a renewed effort for infonnation
systemsand securityplanning.

Learning. Altbougb the new federal infrastructure bas potential benefits, it
needs to be planned properly. Typically, such an infrastructure forces people to
think about their performance and educates tbem about customer care. However,
over-formalisation bas resulted in dissatisfaction and rancour at different levels
of the Council. Sucb an attitude has severe implications for the occurrence of
adverse events.

Defense. Having recognised tbe importance of security, the Council uses
auditors to identify the vulnerabilities and make recommendations about
instituting controls. Althougb the auditors tend to question the power and
authority structures, tbe focus bas been the technical control systems. Very little
bas been done witb respect to developing a security culture and establishing
awareness and training programs.

Exploitation. The Local Council aspires to be a networked authority. Hence it
is important that needs of tbe emergent organisational form are addressed
appropriately. As of now it appears tbat the organisation does not bave tbe
competence to manage such a complex environment. Tbe break up of
hierarchical structures and delayering can potentially lead to a number of
negative events. This necessitates the importance of proper planning, botb at tbe
corporate level and for security.



The case ofmanaging IS and security in a Loca/ Counci/ 119

Discussion

It is clear that when a new computer based infrastrueture is introduced into an
organisation, significant cu1tural changes take place . These have inherent
implications for the security of the computer based infrastructure and for the
organisation as a whole. Analysts often consider their systems to be secure if
necessary password protections have been put in place. However OUf analysis of
the silent messages within the Council reveals that there are many aspects of
security that are not technical in nature. It is therefore important also to address
these other social and organisational issues .

An important issue emerging from the analysis so far relates to the
communication of the intentions of different actors. Considering the implications
of direct interventions with respect to the information technology infrastructure,
it becomes clear that only if the intentions are communicated properly could the
security risks be rninirnised. This can be done by using Hall's (1959) threefold
classification". Within the Council, at a formal level the new IT infrastructure is
imposing a totally different set of rules. The traditionaI organisational structure
is extremely hierarchical where IT infrastructures are extremely decentralised.
The new infrastructure imposes rules that advocate delayering and integration of
the IT infrastructures. Consequently, there are problems of consistency between
the overall purpose and operational practices. The second mode of
communication is informal. It may not be possible to explicate and formalise
such communications. However their understanding leads to the interpretation of
many subtleties of behaviour, This is extremely important when our primary
concern is with developing secure environments. Research has shown that it is
generally the established employee who is the major cause of internaI breaches
(Audit Comrnission 1994; Backhouse and Dhillon 1995b). Understanding of
informal modes of communication helps in ' nipping the evil in the bud' . The
third form of communication is technical. In the context of the LocaI Council,
though a federal IT infrastructure rnay be the best option, the users need to
understand the rationale behind it. In spite of the fact that most users are highly
aware of IT infrastruetural issues, the ideas need to be sold properly.

The next section considers the semantic aspects of the IT infrastrueture within
the LocaI Council. Particu1ar attention is give to the meanings associated with
different communications and the related struetures of responsibility. In a final
synthesis implications for security are drawn out .

5.3.3 Analysis 0/the semantic aspects
The usefulness of understanding the meanings of our actions has been weil
researched into (Backhouse and Dhillon 1995a; Manning and Cullum-Swan
1994; Donnellon et a/. 1986) . The findings of the previous chapter also bring
horne this aspect. In the case of the LocaI Council and its efforts to introduce a
federal IT infrastrueture, the issue of understanding the content and meaning of
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different organisational actions gains prominence. This section analyses these
meanings and relates them to varying patterns of behaviour. Since these
meaning structures underscore the entirety of organisational functions,
interpretations for information system security can be drawn.

Organisational actions and emergent reactions

Organisational actions within the Local Council have largely been context
driven. Over the last two to three years, aseries of changes and rationalisations
have been considered within the Council and many of these have been
implemented. Information technology has played an important role in this
change process. Managers within the Local Council feel that in future IT based
systems are going to be of strategic importance to the Council. The Deputy
Director of Public Services and Works department considered the particu1ar
usefulness of such systems to be in the area of "progressive and planned
introduction of competition". He feit that immediate future developments wou1d
take place in the areas of customer care , parking enforcement and performance
review. People from different parts of the organisation seemed to agree that the
net outcome of all the changes wou1d be a further increase in the use of computer
based information systems.

While discussing the contextual changes and the related organisational
responses, one of the managers in the Public Services and Works department
compared the situation to a jigsaw. He said, "there are a lot of brightly coloured
pieces around - citizens ' charter, customer contracts, total quality..." . And the
current emphasis of the Strategy Group is to "wedge together a bW1Ch of pieces" ,
without any consideration to whether they fit. In a separate discussion with the
Computer Audit Manager, this viewpoint was endorsed. In fact the Strategy
Group at the Local Council was involved in 'fitting together incompatible pieces
of the jigsaw'. However bright the ideas and initiatives might be, unless they are
placed into a coherent whole, organisational efforts are dissipated.

In the case of the Local Council, the scenario presented above becomes clear.
Since the council is characterised by a highly decentralised IT inftastructure, the
work patterns are such that they are not technology led. This can be illustrated
by considering the issue of customer care . For years the sections and departments
have had manual complaint monitoring systems in place. With the advent of
specialist software packages used by departments and sections , complaint
monitoring systems have been built into them. Thus the quality of service
provided is regularly monitored at the departmenta1lsection level. For instance,
the Waste Management section uses an off-the-shelf package to monitor waste
collection in the Council. The computer system, which has been well accepted by
the section, helps in penalising contractors for their infringements. Managers of
the section see this as customer care at the operational level. When the Strategy
Group attempts to introduce an information system that will presumably
facilitate customer care, the individuals at the departmental level do not see the
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utility. Rather than considering computing and communication technologies to
enhance customer care, they are getting the feeling of a 'big brother watehing
them'. Over aperiod of time the organisation has developed potent norm
structures and so there are fears that these structures and social groupings would
be broken. Consequently, at the departmental/sectional level, where the use of
technology has been incidental to the normal functioning of the organisation,
implementation of any 'technology-led formal systems' faces strong resistance.
Resistance at the departmental level is indicative of poor management rather
than inappropriateness of the changes.

The Strategy Group however views the changes differently. In line with the
general beliefs of the CEO, it aspires to make the Council a 'networked
authority' . The rationale behind this is twofold. First, it wants to breed a culture
of informality (the Chief Executive's office defines informality as "everybody
talking to anybody at any time"). It is assumed that this would facilitate effective
communication and thereby bring in efficiency in the work practices. This will
result in the provision of better customer care (though the experiences in Public
Services and Works department are rather different). Second, it visualises the
council as a 'paper-Iess office' . The rationale put forward is that every year the
Council uses nearly 25 million sheets ofplain paper. Since the costs for printing,
storing, distributing and disposing paper are enormous, "the Council is
determined to tackle this problem ... and electronic communication and
networking are set to provide one of the most effective and exciting solutions".
This means that there is a lack of consensus on the purpose, form and means of
IT usage among different groups. There is amismatch between the Council' s
policy and the practices at the sectional level which raises questions about
integrity of information systems and organisational practices.

At a policy planning level the Local CounciI executives recognise the need for
a purposeful strategy for information and communication technologies to grow
and ensure an optimal use of the resources. As the Executive Adviser to the
Chief Executive commented, "a central focus for organisational change is
required". Hewent on to say that role of the Chief Executive's Office is to
translate political aspirations across a diverse range of services by providing
links with resource allocation processes and implementation practices. He also
feit that increasingly there was a need to balance the pressure for change and to
facilitate internal change . In relation to the issue of operationalising change,
there appears to be a lack of depth in the approach. This becomes clear from the
statement made by a personnel from the IT department: "Computer based
systems are central to transforming an organisation". This essentially means that
information technology is considered as a means of bringing about change. The
notion of change incorporates the transformation of not only business processes
and activities, but also of the organisational and group culture. This does not
mean that culture should not be changed. In fact, often organisational contexts
demand that patterns of behaviour are 'fine-tuned' and adjusted. However, the
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concept of using information technology to institute a change in working
patterns and culture seems inappropriate.

Discussions with the information technology and security auditors revealed an
interesting interpretation of the changes. One auditor commenting on the top
management initiative said, "to them, if it is big, it has to be effective".
lmplicitly, this meant that Iarge and complicated projects seem to get
commissioned without careful consideration. Within the Local Council, the
federal IT infrastructure project was a clear example. Further investigations into
the possible scope of the federal IT infrastructural project revealed a compiex
array of political objectives. Although the need for such an infrastructure came
from the top management, the actual proposals were prepared by the IT
department. The genuineness of intentions behind the initiative cannot be
questioned; however, there is doubt about the hidden agenda of the IT
professionals.

At the present time, most of the IT function has been outsourced. As part of
the agreement, most of the IT staff have been taken over by the vendor company,
however, there are still a few people on the council payroll. It is apparent that
they are 'creating' work tö prove their worth. This emerged after discussions
with the auditors. "There is a lot of manoeuvring going on," said one auditor. He
made positive indications of how certain individuals within the IT department
were teaming up with persons in the Chief Executive's Office. These
'partnerships' were rolling out what were termed 'flagship projects' .

Three such projects have actually taken shape. The first relates to setting up
an electronic mail network. It has been sold to the top management on the basis
that it is an exce11ent vehicle for raising IT awareness and literacy. Moreover, it
is contended that the initiative to introduce eIectronic mail for chief officers
provides an opportunity to highlight IT and point to new ways of working. The
second project deals with providing business information services. The
underlying intention is to link external and internal customers. At the present
time there is already an infrastructure in place that links parts of the Local
Council to its external customers. The new project proposes to extend this
network to cover a11 departments within the council. A pilot of this project has
been set up within Public Services and Works. The third project is concemed
with setting up an executive information system. Different kinds of such systems
are already in place, but it is proposed that certain common features be identified
and a common architecture for executive systems be put in place. It is argued
that this will make 'executive' information more accessible to those who are
responsible for developing and implementing corporate policy, and to other
members of the Council.

In the discussion so far it is apparent that whatever steps are taken, there are
emergent reactions by different individuals and groups of people within the
organisation. This means that a careful analysis of the proposed actions is
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needed. Indeed top management should be selective in choosing the initiatives.
The real test is not only how the individual initiatives themselves work, but
whether they are appropriate, and how they fit together in the organisation.

Problems with the management system

The previous sections have focused on elieiting issues from a macro
organisational perspective. It is the intention with this section to draw examples
from a particuIar LocaI Council department - the Public Services and Works,
and relate them to the corporate initiative. This will allow us to make
interpretations about the problems and concems with the management systems
in place.

With respect to the management systems within Public Services and Works
department, the overall responsibility to develop and maintain IT based
applications rests with the department rather than the Chief Executive's Office.
So far as the day-to-day operational issues are concemed, responsibility hasbeen
further devolved to the individual sections within the department. Assessment of
current and future IT requirements is also done at a sectional level.
Recommendations regarding possible strategie options are later made to the
Chief Executive's Office. These ways of working have evolved over aperiod of
time. However, not all procedures and funetions are necessarily suffieient and
adequate. There is a need to redesign and formalise some of the processes. For
instance, no specific responsibilities have been assigned for the management and
housekeeping of the networks that operate within the department. Nevertheless
some officers, on their own aecord, have taken responsibility for some of these
aspects. This situation is typical of most departments across the Council.

Diseussions with different people within the Public Services and Works
department showed satisfaetion with the existing ways of doing work. One of the
Assistant Engineers said, "the systems may not be perfect, but they work".
Indeed the systems were far from being perfeet. However, the existing ways of
doing things have been weil accepted by the staff and they do not seem to have
any serious problems with them. At adepartmental level there was definitely a
need to develop an IT strategy. Such a strategy would be of use on three counts:
in developing a statement of critical suecess factors, in identifying key issues and
opportunities, with particular attention being given to management information
and the quality of existing systems, and in defining objectives, scope, resources
and timing for future actions . Since December 1993 initiatives bad been
underway to develop an IT strategy. By the end of 1994, it had been developed
and put in place.

Because the current ways of doing things have been around for so long, they
have become apart of the behavioural norms. In carrying out the day to day
funetions, it has become difficult for different roles to delineate formal job
requirements from the institutionalised norms. In order to illustrate this point, let
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us take the example of an Assistant Engineer responsible for giving IT support.
This role is placed within the Traffic and Highways section of the Public
Services and Works department. As per the job description, responsibilities of
this role fall into four categories. First, to apply accepted techniques in the
preparation and implementation of traffic management schemes, including
traffic surveys, traffic capacity calculations, detailed design, liaison with police
etc. and on-site supervision. Second, to use computer technology to interrogate
the Central Research Centre accident database system for investigation and
statistical purposes. Third, to maintain and develop aspects of the section's
computer network system with specific responsibilities for security back-up and
virus monitoring procedures. Fourth, to maintain and develop the section's
computer applications including the Graphie Information System, word
processing, database and Computer Aided Design packages. This involves
liaison with the suppliers and other agencies.

In reality however there are a lot of other functions that are performed by this
role. Since the over-arching responsibility of the role is to provide IT support,
the incumbent actually makes a concerted effort to check and maintain the
integrity of the operations. Discussions with the individual in this role revealed
that at all times his intention was to identify the business processes and match
them with current IT infrastructural capabilities. This he did in association with
the front-line staff. By doing this he made sure that the current infrastructure
met the requirements of the front-Iine staff and the related business processes.
Thus he was able to make assessments of future requirements and present them
to responsible people within the department. Commenting on the functions and
responsibilities of this Assistant Engineer and others within the department, the
Assistant Director of Public Services and Works department said that this was a
means "to provide improvement in the efficiency of existing services ... leading
to improvement in quality". This was extremely important for the Assistant
Director since he accepted the fact that the future was in taking the use of
information technology out of the departments and into service points, where it
maybeaccessed directly by the public. In such a situation incumbents in the role
of the Assistant Engineer become increasingly important, for they are pivotal in
providing system integrity.

The scenario presented so far indicates a fairly stable environment. However,
potential problems in the business processes cannot be discounted. Top
management initiatives to introduce a federal IT infrastructure increase the risk
of misuse and abuse of the current infrastructure. In the present form the top
management initiative is considered by different people, within the departments
and sections, as an exercise in 'recentralisation ' . As one Service Co-ordinator
within the Waste Management section said, "we are going back to where we
started". The federal infrastructure is not perceived as federal at alI. In fact staff
at sectional level view it as agame of power and controI. In net terms, the new
initiative is not only creating a dual IT infrastructure, but is also breaking apart
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the existing consistent, coherent and integral management system. In this new
environment different roles not only have to input the required information into
the new system, but also to reassess their job functions. In the case of the
Assistant Engineer (from the example cited above), the new infrastrueture is
really taking him away from what he has always been doing. At present he can
no longer concentrate on maintaining the integrity of the operations. This is
because the top management wants to judge bis performance on certain set
criteria, which have been drawn from bis job specification. Consequently, the
majority of the Assistam Engineer's effort goes into 'getting his performance
right' . This has two irnpli Altions: first , the engineer's efforts to maintain system
integrity have been dissipsted, second, rather than the changes having enriched
his job content, they have had a negative impact.

Discussions with the Auditors reaffirmed these findings. It became apparent
that one particular member of the top management team was a business redesign
enthusiast. Hence he wanted to change the processes in which service
performance data was collected. Rather than conducting a detailed analysis of
current work practices, he introduced a system that was at present being used
within the Public Services and Works department, and in due course it is to be
introduced into other departments as well , Such a system will actually question
many of the current roles within the departments. It is not the contention here
that such atternpts invariably lead to chaotic consequences; in fact, the usefulness
of such efforts has been well received in the literature. The business process re­
engineering comrnunity is striving to introduce the concept of 'radical change'
and the associated benefits. Proponents of process redesign argue that only
radical change holds out a promise of potential benefits (Hanuner and Charnpy
1993) . In bringing about such a change, it is necessary to adopt an integrative
approach that considers the contextual aspects with specific emphasis on the
degree of change (i.e . whether it is incremental or radical). This allows us to
optimise the use of information technology once a process has been identified as
a candidate for change. Some advantages of doing this are enhanced productivity
and effectiveness of the operations. However this is not happening in the Local
Council. The change being introduced by the top management is neither
incremental nor radical, it is 'piecemeal' . Since such change initiatives do not
take a holistic view, they invariably result in a loss of integrity of the business
operations. This results in conflicting demands and expectations on the part of
the members of the organisation.

The manner in which the above system (which is a component of the federal
information technology infrastructure) is being introduced is a typical exarnple
of an ill-conceived change initiative that results in the introduction of 'broken '
processes (Hammer and Charnpy 1993). It also illustrates how a relatively stable
management system can be transformed into a volatile and an incoherent ODe .
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Significance ofresponsibility

The review of management systems in the previous section shows that the
stability of existing systems has been disturbed. The principle reason was the
implementation of an extremely formal rule based structure on to a
predominantly informal , loosely configured structure. Prior to the changes,
responsibility for maintaining system integrity and security had been adopted by
different roles on an informal basis (refer to the Assistant Engineer's example
cited above) . However, the imposition of a highly structured performance
monitoring system has resulted in the disintegration of the informal structures.
This aspect has been identified in the internal reports generated by the Computer
Audit department.

Discussions with the Auditors revealed that they had never anticipated the
extent to which the norm structures within an organisation could break. This has
100 to significant problems for them . Traditionally, they used to look at
individual systems and assess whether basic maintenance, housekeeping and
security was being taken care of. Generally they were satisfied. With all the
changes, the auditors feel that they are faced with a very difficult situation.
Because of a new impetus from the Strategy Group, the staff are more concerned
with getting their reviews right. lndeed the new IT based management system
has dramatically changed the attitudes of different roles. The scope of the
problem can be gauged from the following two extracts from the internal
auditor's reports:

Prior to the corporate initiative to introduce performance monitoring systems
as part of the federal IT infrastructure, one of the reports submitred by an
auditor read as folIows:

"On the whole, in the departments so far reviewed, staff have demonstrated
a very professional and co-operative attitude in their approach to all
matters relating to security . ... the staff are receptive to suggestions and are
keen to take on responsibilities, even though they are not formally required
to do so."

In a subsequent audit review, after the performance monitoring system had
been implemented, the auditors report noted the following:

"IT responsibilities .... tend to be Sectional within the department although
some thoughts on centra/ising the responsibi/ity are being given .... There
are no formal procedures and standards for IT for the whole department ....
There are no security functions for networks and housekeeping .... {with
respect to Systems in general} There are no departmental procedures /
standards for specifications / testing / documentations / enhancements and
maintenance .... Specific responsibilities should be added to the job
descriptions."
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Thus it is clear that an environment that manages weil with informal
arrangements needs to do a lot more if behavioural norms are shattered. The
auditing reports identify this and show concem about inadequate responsibility
structures in the new organisational environment. It is therefore important that
responsibility is ingrained into the behaviour of people. Though the formal
designation of responsible agents is helpful, it is neither sufficient nor adequate
if members of the organisation resent and reject change. This is especially the
case of organisations that take a 'piecemeal ' approach to change initiatives,
rather than an incremental or radical approach.

Summary and discussion

Findings so far reveal that there is significant variance in the perceptions of
different people. This has resulted in a lack of mutual understanding and
communication gaps among the stakeholders. The resultant patterns of
behaviour form a basis for conflict among the members of the organisation.
There may also be problems about acceptability of the systems. Information
system security problems emerge from such concerns. This eventually affects an
organisation's performance.

In the case of the federal IT infrastructure at the Local Council, there is a
wide gap in its utility as perceived by the top management and its actual
performance. The significance of these gaps and the related problems can be
understood by looking at the expressive content of the infrastructure and its
significance within specific domains (tahle 5.3). In doing so the whole IT
infrastructure is considered as a sign function. lt is a sign function because of
two reasons. First, it is an organisational activity that signifies certain events
(e.g. performance monitoring). Second, it communicates these events. In the
particular case of the Loca1 Council it is a one-way communication from the top
management to the users.

Table 5.3 The expressive content 0/thefederal Tl' in/rastructure

Expression given by
the infrastructure

Significance in the domain

Denotative

Connotative

Top Management
value judgement;
facts; appraisals;
corporate plans
rewards; inducement

Users
instructive

coercion

Auditors
plans and policies;
appraisal

threat

Table 5.3 categorises the meaning structures that are expressed and
represented by the federal IT infrastructure, and the significance of these is
assessed within specific domains . The denotative expressions of the IT
infrastructure are those that refer to a set of objects or actions. The significance
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of these would vary among the domains . The connotative expressions refer to the
deep-seated feelings that are linked to the denotative expressions within each
domain. The significance of the expression given by the IT infrastructure shows
that top management views it as an output of a core corporate planning exercise.
Consequently the systems are going to generate factual information and help in
providing value judgements. At a deeper connotative level, the top management
feels that not only will there be inherent rewards for them, but the infrastructure
will also induce preferred behaviour. It must be noted that these are the
conceptions of the top management, rather than actual outcomes. The findings
so far have revealed that the converse is true.

The expression given by the infrastructure, for users and auditors, was
significantly different. At a superficial observable level (denotative) , the users
perceive the federal IT infrastructure to be instructive. Findings presented in this
section give a indication that users considered the infrastructure as saying, "what
must or ought to be done" . They got this feeling because the new infrastructure
was 'ordering' instructions, rules and regulations. Besides, ' silent messages'
were also given about the consequences of acting upon the instructions or failing
to act upon them . At a deeper level, the users were getting the feeling of being
coerced to do things in an extremely 'neat and a tidy' manner. Discussion in the
previous sections has illustrated this aspect. The auditors on the other hand,
while not having so adverse a reaction, were not pleased with the manner in
which the federal structures were being introduced. At a broad policy level they
believed in the usefulness of such an infrastructure. They felt that it was part of
the corporate plans and policies. However, they had significant reservations
about the implementation process. Because the federal systems were not weIl
received, they felt that in many ways rather than providing benefits, the shifting
edifice could result in disastrous consequences. Meetings with the auditors
revealed their fears about disgruntled employees. A common message from the
auditors indicated that however strong formal and technical controls may be, if
the more deep-seated pragmatic concerns are not understood and managed
propedy, there is a potential securlty problem.

In conclusion, this section has reviewed the impact of various organisational
actions on the systems in place. Problems with the current management systems
were also analysed. Following this the significance of responsibility factors
within the council were discussed. An emergent issue from the discussion so far
relates to the gap between what systems are supposed to do, how they actually
function and the different perceptions of the people involved. This is not just a
simple implementation issue, rather it indicates that a fuller understanding of the
basic policies and system designs is needed . In that respect the development of
secure environments really cannot be separated from good systems development.
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5.3.4 Analysis 0/ the syntactic and empirical aspects
The previous section has highlighted the importance of understanding the
meanings and intentions of different stakeholders . In an ideal environment, all
concerned should have a similar perception of the organisational actions. In the
case of the Local Council, these actions are an outcome of an interplay between
rules and norms of service delivery. Since it is the stakeholders who
operationalise service delivery, quality of service provision is based on the extent
of matehing between organisational purpose and perceptions of the staff. It is
therefore important to consider the implementation issues and viability of rule
structures. Furthennore, as noted in chapter 4, if the mIes specified for an IT
infrastrocture do not adequately reflect an organisational environment, the
systems run a high risk of being abandoned or misused. Therefore , the security
concern for IT infrastructures is rooted in the system design and specification
parameters. This section considers such issues and analyses the form and means
by which the rule structures have been implemented within the Local Council.

Logical service specijication at the Local Council

Previous sections have already emphasised the decentralised nature of IT
infrastructure within the Local CounciI. The increased tendency towards
developing federal structures has also been identified and reviewed. Over the
past few years the core objective of the Local Council has centred around the
notion of customer care. In providing such quality care, the emphasis of the
council has been to view its service delivery as an input and output process" (also
depicted in figure 5.1). A key area of concern in delivering quality care has been
the processing of customer needs. Hence a relevant Local Council service is
matched to the needs of the customers and finally the service is discharged
through predetermined means . Quality assurance takes prominence during all
the three stages of needs assessment, matehing service to the needs and service
delivery . The Local Council has devolved the development of the infrastructure
and IT support to the lowest relevant levels of the organisation.

However, since the Council views quality of service provision as its mission, a
new federal infrastructure has been developed. While individual systems
development has been the responsibility of the individual departments, the
specification of the federal stroctures has been within the remit of the top
management. Since the management has viewed service delivery in terms of
discrete steps, the imposition of federal structures has also been conceived in a
similar fashion. With respect to the development of a federal IT infrastructure,
no particular methodology has been used . However, the IT department has
advocated the development of 'prototypes ', with Public Services and Works
department being the pilot site . However, during the course of the research
presented in this book the Local Council never confessed to the use of
prototyping as a methodology. Nevertheless all the symptoms in the
developmental process were contrary to the assertions made by the management.
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Prototyping as a methodology is most certainly an improvement over the
traditional specification methods, most of which have been based on the
"waterfall" model (e.g. Boehm 1976). In analysing the requirements, such
models often take an incomplete and a static view of the worid. Prototyping on
the other hand helps in clarifying user requirements, verifying the feasibility of a
design and developing the final system through an evolutionary methodology
(see for example A1badvi and Backhouse 1995) . Discussions with different
people involved in developing the federal IT infrastrocture revealed many
inherent problems. The auditors in particular feit that an inadequate problem
analysis had been done. The users thought of the prototype as being the final
'product ' . Since little thought bad been given to the political and cultural issues ,
from the very onset the users had feelings of rancour, dissension and
antagonism. A similar situation was reported by Mattel Toys where an analysis
revealed that the prototype had "cured the itch, not the disease" (as summarised
in Sprague and McNurlin 1986; p249) .

An example from the Public Services and Works department shows the extent
to which the development of prototypes was a wasteful activity. Two of the
sections within the department have Unix based systems (i.e. Waste
Management and Transport) while others bave pe based systems and none of
the information systems are linked to each other. There is no electronic
exchange of information among different sections. The need for such exchange
is also minimal because their activities bave very little overiap. In taking the
notion of a customer care and federal IT infrastructures forward, the Strategy
Group commissioned the development and implementation of a complaint
monitoring system. The Public Services and Works department developed the
prototype and implemented a small system which draws pertinent information
from all sections. The manager in charge found some practical problems. Since
the activities of all the sections are so diverse, the only commonality found was
with respect to incoming complaints and the response rate . Because a system
' had to' be developed, the eventual outcome took the form of a letter
management system - a totally different system from the original conception.

Logical security measures

lt has been weil recognised that in highly decentralised and networked environ­
ments the need for security is paramount (see for example Lobel 1991). Security
aspects gain further importance when the IT infrastrocture is federal in nature.
Although significant research has been done with respect to integrated systems
and distributed environments (e.g. Gable and Highland 1993 Jamieson and Low
1990; Baskerville 1989), little has been written on federal architectures. In fact
the notion of federal infrastruetures is germane to locaI governments in the UK.

Considering the logical security measures with respect to the federal IT
infrastructure within the Local Council, it becomes evident that these are indeed
skimpy. Discussions with the auditors confirmed this belief. In fact the auditors
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had made several recommendations about the logical structure of the security
measures, but these bad not been heeded. Blame can be attributed to the inherent
lack of communication between different stakeholders. These issues have been
discussed at length in the previous sections. In their review of the security
measures, the auditors revealed that all the Local Council servers are on the
corporate backbone and thus , theoretically, anyone on the same backbone could
access any of the servers provided that they bave the appropriate password.
Furthermore, in practice the IT department has overall responsibility for the
administration of each server. All supervisor passwords for the servers are
known to the IT department (these are the top-level passwords which give the
highest level of access to an entire server). Clearly there are good reasons for
giving some responsibility to the IT department. Although the IT staff are
technically proficient and understand and appreciate the finer points of
networks, the Council is nevertheless open to a number of security risks. At a
logicallevel the arrangements may seem to be satisfactory; however, the political
games by different stakeholders leave a lot of scope for 'creating' disgruntled
employees. As has been discussed earlier, most of the IT department has been
outsourced and the only way in which the remaining staff can show their worth
is by 'creating' a need for their services. This has been done through the federal
IT infrastructure project. Since a complete federal infrastructure would result in
Iinkages with existing servers, all vulnerabilities in the network would be
inherited by the new infrastructure.

Considering specific concerns, it became clear that even at a basic procedural
and technical level, considerable security issues have been left unattended. For
instance, in the Local Council, the most common forms of LAN transmission
architecture are Ethernet and Token Ring. Tbe insecure attributes of these add a
further dimension to the already precarious climate within the Council. Without
going into the technicalities, it is important to recognise that every 'packet' that
is sent out on the network passes through every workstation on the network. The
network adapter card on each workstation looks at the header of each 'packet' . It
then either accepts it or passes it down the line. A competent progranuner can
alter a network card quite easily so as to make a copyof every 'packet' it receives
in the workstation. In fact a hacker would most likely use a LAN analyser which
would do the same thing . The auditors recognised this problem and
recommended encryption. Up until the time of this study the recommendation
had not been considered.

The extent of complacency in implementing basic security measures can be
judged from the nature and scope of physical access control mechanisms. The
hub of the IT department of the Local Council is the Networking and
Information Centre . This Centre has a Help Desk for the convenience of the
users. At present there is no physical access control to prevent unauthorised
access to the Help Desk area and to the Networking and Information Centre. The
file servers and network monitoring equipment remains unprotected even when
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the area is unoccupied. In fact the file servers and network monitoring
equipment throughout the Council should be kept in physically secure
environments, preferably locked in a cabinet or secure area . This wouId prevent
theft or deliberate damage to the hardware, application software or data on the
network. Access to the Help Desk area can typically be restricted by a keypad.
The auditors had identified these basic security gaps, but concrete actions are
still awaited.

Discussions with security auditors revealed that earlier security reviews had
identified risks resulting from the complex interplay between the political
motives, procedural control issues and the development of new technical
infrastructures. Although the auditing reports had not made the concerns
explicit, these had been hedged in the recommendations . Considering the
sensitivity of the issue, this is understandable. For instance, the auditors
recognised the problems of the new infrastructures and feIt that there would be
an increased tendency to subvert controls by some employees. Hence they
recommended that to prevent the possible damage aftlicted by a disaffected or
disgruntled employee working in the Networking and Information Centre, the
data safe containing the back-up security copies of the network data and
application software should be kept in a more secure environment. This would
prevent deletion or damage to both the live and back-up copies of the data and
application software.

Discussions with users revealed that the Council had experienced real
problems because of current practices. It was a documented fact within the
Council, that an employee had subverted the slender controls to gain
unauthorised access to the Supervisor passwords. In another instance data and
application software on a network could not be restored from the back-up copy,
and as a result a significant time and effort was lost in restoring the system. In a
secure environment data integrity can be preserved if all file servers are either
backed up automatically or on demand as a standard procedure. Security copies
should then be kept in an off-site location. Departmental network system
administrators should be responsible for ensuring that security copies have been
ron correctly and that network data and application software can successfully be
restored in case of need.

Another issue of concern relates to the organisational structures supporting
network administration . Currently the network system supervisor function is
carried out on behalf of departments by the Information Centre analysts, who
have routine day-to-day supervisor profile access to all data and application
software on the file servers. This in itself is a security hazard . Help Desk
Supervisor access to the networks should be restricted to an "as required" basis,
even more so for sensitive files and applications. Information Centre analysts
currently have unrestricted access to the data and application software on all the
Council file servers. This is again a cause of concern, since the Council
possesses very powerful network data transmission analysis tools that can
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monitor, read, intercept and change data transmission across the networks.
Without any possibility of detection network data traffic can be passively
monitored by simply plugging into spare connectors on the cables. In this way it
is possible to read user passwords without detection'",

Summary

Discussions in the previous sub-sections have shown that logical and physical
security measures become useful only when they are supported by an adequate
organisational infrastructure. Such considerations relate to the deep-seated
cultural issues as weil as a consistent meaning structure. Furthermore, the
importance of a fuller analysis before system design activities was related to the
development of secure environments. The research in this book has also shown
that the security of systems is an outcome of a complex interaction of socio­
political aspects and rule based structures that support organisational purposes.
The recommendations given by the auditors support this contention. Although
the security reviews conducted by the auditors identified potential weaknesses,
these had not been taken up seriously by the managers. A possible reason for this
is the skewed interest of the IT people in saving and 'creating' their jobs. This
also reaffirms the argument presented in this book that information system
security can only be achieved by considering deeper pragmatic aspects of the
organisation.

5.4 Emergent issues
The purpose of this section is to reflect on the key findings from the Local
Council case study. These are then related to problems of managing information
system security. In light of the definitions established in chapter I, information
system security is considered as the prevention of occurrence of any adverse
event. It represents astate of caution and safety with respect to the information
handling activities of an organisation.

The findings so far reveal that indeed the aspiration towards a federal IT
infrastructure made sense. However, the meaning structures afforded by it and
the form and means of implementation were dubious. The top management feit
that the customer care objective could be achieved by implementing an
information and communication network. The top management designated this
as an ' intelligent infrastructure' . Managers at the departmental level, in carrying
forward the corporate objectives, tried to force a technical system on to highly
decentralised sections . This was directly in confliet with the existing informal
culture which is strong at the section level. Moreover there was a general feeling
among individuals at the operational level that the whole exercise was a futile
effort. They regarded the new system as nothing more than an electronic letter
ledger. A manager of the Waste Management section substantiated this view by
saying that at the operational level one sees real customer orientation and "and
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what they (the Chief Executive's Office) are doing is not customer care". Thus in
trying to impose technical controls on to a predorninantly informal setting, the
integrity of the organisation and the formal systems in place was being
sacrificed. Such a situation could not only result in a loss of productivity but also
in a lower standard of customer care.

lt is possible that discussions between top management, user departments, the
IT department and the auditors could provide a solution that takes into account
the responsibilities of the Local Council in respect of integrity of the systems and
core purposes. At an operational level confidentiality of data and lirnited
potential accidental damage to servers could also be considered. The auditors
recommended a probable way forward by building trust among the users. As one
security audit report put it, "...the way forward is to entrust supervisor passwords
to end users who after all are privy to confidential data, in some instances, by the
very nature of their work, and who on balance are responsible and intelligent
enough...".

The auditors in the Local Council have been very discerning and identified
the potential problems with the IT infrastrueture and the management systems.
Although the process of performing security audits in itself is a subject of much
debate, most of the recommendations given by them have been valid. These have
largely been ignored by the management. Particu1ar criticism of the audit
procedures relates to their focused orientation towards logical and physical
security issues. Only a few high level cultural and semantic issues have been
identified. Moreover, there was no consistency in the method for eliciting such
attributes.

It is interesting to note that the conception of security within the Local
Council was different for different stakeholders. Although the auditors
understood the importance of maintaining integrity in the operations of the
Council, there was little they could do in terms of operationalising their
recommendations. The top management on the other hand was less interested in
the security aspects, and the managers involved had political objectives to be
fulfilled. The user departments had practically no say in any of the matters. In
such an environment, whatever the nature of security measures and related
controls, there is a strong likelihood that the emergent behaviour of people
would not confonn to the formally specified expectations. In order to develop
and sustain a successful IT infrastructure, there is a need to develop
commonality in purpose between different groups and acquire coherence
between the technical structures and the environment. Furthermore, it is
important to develop a culture where planning activities are not carried out in a
vacuum, but rather all the strengths and weaknesses of the options are assessed
and opportunities and threats offeredby the environments are taken into account.
Within the Local Council, for example, the information technology policy
neither reflects the needs and expectations of the users, nor does it take into
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account the potential security implications. In that respect the information
systems and security related policies are inadequate.

Analysis of the LocaI Council identifies four key themes pertaining to the
management of information system security. These are: the planning and
security policy issues; the evaluation of security; information systems design
consideration in security; the implementation of security. Brief interpretations
are presented in table 5.4. These are then discussed at length in chapter 6.

Table 5.4 Resume 0/major issues

Emergent issue
Planning and
security policy

Evaluation of
security

Design
considerations for
security

Implementing
information
system security

5.5 Conclusion

Interpretations from tbe Local Council case
Corporate emphasis with respect to the IT infrastructure has
shifted towards federalism.
The information systems planning process is ad hoc.
A very narrow perspective is adopted with respect to security
planning.
The top management did not consider security evaluation to be
an important issue.
Simple auditing and checklist approaches were used to evaluate
security of the IT infrastructure.
Risk analysis was not conducted.
Different stakeholder perspeetives were not accounted for.
A proper analysis of the current infrastructure was not carried
out.
The new IT infrastructure does not consider security at all.
The system designers have vague security goals.
The controls related to the existing system and that of the new
infrastructure contradict each other.
hnplementation of the IT infrastructure and the related security
controls was done without understanding the existing
environment.
Objectives of different users contradict each other. This reflects
substantial incoherence in their purposes, thus questioning the
integrity of the operations

This chapter has attempted to describe how the information technology infra­
structure within the LocaI Council was conceived, analysed, designed and
subsequently implemented. The analysis was conductedby using the conceptual
framework proposed in chapter 3. The findings from the case revealed
significant incoherence in the design and management practices. The
implementational aspects with respect to the IT infrastructure have also not been
properly thought through. With respect to information system security,
conclusions similar to the Hospital Trust case can be drawn. Tbe top
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management within the Local Council considered the information technology
infrastructural issues at a syntaetic and an empirie level only. For them the
pragmatic and semantic aspectswere either not important or did not exist. This
was in contradiction to the conceptions of the auditors, who appreciated the
importance of more subtle deep-seated aspects. This conclusion supports the
main argument of this book - that deep-seated pragmatie aspects of an
organisation are eritical for the security of an enterprise. The key emergent
themes identified in this ehapter form the basis for further discussion and in
developing a synthesised perspective later in the book.

I The Citizens' Charter redefmes the contract between the citizen and the state in the
UK. It has three underlying assumptions. First, the citizen is entitled to receive some
level of service in return for the taxpayers ' money. Second, the citizen is entitled to
know what level of service is being provided. Third, the citizen is entitled to some
form ofredress ifthat level is not attained .

1 In recent years there has been an increased use of Service Level agreements (SLAs)
between departments. This is especially the case with the central services, such as
accountancy and the locally managed units (i .e. the service departments). The provider
of services is usually required to supply a service description and a charge is made to
the purchasing department.
This role is in charge of liaisons, both internally and externally, on all matters
conceming computer based information systems.

4 lt is interesting to find that someone from IT department would be part of the Chief
Executive 's support team. This is because the Chief Executive has avision that
infonnation technology can be a prime enabler for changing the way in which the
Local Council carried out its business, This is discussed at length in the following
sections .

5 The tenns 'corporatism' and 'professionalism' were first described in the 1972 Bains
Report (The new local authorities: management and structure, HMSO, 1972).

6 The past few years have seen many local authorities follow a similar pattern . Kent
County Council in particular has developed a federal information technology strategy
which captures the benefits ofboth central and decentralised systems.

7 This opinion was voiced by one of the employees in the Public Services and Works
departrnent.

8 Hall (1959) classifies modes of communication as formal, informal and technical . The
same classification was used to analyse CIS within the Hospital Trust in chapter 4.

9 It may be noted here that even the health eare delivery process of the Hospital Trust
was conceptualised in a similar fashion. This is because of similar wider contextual
influences on the two organisations.

10 Netware version 3.x supports encrypted passwords which cannot be read when the
default parameter for unencrypted passwords is OFF. However, if the parameter has
been changed then passwords would be unencrypted and read by this method.



6 Principles for managing information system
security

6.1 Introduction
This chapter brings together some of the key issues identified in the two case
studies, and draws out some general statements for interpreting the management
of information system security. Maintaining the interpretive mode adopted in
this book, various elements of this synthesised perspective deliberately avoid
considering problems as a consequence of a systems function. Tbey are viewed
as an emergent property of reflexive interaction between a system and its
context. Four major themes are identified: the security policy itself; evaluation of
security; design considerations in security ; implementing information system
security.

6.2 Planning and security policies
This section discusses the concept of a security policy. Tbe intention is not to
undertake an exhaustive literature review, but to understand the systematic
position of policies within an organisation. The first sub-section highlights some
of the basic ideas. The second part interprets the security policies in the two case
studies. Finally a synthesised perspective on security polices is presented.

6.2.1 Corporate planning, strategy, po/iey

There is often a confusion between the various terms - strategy, policy, pro­
granunes, and operating procedures. Tbe term strategy is used to refer to
managerial processes such as planning and control, defining the mission and
purpose, identification of resources, critical success factors, etc. Corporate
strategy has been considered as the primary means to cope with the
environmental changes that an organisation faces (Ansoff 1991; Andrews 1987;
Mintzberg 1983a; Quinn 1980). It is often considered as a set 0/policies which
guides the scope and direction of an organisation. However, there is much
confusion between what is designated as a policy and what as strategy. Ansoff
(1987; P114) traces the origin of the term strategy to "military art, where it is a
broad, rather vaguely defined, 'grand' concept of a mihtary campaign for
application of large-scale forces against the enemy" . In business management
practices, the term po/icy was in use much before strategy but the two are often
used interchangeably, despite having very different meanings. In practice a
policy refers to a contingent decision' . Tberefore implementing a policy can be

137
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delegated, while for implementing a strategy executive judgement is required.
The term programme is generally used for a time-phased action sequence that
guides and co-ordinates various operations. If any action is repetitive and the
outcome is predetermined, the term standing operating procedure is used .

In the realm of information system security, there has been an overemphasis
on developing policies. A literature survey for research presented in this book
revealed no reference to the use of the term ' strategy' . Studies have shown that
there is generally a lack of commitment on the part of the top management when
participating in the policy formulation process (see for example Warman 1991).
The skewed emphasis on security policies can be explained on the basis of the
functionalist preconceptions of many practitioners and researchers a1ike. Their
understanding of organisations as formal-rational entities forees them to
conceive of infonnation system security in a similar fashion, and security policy
formulation is seen as aseries of discrete steps . This has mostly been the premise
of IT professionals.

If we accept that secure information systems enable the smooth running of an
enterprise", then what determines the ability of a firm to protect its resourees?
There are two routes (figure 6.1). Either, a firm considers security as a strategie
issue and hence operates in an environment designed to maintain consistency
and coherence in its business objectives, or , a firm may position itself such that it
gains advantage in terms of the risks afforded by the environment. This has
traditionally been achieved by performing a risk analysis. This demarcation
identifies two levels of a strategy within an organisation: the corporate and the
business Ievel' .

At a corporate level the security strategy determines key decisions regarding
investment, divestment, diversification and integration of computing resourees
in line with other business objectives. The primary concern here is to take
decisions regarding the nature and scope of computerisation. At a business level ,
the security strategy looks into the threats and weaknesses of the IT
infrastructure. In the security literature many of these issues have been studied
under the banner of risk analysis. The manner in which risk analysis is
conducted is a subject of much debate, as are the implementation aspects . While
a business security strategy defines the overall approach to gain advantage from
the environment, the detailed deployment of the procedures at the operational
level are the concern of the functional strategies (i.e . the security policy). These
functional strategies may either specifically target major organisational activities
such as marketing, legal , personnel, finance, or may be more generic and
consider a11 administrative elements.

Most of the existing research into security considers that policies are the sine
qua non of weil managed secure organisations (see for exarnple Olnes 1994;
Dorey 1991; Denning 1987). However, it has been contended that "good
managers don 't make policy decisions" (Wrapp 1991; p32) . This avoids the
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danger of managers being trapped in arbitrating disputes arising out of stated
policies rather than moving the organisation forward. This does not mean that
organisations should not have any security policies sketching out specific
procedures. Rather the emphasis should be to develop a broad security vision,
that brings the issue of security to the centre stage and binds it to the
organisational objectives. Traditionally, security policies have ignored the
development of such avision, and instead a rationalistic approach has been
taken which assurnes either a condition of partial ignorance or a condition of
risk and uncertainty. Partial ignorance occurs when alternatives cannot be
arranged and examined in advance. A condition of risk presents alternatives that
are known along with their probabilities. Under uncertainty alternatives may be
known but not the probabilities. Such a viewpoint forces us to measure the
probability of events occurring. Policies formulatedon this basis lack consistency
with the organisational purpose.

Legal

Marketing

Finance Finance

l---------j~,.;;\~ill·. ·.~:it·. · ·:z'~=· ::hi*mt ;,m~W/
Personnel Personnel
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Figure 6.1 Levels ofstrategy

6.2.2 Interpreting security policy in the case studies

The Hospital Trust and the Local Council case studies show discontent with
measures taken for developing and managing information system security.
Significant blame can be attributed to the manner in which the management of
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the two organisations have viewed the very concept of security, if at all. It
becomes evident from both the ease studies that security has been aligned to the
form of IT infrastructure rather than with organisational culture and the
prevalent meaning systems. This is in spite of the vociferous demands by
aeademics and practitioners alike that security should be considered at the
highest levels in an organisation. What is needed is to eonsider security as a
strategie issue, especially in today's elimate where it is becoming diffieult to
dissociate business processes from computer based information systems.

A major eonsideration in developing a secure organisational environment is to
develop avision for security. The emphasis should be to provide a 'common
thread' between organisational purposes and core activities . A common vision
would help in developing a security culture in the organisation, thereby
establishing a norm structure with respect to information handling activities. In
the case of the Hospital Trust such a common thread is lacking. The prevalent
vision is that the security policy developed by the Information and Management
Group of the NHS could be implemented at the Trust level. In fact the outside
consultants have made no etfort to analyse the particular requirements of the
Hospital Trust. Rather they have developed a set of guidelines modelIed on two
of the NHS Management Executive documents: 'Basic information systems
security' and ' Information system security and you' . These documents are not
preseriptive, but they emphasise the importance of addressing data protection
legislation, developing a top level security policy, installing baseline security,
undertaking a small systems review and conducting a risk analysis. So the
Hospital Trust does not have a security policy of its own, but has adopted the one
developed by the NHS Management Executive .

The Local Council considered things ditferently. A definitive corporate
strategy and an information technology strategy exists . These documents reflect
the ehanges taking plaee within the wider context of the eouncil. In recent years
individual departments have also been developing their own information
technology strategies . This trend is part of the overall emphasis to devolve IT
responsibilities to the lowest levels. The individual strategies however come
together to form an overarehing IT strategy for the whole council . In terms of
security, there is a skewed emphasis towards auditing. No top level security
policy exists . The security measures adopted emerge from the checklists
developed by the internal computer auditors . Thus, on the one hand there is a
common purpose and a shared vision for developing and sustaining an IT
infrastructure; on the other hand there is only rudimentary eoncem for security .

With respect to the security strategy the Hospital Trust and the Local Council
need to address the question: 'Which environment do we operate in?' . This
means that high level corporate planning issues should address the nature of the
business and the opportunities and threats atforded by the environment. An
associated concern of the strategic plan should be to reflect on the information
system security aspects. These issues have not been addressed within the
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Hospital Trust.The Hospital Trust statement of purpose devised by the managers
has many problems. Since it focuses on moving people out into the community,
it questions the very existence of the hospital trust . Once people move out into
the eommunity, the role of the hospitals is minimal. In reality this may not
happen, thus highlighting the inadequacy of the strategie objective. In this
scenario, the strategie role of the information system in also blurred. In fact
information systems are eonceived of in a very nanow technica1 sense, eontrary
to the definitions proposed in ehapter I . Information system security is therefore
regarded as a technica1 activity that is delegated to the outside eonsultants.

In the case of Loca1 Council the individual user departments are more
involved with strategie IT issues. These are regarded as synonymous with
information systems eoncerns, and therefore anything to do with computers falls
within the remit of the IT department. In eonsidering the question, 'Whieh
environment do we operate in?' , high level corporate planning issues have been
addressed inadequately. The main pressure on the Council has been to reduce its
eosts, leading to individual departments being considered as business units .
Emerging from this was the belief that the IT services should be outsourced.
However, these activities and the related decisions are accounted for neither at
the corporate planning stage nor at the IT strategy level. Furthermore,
information system security issues seem irrelevant to managers at the corporate
level. The devolution of purehasing power and IT strategy formulation on to the
individual departments is in direct eonflict with the outsourcing of IT function .
Although there is a eoncerted effort to formulate and implement corporate plans
and IS strategies, there is a lack of eoherence in the purpose and content of the
actions. This is a major integrity concern in itself.

Another question that needs to be addressed is 'How do we gain advantage
from the environment?' . This question is linked with the development of a
business security strategy. The main concern is to identify the internal strengths
and weaknesses of the organisation. This requires numerous internal reviews
targeted at different business functions. Since security is considered as a main
enabler to the business, the strengths and weaknesses of the systems in place
should also be anaIysed. The Hospital Trust management recognised the
importance of such reviews . However, these were prioritised according to
pereeived finaneial gains. Since a typica1 security review does not produce any
immediate eost savings, the Hospital Trust has not considered such a review with
any seriousness. The Trust undertook a CRAMM review but it was a half­
hearted attempt (detailed discussion in ehapter 4). IdeaIly, a eomprehensive risk
analysis should lead to the formulation of a business plan that determines the
nature and extent of the controls that may be put in place . This takes the form of
a security policy.

In the case of the Loca1 Couneil a somewhat sirnilar situation existed . The
environment is typica1ly eharacterised by a number of legacy systems. Some of
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these systems are constantly being upgraded while others are being phased out.
Such a situation necessitates a fuller analysis of the strengths and weaknesses of
the operations. However, the only mechanism used was that of auditing where
existing controls were reviewed on basis of a predefined checklist. Although
auditing helps in checking specific controls, it falls short of performing a more
comprehensive environmental review. Had an adequate review been com­
missioned, the need for a security policy would also have been feit.

To summarise, it becomes clear from the two cases that there is a need to
develop avision for security. Such avision brings security to the centre of all
business activities . Furthermore, it lays a foundation for security of information
systems being considered at the highest levels of the organisation. Emerging
from this vision is an intrinsie need to assess the prevalent risks in any given
environment. Such an assessment would dictate the formulation of specific
policies for specific organisational functions . This is contrary to the beliefs that
security policies should be developed ab initio without understanding the
environment and that top management support be gained at a later stage in
formulating , managing and implementing them. What is proposed is an
alternative route where the purpose and the content of organisational actions is
first understood and a security culture developed. Formulating a security policy
should be considered as an emergent activity.

6.2.3 A synthesisedperspective on security policy

It becomes clear from the discussion so far that organisations need to develop a
strategie security vision that ties corporate plans with the tactical security policy
issues. Both in the case of the Hospital Trust and of the Local Council, although
information technology has been considered as a strategie resource, little effort
has been made to address the security concerns. Even where security
implications have been thought of, a mere functionalist technical perspective has
been considered. This is contrary to the security viewpoint propounded in this
book. This section identifies some key principles for developing security policies .
These are summarised in a diagrammatic representation that appears in figure
6.2.

Principles

In furthering our understanding of security policies within the interpretivist
tradition , we should be able to study the security policy formulation process from
the perspective of people in an organisation, thus a1lowing us to avoid causal and
mechanistic explanations. By adopting a human perspective, we tend to focus on
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the human behaviouralaspects. Securitypolicy fonnulation is therefore not a set
of discrete steps rationally envisaged by the top management, but an emergent
process that develops by understanding the subjective world of human
experiences. Mintzberg (1987) contrasts such 'emergent strategies' from the
conventional 'deliberate strategies' by using two images of planning and
crafting:

Imagine someone planning strategy. What likely springs to mind is an image
of orderly thinking: a senior manager, or a group of them, sitting in an office
formulating coursesof action that everyone else will implement on schedule.
The keynote is reason - rational control, the systematic analysis of
competitors and markets, or company strengths and weaknesses, the
combinationofthese analysesproduces clear, explicit, full-blown strategies.

Now imagine someone crafting strategy. A wholly different image likely
results, as different from planning as craft is from mechanization. Craft
invokes traditional skill, dedication, perfection through the mastery of detail.
What springs to mind is not so much thinking and reason as involvement, a
feeling of intimacy and hannony with the materials at band, developed
through lang experience and commitment. Fonnulation and implementation
merge into a fluid process of learning through which creative strategies
emerge. (p66)

This does not neeessarily mean that systematic analysis has no role in the
strategy process, rather the converse is true. Without any kind of an analysis,
strategy formulation at the top management level is likely to be chaotic.
Therefore a proper balance between crofting and planning is needed. Figure 6.2
hence is therefore not a rationalist and a sequential guide to security planning,
but only highlights some of the key phases in the infonnation system security
planning process. Underlyingthis process is a set of principles which would help
analyststo developsecure environments. These are:

1. A weil conceived corporate plan establishes a basis for developing a
security vision. A corporate plan emerging from the experiences of those
involved and the relevant analytical processes forms the basis for developing
secure environments. A coherent plan should have as its objective the concern
for the smooth running of the business. Typical examples of incoherence in
corporate planning are seen in the two case studies. The divergence of clinical
and business objectives in the Hospital Trust and the mismatch between
corporate and departmental objectives in the Local Council illustrate this point.
Hence an important ingredient of any corporate plan is a proper organisational
and a contextual analysis. In terms of security it is worthwhile analysing the
cultural consequences of organisational actions and other IT related cbanges. By
conductingsuch a pragmatic analysis we are in a position to develop a common
vision, thus maintaining the integrity of the whole edifice. Furthennore, this
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brings security of information systems to the centre stage and engenders a sub­
culture for security.

2. A secure organisation lays emphasis on the quality of its operations. A
secure state cannot be achieved by considering threats and relevant
countermeasures alone. Equally important is maintaining the quality and
efficacy of the business operations. There is no quantitative rneasure for an
adequate level of quality, as it is an elusive phenomenon. The definition of
quality is constructed, sustained and changed by the context in which we
operate. The Hospital Trust and the LocaI Council attitude for rnaintaining the
quality of business operations is extremely rationalist in nature. The
management have made an irnplicit assurnption that by adopting structured
service quality assurance practices, it is possible for them to maintain the quality
of the business operations (for reference see figures 4.1 and 5.1). The top
management, in the Hospital Trust for example, has assurned that their desired
strategy can be passed down to the clinical and nursing professions for
irnplementation. However, this is a very 'tidy' vision of quality, whereas in
reality the process is more diffuse and less structured. In fact the 'rationalist
approaches' adopted by the management of the two organisations causes
discontentment, rancour and alienation among different organisational groups .
This is a serious security concern. A secure organisation therefore has to lay
emphasis on the quality of its business operations.

3. A security policy denotes specific responses to specific recurring
situations and hence cannot be considered as a top level document. To
maintain the security of an enterprise, we are told that a security policy should be
formulated. Furthermore top managements are urged to provide support to such
a docurnent. However the very notion of having such a docurnent is problematic.
Within the business management literature a policy has always been considered
as a tactical device aimed at dealing with specific repeated situations. It may be
unwise to elevate the position of a security policy to the level of a corporate
strategy. Instead corporate planning should recognise secure information systems
as an enabler of businesses (refer to figure 6.2). Based on this belief a security
strategy should be integrated into the corporate planning process, particularly
with the information systems strategy formulation. Depending on risk analysis
and SWOT (strengths, weaknesses, opportunities and threats) analysis specific
security policies should be developed. Responsibilities for such a task should be
delegated to the lowest appropriate level.

4. Information systems security planning is of significance if there is a
concurrent security evaluation procedure. In recent years emphasis has been
placed on security audits. These serve the purpose insofar as the intention is to
check deviance of specific responses for particular actions. In the case of LocaI
Council the whole concept of quality, performance and security has been defined
in terms of conformity to auditable processes . A similar situation is seen in some
functionalities of the Hospital Trust as weIl. The ernphasis should be to expand
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the role of security evaluation which should complement the security planning
process . Section 6.3 covers security evaluation aspects in detail.

6.2.4 Summary
The aim of this section has been to clarify misconceptions about security
policies. The origins of the term are identified and a systematic position of
policies with respect to strategies and corporate plans is established. Accordingly
various concepts are classified into three levels: corporate, business and
functional (figure 6.1) . This categorisation prevents us from giving undue
importance to security policies , and allows us to stress the usefulness of
corporate planning and development of a security vision. Finally, a frarnework
for information system security planning process is introduced. Underlying the
framework are a set of four principles which help in developing secure
organisations. The frarnework , based on the IS planning process framework of
Galliers (1987), considers security aspects to be as important as corporate
planning and critical to the survival of an organisation. An adequate
consideration of security during the planning process helps analysts to maintain
the quality, coherence and integrity of the business operations. It prevents
security from being considered as an afterthought.

6.3 Evaluation of security
Much of the literature on information systems evaluation takes a quantitative
stance (Symons 1991). The emphasis has often been to carry out a cost benefit
analysis of the technical systems (Hirschheim and Smithson 1988). Information
system security literature has also had a skewed orientation towards quantitative
security evaluation methods. Consequently risk analysis has emerged as one of
the primary means to evaluate the security of information systems installations.
This section discusses the notion of security evaluation. The first part identifies
the various issues and concerns. The second part interprets security evaluation in
the two case studies . Finally the third presents a synthesised perspective on
evaluation of information system security.

6.3.1 Issues and concerns in security evaluation

Evaluation of security is problematic both conceptually and operationally. There
are concerns as to what should be involved in the evaluation and how it can be
carried out . Most security professionals are stilllocked in the belief that adequate
security can be instituted through the use of evaluation criteria such as TCSEC
and ITSEC. Tbey fail to recognise the rationalistic and deterministic premises of
these evaluation criteria. The criteria strive for maintaining security by looking
at individual sub-systems, the basic principle being: ' overall information system
security can only be maintained if individual sub-systems are made secure' . The
emphasis therefore is to seek assurances for individual components (figure 6.3).
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Tbis is fine insofar as a computer based information system operates in a highly
'controlled' environment", but falls short in a commercial setting. Tbere have
been claims however that by using such criteria and by developing trusted
computing bases, it is possible to develop highly secure environments (Charles et
aJ. 1993). Such claims are rather dubious because it is assumed that all controls
have been identified, implemented and adhered to by the employees; that is,
employees are viewed as machines, acting mechanically. Current research resu1ts
render support to the contrary view (see for example Dhillon 1994; Dhillon and
Backhouse 1996; Parker 1991).

Assurances for individual components in figure 6.3 do not include organis­
ational elements. It is assumed that people behave appropriately and so if
adequate controls are implemented a secure state can be achieved. This belief is
rooted in the categorisations of the evaluation schemes (table 6.1). Tbe
approaches emphasise more of the technical aspects of the systems. Tbe thrust
therefore is on the efficiency and effectiveness criteria and less on interpreting
organisational consequences. A similar observation is made by Hirschheim and
Smithson (1988) who stress the importance of understanding the functions and
nature of the evaluation process as weil as its limitations and problems. Much of
security evaluation therefore has been ill-conceived and has focused more on the
means rather than on the ends.

Assurances Assurances

Hardware
Protocol

Software

Operating + Encryption Assured

System
System

Medium
Workstation

Key
Network Management

Figure 6.3 A Junctionalist viewpoint adopted by the cu"ent security
evaluation practices

Moreover, even though systems analysis is regarded as the most important
phase in developing good information systems, its evaluation is often carried out
after the design has been completed and the system implemented (table 6.1).
This is a direct consequence of limitations in the traditional evaluation
processes . Many researchers have recognised such unsoundness and there has
been some effort to rectify the problems. Lane (1985), for example, proposes the
use of Checkland's Soft Systems Methodology to develop a 'rich picture' before
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conducting any kind of a risk analysis. Similarly Willcocks and Margetts (1994)
stress the importance of a contextual analysis in evaluating system risks. Solms
et al. (1994) propose a framework for security evaluation that gives importance
to certain baseline controls. The problems addressed by these researchers fall
into three categories. First, that there are flawed assumptions regarding the
phenomena under investigation. Second, that evaluation is a simplistic process
which assesses the causes and effects. Third, that there is an over-reliance on
formal-rational approaches to security evaluation.

Problems identified by the researchers are directly related to the nature of
security evaluation carried out by the professionals and to the mind-set of the
people involved. This is c1early illustrated in Currie's information systems
evaluation research in the manufacturing sector (Currie 1989). In this particular
case engineering management was overtly critical of the formal accounting
techniques as a basis for evaluation. But their own holistic and relatively
qualitative approach was unacceptable to the top management. The emergent
concern relates to the narrow perspective adopted by certain stakeholders,
forcing them to interpret organisations as machines. It is for this reason that
security evaluations are carried out in a very focused manner.

Table 6.1 Dominant security evaluation scheme (some categories have been
adapted (rom Chokhani 1992)

System development Associated evaluation Related activities
phase phase

System architecture Preliminary technical Basic architecture review
and high level design review

Detailed design and System developer Security evaluation criteria
implementation assistance phase interpretation (TCSEC/ITSEC);

Review of design choices;
Documentation review

Integration and testing Design analysis phase Systems analysis review;
training; documentation review

Final testing (Beta Formal evaluation Code review; test planning;
testing) phase testingj documentation review

This narrow tunnel vision is dominated by an engineering paradigm that
advocates objectivityof knowledge both in the naturalas weIl as the social worlds. It
postulates both naturaland social world phenomena as govemed by immutable laws
of causality. 11lerefore the main emphasis is to discover means, through unbiased
observation, that will supportthem with empirical evidence. This is very much in the
spirit of natural sciences. Most generic security evaluation approaches (for example
see table 6.1) are based on causal laws, being prescriptive and consequently
normative. The evaluation criteria such as TCSEC teod to be extremely objective and
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systematic. The security evaluation process is therefore considered in tenns of
methodologically discrete steps and develops linearly in a stahle and a controlled
environment.

Finally, current security evaluation practices are pragmatic in substance,
mechanistic in style and ahistoric in context. The approaches deal with tangible issues
that can be expressed intelligibly. Such problems generally render themselves to
practical , mechanistic explanations. Hence historical and organisational contextual
concerns are considered less important. The following sub-section interprets security
evaluation in the two cases in the light ofthe issues and concerns identified above.

6.3.2 Interpreting security evaluation in the case studies

Both the Hospital Trust and the Local Council have made half-hearted attempts
at conducting security evaluations. The problems can be traced to the manner in
which the respective managements have viewed their information systems .
System analysts and project planners in both cases tend to consider the newest
developments in technology as offering some real benefits. It is a common belief
in both the organisations that by implementing more advanced technology, the
security of systems can be maintained. They have however failed to consider the
real nature of information systems. Information systems are not just concerned
with an understanding of hard facts and some ad hoc soft 'people' issues, but
purely in terms of social interaetions. Such a viewpoint forms the hallmark of
information exchange and the basis for any evaluation.

Security evaluation in the Hospital Trust has been carried out on the basis of
certain ontological beliefs. Various modules of CIS have been viewed as distinct
entities with definitive boundaries. It is assumed that there are no external
environmental influences on these modules. Consequently they represent a
reality that is external to human consciousness. The aim of the evaluation
process therefore has been to discern the objective reality of the various modules
of CIS and assess their functioning in terms of the totality of the form (i.e. the
physical state). The main objective ofthe CIS team has been to gain competitive
advantage by focusing on the efficiency criteria. As a resuIt the security
evaluation has just focused on those aspeets of CIS which produce efficiency. In
the health care delivery process (figure 4.1) particular attention has been given
to evaluating risks for service quality assurance. The Hospital Trust presented a
two tier approach to security evaluation. A fairly informal approach was taken to
evaluate risks related to contract management, service delivery and health care
expenditure. The probable reason for this is the importance attached to economy
and efficiency by the managers. At a more general level CRAMM was used to
carry out the evaluation. The limited manner in which CRAMM was used
indicated a deterrninistic perspective. As a result the impact of information
systems on individuals and the organisations was viewed as a function of
technology alone (a detailed discussion appears in chapter 4). Security
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evaluation processes therefore took a very narrow approach with a very limited
useof risk analysis.

The Local Council case portrays a similar situation. The Council dweils on
the philosophy ofbeing 'customer oriented ' and measuring service performance
is its raison d'etre . The prevalent belief is that the pursuit of 'efficiency through
measurement' is strategic and leads to the well-being of not only the Council but
also the public at large. Emerging from this, the strategie objective of efficiency
is justifiably rational . Such an orientation of the Council is because of pressures
from the Audit Cornmission which emphasised economy, efficiency and
e./Jectiveness.

Since the Council focused more on ejJiciency than e./Jectiveness, the security
evaluation process has been oriented towards auditing. Security audits at the
Council are based on purportedly causal laws that take the form of extensive
checklists. The thrust is on a scientific method which makes the evaluative
process objective and systematic. Tbe security auditors at the LocaI Council
evaluate information systems by comparing existing controls to a given range of
possible controls. Certain key controls are identified by selecting the best
inventory of controls from the complete data set rather than examining the
problem at hand . This results in providing solutions on basis of "what can be
done" rather than "what needs to be done". Baskerville (1993) brands
approaches such as checklist methods as belonging to the "first generation" of
information systems design methodologies.

The mode of investigations and evaluations both at the Hospital Trust and the
Local Council took a 'positivist' stance. Security evaluations were conducted in a
cause and effect mode. This meant sorting out what is to be regarded as ' right'
and what is to be regarded as 'wrong'. Such investigations resulted in ' hard',
' real' and ' tangible' measures of security. Tbe evaluators failed to recognise that
the degree of security is in fact a ' soft' and subjective issue. It is context
dependent and largely unique to different application domains. In the case of the
Hospital Trust the security review was carried out by conducting a 'business
impact analysis ' . Weights were established for confidentiality, integrity and
availability of information for each of the business functions . This resulted in a
final score being calculated for the level of security which was later ranked on a
three point scale (high, medium and low risk). In the LocaI Council though no
security measures were established, but the evaluation process proceeded in a
logically sequential manner . Responsibility for security evaluation was given to
an 'expert ' who generates an allegedly objective and expert viewpoint of the
level of security. Tbe perspectives of the rest of the stakeholders are considered
superfluous. Tbe entire evaluation process is ' scientifically' planned beforehand.
Such a planned process facilitates any rational observer reaching the same
decisions given the objective facts of the situation.



Principles for managing information system security 151

Tbe Hospital Trust and the Local Council have not considered different
stakeholder perspectives in their security evaluation processes. Any such
consideration calls for recognising different perspectives and subsequently
entertaining, and legitimising, the non-rational aspects of human existence. lt is
a dominant belief in both organisations that incorporating multiple perspectives
implies sub-optimal or dysfunctional choices on the part of the analysts. This
tends towards elitism which is so typical of functionalist approaches in business
management.

To summarise, in both cases the security evaluation process has been
dehumanised. Detenninism has been brought to the centre and all the contextual
issues have been relegated to the periphery. Furthennore, the evaluation
processes have sought to replace the non-rational qualities of human beings with
mechanistic rules of rationality. Indeed, the hope is to develop measures for the
level of security and to have an objective view ofthe consequences.

6.3.3 A synthesisedperspective on security evaluation

lt becomes clear from the above discussion that in order to maintain security of
infonnation systems, organisations need to develop security evaluation
procedures that cornplement the strategie security vision. In the case of the
Hospital Trust and the Local Council, such a match does not exist. In the
Hospital Trust, security evaluation is an ad hoc affair, while the Local Council
pursues a functionalist perspective in assessing the security of information
systems. Tbe lirnitations of such a position have been discussed at length in
chapter 2. Based on the understanding gained so far, this section establishes
some principles for evaluating the security of information systems.

Principles

There is a general lack of cornprehension about the social context and how it
interacts with the implementation of information technology. Tberefore it is
important to evaluate the linkage between the environment and the manner in
which technology is implemented. This evaluation brings to the fore certain
inherent risks that cause security concerns in an organisation. The previous sub­
sections have demonstrated the limited viewpoint in conducting a security
evaluation. The literature suggests risk analysis to be one of the primary means
to develop secure systems. However in the context of the cases discussed in
chapters 4 and 5, the use of risk analysis as a technique has been minimal .
Criticising the prevalent evaluation approaches Webler et al. (1992) note that :

technical risk assessment makes detenninations of risk and acceptability based
on fact selected arbitrarily. Facts are chosen and interpreted systematically,
but in a way that is oriented toward drawing out select types of infonnation
and conclusions. Scientific perception has been systematically biased by
powerful interests which are not interested in knowing the true essence of
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reality, but in assuring that the interpretation of reality suits those interests
(P38).

Following this there is a need to establish principles which form a basis for
security evaluation. In establishing such principles it is assurned that the criteria
by which knowledge is constructed relate to describing organisational practices
and how meanings are formed through tacit norms shared by actors in the
situation under investigation. The epistemological belief therefore endeavours to
interpret and analyse the social world from the participants' perspective.

1. Security evaluation can only be carried out if the nature of an
organisation is understood. Security evaluation of information systems can be
done if analysts develop an understanding of the nature of an organisation. This
facilitates diagnosis of problems in a very effective manner. The framework
introduced here allows us to consider different security problems for each aspect

of the organisation. This allows us to comment on existing security measures
and potential security threats. The framework incorporates both quantitative and
qualitative aspects of security evaluation (figure 6.4).

In conducting a security evaluation it is important to classify various
organisational co-ordination mechanisms. This is done by using Mintzberg's
conceptualisation of an organisation into Structure in Fives (Mintzberg I983b).
Mintzberg's thesis is that:

the structure of an organisation can be defined simply as the sum total of the
ways in which its labor is divided into distinct tasks and then co-ordination is
achieved among these tasks. ...The elements of structure should be selected to
achieve an internal consistency or harmony, as weH as a basic consistency
with the organisation's situation... (p 2,3).

Based on this premise, security evaluation should focus on each of the five
structures identified by Mintzberg. These are the: operating core; strategic apex;
middle line; technostructure; support staff. The operating core encompasses the
operators who perform basic work related to the production of products and
services. The strategic apex ensures that an organisation's mission is served in
an effective way and that it serves those who control it. The middle line
represents managers with formal authority. It joins the strategic apex with the
operating core. The technostructure consists of control analysts who serve to
effect certain forms of standardisation in the organisation. The support staff
consists of specialised units that provide support to the organisation outside its
operating work flow.

The framework evaluates the efficiency, effectiveness and transformational
aspects of information technology on to the potential beneficiaries. They are the
individuals in an organisation, the whole organisation or a sub-group within an
organisation - a business function. By superimposing the matrix on to
Mintzberg's conceptual structures it is possible to identify co-ordination
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mechanisms within an organisation that help either in increasingthe efficiency
and effectiveness or to transform completely the work practices. The mapping
provides analysts with a 'rich picture ' and helps in identifying specific issues
that need to be addressed in carrying out a security evaluation.
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Figure 6.4 An interpretiveframewerk for security evaluation

The nature of the evaluation process varies in accordance with the structure
under consideration. A synthesised perspective on generic issues of concern is
presented in figure 6.4. The framework provides insight into the purpose of the
particular evaluation. For instance, a security evaluation of the mechanical and
procedural tasks focuses on the technostructure of the organisation and risks
emerging from changes in formal business processes are concerned within the
midd/e Une. The basic purpose of information systems in the former case is to
provide efficiency to individuals, while in the latter case it enhances the
effectiveness of the organisation. Such a categorisation not only takes care of the
organisational context, but also identifies issues that can be quantified . Having
come to grips with this substantive task, the choice of a security evaluation tool
or technique becomes a secondary issue.

lt should also be noted that the security evaluation process is 'contextual' in
nature. Security evaluation of information systems cannot be carried out by
reviewing specific applications alone. It is important that a complete analysis of
the formal and informal organisational aspects is conducted. Informal issues can
beunderstood by examining silent messages in an organisation and subsequently
interpreting them for security (for example see table 4.1 and 5.1). Security
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evaluation in the Hospital Trust and the Local Council, rudimentaIy as it is, is
processual in nature and no consideration has been given to the contextual
influences. The process of evaluation has been seen as a continuous sequence of
actionsexplaining the origins, continuance and outcomeof securitymeasures. It is of
fundamental importance that any evaluation is linked to an organisation's
environment. The aim shouldbe to describe systematical1y, properties and patterned
relationships of organisational processes supportedby computers, andof the changes
in contextthrough whichsuchprocesses emerge. The evaluationprocessthen looksat
the interplaybetween thecontextandtheprocesses. This helps in developing a fuller
understanding of various consequences and forms a basis for establishing
appropriate baseline controls.

2. The level of seeurity cannot be quantified and measured; it can only
be interpreted. Though security evaluation at the Hospital Trust and the Local
Council can be considered as focused, clear and conceptually simple, the extreme
focus on quantification may be considered inappropriate. The sequential and
structured approach to security evaluation no doubt allows analysts to control the
vagaries of the process, but it represents a naive and a limited view of the
phenomenon. Furthermore, a skewed emphasis on rationality limits consider­
ation being given to the socio-political aspects of an organisation. Therefore,
what is needed is an approach which not only focuses on the efficiency and
ejJectiveness aspects of the security controls but gives equal consideration to
understand the 'soft' and subjective human aspects. Such an understanding can
be gained by evaluating the prevalent meaning structures in an organisation (for
example see tables 4.4 and 5.3).

3. Seeurity evaluation cannot be based on the expert viewpoint of any
one individual, rather an analysis of all stakeholders should be carried out.
In both the cases, the security evaluation process has been highly dependent on
the expert viewpoints. The Hospital Trust provides a typical example where
respondents for the CRAMM review were chosen arbitrarily . A proper
stakeholder analysis would have identified individuals specifically affected by
the CIS system, helping to generate a better understanding of the context and
better risk analysis. The situation in the Local Council was similar. The
computer auditor is regarded as an expert who goes through the checklist of
controls and identifies appropriate organisational controls. A proper stakeholder
analysis is equally important when developing new security measures or
modifying existing ones. This shifts the focus to the requirements rather than the
end product.

6.3.4 Summary

The purpose of this section has been to provide a basis for proper security
evaluation. It reviewed the skewed orientation of security evaluation towards
functionalist approaches. In the light of these it identified the weaknesses in the
evaluation practices in the two case studies. These related to the ad hoc nature of



Principles for managing information system security 155

security evaluation approaches and to undue importance placed on the efficiency
and effectiveness criteria in the two case studies. This formed the basis for
establishing a set of principles that helped in evaluating security of information
systems within organisations. The principles emphasise a contextualist
orientation that allows analysts to identify the limits of quantification and to
incorporate multiple perspectives in the evaluation process.

6.4 Design considerations for security
This section is concemed with information system security design. lt presents a
general discussion of issues and concerns when designing secure information
systems and the relationship with systems development. This is followed by an
interpretation of security design considerations in the two case studies. Finally, a
set of principles is identified that should form the basis for designing and
developing seeure information systems.

6.4.1 System design and security

Most systems are not intentionally designed to be insecure; however specification
and design methods are unclear in considering the security features. Such
ambiguity can be attributed to the inability of system analysts to recognise
security as a central component in development activities. Baskerville (1988), in
his seminal security work, stresses that security should not be considered as an
afterthought. He suggests that controls should be incorporated into the logical
design phase of systems development. More recently the CCTA (1991) has
designed an interface between CRAMM and SSADM. Tbe underlying require­
ment is to consider security during the system developmental stages.

In practice, however, such recommendations have not been followed
assiduously. This is partly because system developers and security professionals
are still rooted in the ontological belief that computer based systems exist as prior
socio-technical artifacts, Furthermore, since they regard reality to be independentand
external to human consciousness, an information system is perceived to have a
definitive boundary that separates it from the environment. Consequently, it is
presumed that security can be built into systemsby discerning the objective reality of
the systems and by developing discrete steps to evaluate risks and to build respective
countermeasures.

In terms of system design activities there appears to be difficulty in giving due
consideration to such objective issues. In reality, systemichierarchy is subjective and
the boundaries between a system and its environment are blurred. The issuebecomes
even more complex when the purpose is to developsecure informationsystems. In the
literature there have been endless calls to consider the social issues prior to providing
technological solutions, but there have been problemswith changing the mindset and
the tunnelled vision of analysts. Such mindsetscan be linked to the design ideals of
the system developers. Klein and Hirschheim (1987) synthesise the core design
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ideals as originally postulated by Rule (1974) and Kling (1978). Table 6.2 compares
them with the sociological paradigms ofBurrell and Morgan (1979) and identifies
respective security design ideals. Orienting infonnation system designers to particular
ideals not only determines the nature of the system being developed but also the
manner in which security is handled.

Table 6.2 Classification 0/ 'mindsets ' for security design (the tahle, in part, is
based on the categories identijied by Rule 1974, Kling 1978, Burrell and

Morgan 1979andKIein and Hirschheim 1987)

Core design ideal
Private enterprise
ideal: Main objective
is profitability;
Organisation
rationalisation is
considered
fundamental
Statist ideal: Strength
and efficiency of
institutions is the
highest goal

Libertarian ideal:
Civilliberties are
maximised;
protitability or
welfare to institutions
are sacrificed if they
contlict with
prerogatives of the
mdividual
Neopopulist ideal:
Practices of
enterprises should be
easily intelligible to
ordinary citizens and
be responsive to their
needs

Sociological paradigm
Functionalist: Objective
is to gain competitive
advantage through
objective, structuredand
scientifically validcausal
relationships

Radical structuralist:
Support a philosophy of
dialectical materialism;
Propound detenninistic
prescriptions for
sustaining competitive
advantage

Radical humanist:
Focus on liberating
managerial consciousness
fromcognitive
domination

lnterpretivist: The
endeavour is to
comprehend subjectivity
of experiences fromthe
viewpoint ofhuman
actorsratherthan their
own

Security design ideal
Systems ideal: The prirnary goal
is that systems should be elegant,
well-organised, efficient and
reliable. Security can be designed
by systematically evaluating the
functionalities. The designs are
ahistorical and non-contextual
Dialectical inquiry ideal: Systems
should facilitate in generating
'objective ' knowledge through the
synthesis of most opposing points
of view. Security designs are
based on exposing conflicts and
then negotiating among atfected
partners
Emancipatory ideal: Systemic
concepts ofhierarchy and
emergence areused in systems
design, the airn is to emancipate
humans so as to realise their full
potential . Because ofblurred
systemboundaries, securitydesigns
and analysisof risks remainsan
elusivephenomena
ContextuaJist ideal: System
designs emphasise content, social
context and the associated
processes. Security designs are
not irnposed but are based on an
organisation's communication
patterns and the intentional acts
of agents involved

An understanding of the design ideals helps to overcome the pitfalls and take
advantage of the opportunities when considering security design. Thus it
becomes possible to develop a broader vision of the organisational environment
and the associated security measures. It should however be noted that it is
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impossible to achieve a cornpletely secure state. Security designers can work towards
a secure state if they consider the development process to be socially constructed and
emerging from the intersubjective experiences of people. A secure system couId then
be ODe where thereis a coherence in sbared meaning of the organisation andthose of
its members. This shows allegiance to the neopopulist core design ideal (table 6.2)
requiring a contextualist understanding of the environment for system design and
development.

At a methodological level , a secure system can be designed if a computer
based information systen. is specified with ideologies rooted in the contextualist
ideal. lt is often contended that contextualist and interpretivist ideals provide
little in terms of tangible and comprehensive approaches for system developers.
However, Wing (1990) shows how a broader understanding of the pragmatic and
semantic content provides a basis for writing system specifications using
traditional specification methods' (e.g. Z, VOM, Larch, RSL) . She stresses the
point that the ' syntactic domain' (i.e. the program modules) should satisfy the
'semantic domain' (i .e. what the program modules mean in the real world). This
requires a consensus to be struck between the behavioural and struetural aspeets
of the specification. In practice systems that specify some structural constraints
do not necessarily satisfy the same behavioural constraints. But the ability to
identify the boundaries between what can and what should be formalised allows
security to be considered adequately. Wing points out that:

...behavioural aspects, such as security, are included as part of, rather than
separate from , a systems functionality. If the overall correetness of a system is
defined so that it must satisfy more than one behavioural constraint, a system
that satisfies one but not another would be incorreet. For example, if
functionality and response time were the constraints of interest, a system
producing correet answers past deadlines would be just as unacceptable as a
system producing incorreet answers in time (Pli).

The foUowing sub-section interprets security design in terms of behavioural and
structural specifications. It takes cornplex reallife examples from the case studies and
analyses situations which should have best been handled informally. These are then
delineated from the more routinised ones, Some of these formalisable activities can
then be computerised. Such understanding reveals theambiguity, incornpleteness and
inconsistency in a system, thus allowing us to interpret the correctness level. Security
designs therefore are linked to the requirements assessment and system specification
stages of the developmental process, rather than with identifying COUßtermeasures
after a system hasbeen designed and implemented.

6.4.2 Interpreting security design considerations in the case studies

As we have seen security design considerations in both the Hospital Trust and
the Local Council are rooted in the systems ideal . In the case of the Hospital
Trust it is relatively easy to identify the ' mindset' of systems developers since a
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new IT infrastructure is being developed and there is only one integrated
information system. The Loca1 Council, by contrast does not have an integrated
information system in place (although a federated structure is being put in
place) , instead individual divisions and sub-divisions have their own small
systems. However, in both cases , the primary motivation of system developers
has been to produce elegant systems that address the 'efficiency' and
,effectiveness' drive of the NHS Management Executive and the Audit
Commission.

The system development activities in the Hospital Trust have not been based
on the real needs of the organisation but on the whims and fandes of a select
group of people. Accordingly, system developers and project planners have
considered systems to be good if they are based on causal laws, objective
observations and empirical evidence. Tberefore the totality of the organisation is seen
as the sum of its parts, with each part serving a definitive function. Because of such
beliefs in designing systems, factors such as organisational politics, culture, conflicts
and resistance are considered as a consequences of ignorance . Thus according to the
system developers and the project management tearn, CIS is an objective, struetured,
scientifically valid system; it manipulates the causal Iaws of the health care
environment to yield a competitive edge. Security therefore has been considered as
an 'afterthought' with security measures being reactive in nature rather than
proactive. In this respect security problems are not seen as arising out of
misinterpretation of data or misapplication of rules, but as gaining access to a
computer or not.

The Local Council presents a somewhat different situation. Computer based
systems have evolved over aperiod of time and have become an integral part of the
work culture. New systems development is dictated by the corporate information
systems strategy. The IT department has hadan advisory role with respect to systems
in place and any new needs that may arise. In recent years this function has been
outsourced, leaving the management with arnple time to initiate 'total quality
initiatives'. However, particular interest groups within the organisation have been
making attempts to use technology as a means to assert their influence. TypicaIly,
there are attempts to link electronically the diverse functions (ranging from waste
collection to social services and housing), so as to create an 'integrated reporting
system' . Such plans go against the ethos of generic information systems planning
strategies currently in place within the Council and raise a new generation of security
design questions. Tbe security arrangements of such system design initiatives are
rooted in the systems ideal, as are the initiatives themselves".

The preconceptions with respect to systems design in the two cases present an
elitist nature of developmental activities. The belief in scientific rationality of the
system developers legitirnisesand endorses their preconceptions of how organisations
and businesses ought to function andbe struetured. However, organisations and the
constituent business processes comprise conflicting interest groups and differing
viewpoints, which may not necessarily be represented rationally. Tberefore, the
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systems ideal adopted in the two case studies appears unscientific and denying of the
socialreality. This has severe consequences for themanner in which security has been
considered in the design process. Findings and analysis of the two cases reveal that
indeed security has been considered as an afterthought, as postulated by Baskerville
(1988).

An issue of concern in both the cases centres around vague security goals.
This is partly because of the blind faith of people involved in system
development. Consequently, system design objectives have emerged from the
objectives of system developers rather than from the actual business need . Tbis is
more so in the case of the Hospital Trust than it is in the Local Council. As a
result of system developers setting the agenda, the emphasis within the Hospital
Trust has been to automate a process at the expense of evaluating a process
against its purpose. As a result of this, members of the project tearn focused their
attention on making the system 'fit in' with what is currently done. In relation to
security designs this has typically resulted in 'over-engineering' of the controls.
Because clear objectives and relative priorities have not been stated, system
developers become involved in incorporating the most trivial of the controls into
a system specification. Such designs not only become unacceptable to most
people, but are also unresponsive to change and expensive to maintain. The
nature of the designs also questions the correctness and completeness criteria of
the systems analysis and design activities. This has implications for the integrity
of the information technology infrastructure - a serious security threat.

Another concern with respect to security designs in the two cases hasbeen the 'big
is beautiful' syndrome. Project teams in both the organisations have been
overwhelmed with the idea ofdeveloping large integrntedcomplex systems. Although
such ideas have been realised in the Hospital Trost, in the Local Council the
initiatives are still in the conceptualisation stage. Ideally a computer based system
autornates only a small part of the rule based formal system of an organisation, and
commensurate with this relevant technical controls are implemented. However, OUf

analysis of the case studies reveals an over-reliance of the organisation on the
computer based systems and related technical controls (see figure 6.5).

The Hospital Trust typically represents a situation where the computer based
information system and the related controls have been over-engineered. A
system that not only spans the formal rule based work practices but also
computerises the traditiona1ly informal activities has severe implications for the
integrity and coherence ofthe whole organisation (detailed discussion appears in
chapters 4 and 5). In such situations, it is often the technical controls that
dominate. Little or no consideration is given to the more pragmatic and cultural
issues tbat belp in developing appropriate norm structures that act as a natural
system of checks and balances. Tbe Local Council though does not have an
'over-engineered solution' as yet, but if integrated reporting systems are put in
place , the Council will face similar problems as the Hospital Trust.
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Figure 6.5 Over-engineered systems and related security controls

6.4.3 A synthesised perspective on designing secure systems

The discussion so far suggests that inadequate designs are a consequence of
functionalist preconceptions of the developers as weil as the managers.
Furthermore, security design cannot be separated from the core system
development activities, a secure system is the one in which requirements have
been assessed specifiedand implemented properly. Lessons learnt from the case
studies are synthesisedinto a set of principles for designing secure systems.

Principles

The design and development of computer based systems is a social process that
encompasses communication, learning and negotiation between different
stakeholders in an organisation (Walsham 1993). The process draws upon
structured methodologies as a means of accomplishing the design and
development tasks. The methodologies evaluate the problem domain by either
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taking a technical and an objective view of the phenomena or by being more
subjective in interpreting the issues . The objective orientation in system design
emerges from a 'systems ideal' and a 'dialectical inquiry ideal', while a
subjective viewpoint is associated with an 'emancipatory' and a 'contextualist '
design ideal (see table 6.2). Security design methods are rooted deeply in systems
design methods and therefore share the same ideals. The question that is often
asked is whether we need a separate security design methodology or are the
existing systems design methodologies sufficient? The analysis of the findings
presented in this book indicate that indeed security can be integrated into the
existing systems analysis and design approaches. The emphasis however should
be less on the technical, programmable aspects and more on the requirements
elicitation and specification criteria. This adjustment will produce a system that
is comprehensive, correct and complete. Having developed a good quality system
would implicitly mean that it has a good security design. Such beliefs form the
basis of principles, adherence to which would deterrnine the integrity of the
designs.

1. The adherence to a specific seeurity design ideal determines the
overall seeurity of a system. Since systems development and security designs
relate to shaping of new forrns of identity at work, new social structures and new
value systems, an appropriate design ideal should be identified and adhered to.
Research presented in this book suggests that the contextualist ideal is most
appropriate for developing secure systems. However, the choice is often
deterrnined by the mindset of the people involved in the systems development
activity. In this case it is worthwhile knowing the worth of the respective
viewpoints so that the overall quality of the systems is maintained.

The systems ideal is criticised on the grounds that it requires ahistoric and
non-contextual controls to be implemented during systems design. The systems
design in itself is based on isolating dependent and independent variables from
their context. Consequently the designs and the related controls are not
situational, holistic and emergent. Rather they are grounded in objectivity.
Objectivity by itself is not criticised here, but since the emphasis is to institute
controls by giving primacy to the mechanics of socio-economic structures there is a
significant element of determinism in this ideal. The emancipatory ideal does not
provide any practical guidance for designing secure systems. Moreover since it is
based on a preconception that there are blurred hierarchies and boundaries in an
organisation, the implementation of controls remains an elusive concept. The most
suitable security design ideal, and the 000 propounded in this book, is the
contextualist ideal. Thus in developing systems and instituting controls, primacy is
given to realism of context, and theoretical and conceptual development is the goal
(pettigrew 1985) .

2. Good seeurity design will lay more emphasis on 'correctness' during
system specification. Correctness in system specification is the key to good
security design. However, system developers and researchers alike have had
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varying degrees of success in proposing mechanisms wbich facilitate the
development of appropriate systems. There have been attempts to take the 'best'
aspects of various approaches so as to extend the usefulness of the
methodologies . Avison and Fitzgerald (1988) however note that doing so may
result in the whole spectrum of information systems development lacking a
coherent philosophical base.

In order to specify systems that are 'correct ' , it is useful to distinguish
between the human information communication functions and the teehnology
platform needed to carry out such processing. The underlying belief here being
that an organisation in itself is an information system wbich allows human
agents to communicate with each other, resulting in purposeful activity. In this
case a system specifier should first address the social issues related with beliefs
and expectations of different people, their culture and value systems. Next the
intentionality and communications of various agents needs to be analysed . This
is followed by developing an understanding of the different meanings associated
with the actions . Such an interpretation provides an analyst with a deep
understanding of the organisational issues and facilitates decision making about
what aspects can best be supported by technology. There are no discrete steps to
arrive at such a decision; the process is interpretive and contextually motivated.
Understanding so gained allows formal specification of the rules and procedures,
formal structures and logical connectivity of different modules. These can then
be translated into computer programs. The ernphasis here is on developing a
sound understanding of the deep seated pragmatic aspects of the problem
domain . The better an understanding, the greater is the probability of acbieving
.correctness' in system specifications.

3. Aseeure design should not impose any partieular ceatrols, but ehoose
appropriate ones based on the real setting. The preoccupation of most system
developers with respect to implementing controls is with 'what ought to be,
rather than what actually is' . This flows from the assumption that there is only
one best way to organise elements of a system. In such a situation prescriptive
recommendations are made and a system is expected to behave in a
predetermined manner . In fact control is "the use of interventions by a controller
to promote a preferred behaviour of a system being controlled" (Aken 1978). In
that sense, a control refers to a broad range of interventions. Such interventions
relate to the composition and modification of the tasks of individuals or groups,
to an increase or decrease in the number of formal rules and procedures or
changes in management practices related to training and education. In practice
controls do not always provide the desired results. Therefore it is important to
evaluate the context in which controls will be implemented.

With respect to systems analysis and design, a major threat is that control
issues are generally considered when user requirements have been abstracted
into a logical model'. Without having contextual clarity, such controls generally
lack the catalysing effects that were originally claimed for them. Leavitt (1964),
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while addressing the issue of organisational change, refers to such 'acontextual'
controls as "one-track solutions'' . These are solutions that are otIered for isolated
problems without considering other control systems and their contexts. Controls
therefore cannot be placed arbitrarily within the design of a system.
Implementing system security controls is context driven and should be
considered as a major managerial issue.

6.4.4 Summary
This section stresses the significance of a contextual analysis for designing
secure systems. It emphasises the narrow viewpoint adopted while specifying the
requirements of a system. By emphasising and eJiciting the security issues and
linking them to requirements analysis, the design for good security is equated
with the 'correctness' issues during systems development. Since the notion of
security design ideals classifies the mindsets of people involved in systems
development, implications for the quality of secure designs can be interpreted .
This forms the basis for a set of principles that determine secure systems
development.

6.5 Implementing information system security
This section discusses the concept of implementing information system security
measures within organisations. The intention is to analyse the etIectiveness of
security implementation with respect to the processes in place, the content of the
change and the context of the organisation. This is accomplished by
understanding and interpreting the actual implementation of solutions by
security specialists, managers and staff. The first sub-section reviews some ideas
pertaining to implementation and security. The second part interprets security
implementation in the two case studies. Finally a synthesised perspective on
implementing security is presented.

6.5.1 Implementing security and policy considerations

Although there is a significant amount of literature on security poJicies,
evaluation and design, there has generally been a lack of research emphasis on
the implementation aspects of security. Baier et al. (1988) identify Implement­
ation problems as a consequence of bureaucratic incompetence in executing
policies and the conflicting interest groups. This situation is further complicated
when there is inherent ambiguity in the policy making process and in related
organisational actions. These ambiguities fall into three categories: uncertainty,
confusion and contradiction (Martin and Meyerson 1988). Contradiction refers
to the cultural manifestations of any changes brought about because of security
measures . Confusion results from a lack of communication between different
stakeholders in a particular domain. Uncertainty refers to the inability to predict
the consequences of any security measure. In terms of implementing computer
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based systems, the three categories provide a means to interpret the security level
of the computer based solutions and the organisational infonnation systems.

A similar c1assification is also provided by Lyytinen and Hirschheim (1987).
They categorise factors of relevance to infonnation systems implementation into
three parts. These include the environmental aspects including the individual,
organisation and the wider context; features of the systems development process;
and technical features of an infonnation system. This categorisation, along with
the ambiguity c1asses, can be extended to evaluate security implementation
issues. Table 6.3 identifies the various c1asses which are subsequently discussed
below.

Table 6.3 Problems in implementation and the related implications

Problem

Contradiction - resulting from
a lack of a clearer
understanding of the
environmental influences
Confusion - resulting from an
inability to develop a correctly
specified system
Uncertainty - resulting
because of inappropriate
technical security measures in
place

Dlustration of a
security measure
A typical control that
questions the
expectations of an
individual
A typical control that
means different things to
different people
A typical control that
radically changes the
processes of doing things

Implication

Need to evaluate
security strategies and
shape the political
dynamics ofchange
Need to communicate
and involve users

Need to motivate change

There is complex interrelationship between how a particular security measure
is conceived, the manner in which it is designed and the fonn of its Implement­
ation. Often the conceptualisation of security measures with respect to computer
based systems is highly politicised. This has direct consequences for developing
security strategies and policies (see section 6.2). Commenting on the manner in
which policies are developed in organisations, Baier et a/. (1988) argue that
managers place more stress on the symbolic meanings of policies than on their
implementation. This lopsided emphasis is concerned with overselling the cause
and exaggerating support for a particular policy. Managers also give undue
consideration to the constituent elements, thus being vigorous in enacting
policies but lax in enforcing them. Such an attitude can be linked to the
functionalist roots of the policy makers which imposes detenninism, emphasises
rationality and gives little consideration to the socio-political aspects during policy
formulation. An understanding of the way in which security measures are
conceptualised facilitates c1arification of various contradictions in the
implementation process.
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If the security measures are conceived properly, it allows analysts and
managers to develop systems that are complete, correct and with appropriate
security controls. This aspect of designing appropriate security controls also
deterrnines the success in implementation. Warman (1993) emphasises the
communicative content of secure systems development as being a key to effective
implementation of security measures . He states:

Managers must be seen to be bound by security mechanisms at least as much
as other employees. Without that compliance, the security measures will not
be taken seriously, and in the best case will then be rendered ineffective
against the threats. The worst case, a half-hearted attention to security can
suggest that a similarly gentle approach will be taken with any transgressions,
and this is not a message that managers should communicate to their staff
(p91) .

Therefore an awareness of user requirements and perceptions becomes the
basis for implementing security measures. The numerous organisational mies
and regulations pertaining to security measures take second place. Instead the
focus shifts on to explaining decisions that went behind particular security
measures. This results in understanding and compliance with the measures. In
this respect user issues become a key to improve security in general, and
computer security in particular (Warman 1993). Though user participation as a
concept has been weil accepted in the system development activities, with respect
to eliciting appropriate security controls its significance has been rather lirnited.
This can be related to the preconceptions of most analysts, who are grounded in
the engineering paradigm. Consequently, the controls implemented in the
systems take an authoritarian, top-down approach, and are strongly influenced
by cybemetic theory .

Related to the influences of policy and design on implementation is the form
of the security measures that are instituted. The form of the measures has serious
consequences for the effectiveness of the overall security measures of a computer
based system. Typically, if a set of controls hinders the normal course of work,
there is an increased likelihood of complacency on the part of the users in
adhering to the security measures . In such situations users tend to find ways
around the controls thus making them ineffective. Thus in order to achieve a
smooth implementation of security measures, it is of paramount importance that
the controls are conceptualised and designed appropriately. A similar viewpoint
is advocated by Dhillon and Backhouse (1996) who stress the importance of
developing a holistic viewpoint in implementing controls. They focus on the
importance of understanding and balancing the pragmatic controls with formal
and technical ones. The implementation process is strengthened if an early
evaluation ofvarious system developmental activities is carried out.
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6.5.2 Interpreting security implementation in the case studies

There is a wide variance in the implementation of security measures in the
Hospital Trust and the Local Council. While in the case of the Hospital Trust the
process of implementing security measures was in a complete shambles , the
Local Council presented a situation of partial success. The implementation
process in the two cases can be interpreted by using the classification proposed
in table 6.3.

Implementation of security measures in the Hospital Trust has been such that
the controls question the expectations of the key players. This is because of the
failure to appreciate environmental influences and the context of the systems. A
typical example is found within the pharmacy module of CIS. This module
presents problems at two levels. First, the delivery of the system has been
excessively delayed resuiting in discontentment and dissatisfaction among the
pharmacists. Second, the planning manager has specifically demanded extra
controls in the module such that therapeutic drug monitoring and new drugs
policies can be adequately monitored. This questions the values and expectations
of not only the pharmacists but also the clinicians. The prevalent norm in drug
prescription is that doctors ' recommend' and pharmacists 'give', but CIS forces
doctors to 'give' and pharmacists to ' recommend'. Since the controls are
changing the expectations of different groups there is a need to institute
mechanisms for smooth implementation. Not only should the political dynamics
of change be evaluated but also the security strategy should be realistic and based
on a clearer understanding of the environmental influences . This has not been
done in the case of the Hospital Trust.

In the Local Council though there is an emergence of a two-tier system
developmental activity the controls pose few contradictions. This is primarily
because no radically new systems are being implemented. However, if the
proposed integrated system that would link all the departments is made fully
operational (as part ofthe federallT infrastructure), it would implement controls
that go against the current organisational context. At the present time the
Council is experiencing an increased trend towards outsourcing. As a result the
operations of the in-house IT department have been substantially scaled down.
Against this backdrop, any new control needs to be evaluated against the
strategie agenda and the different interests of the key players. Failing to
recognise these factors would result in an unsuccessful implementation process.

With respect to the correct interpretation of existing controls , the Hospital
Trust presents a case of complete .confusion ' . Every control implemented within
CIS is being interpreted differently by different people. Implementation of a
simple audit control that collects data from different sources and collates it
within CIS is considered as imposing a ' total control environment ' . This is
direct consequence of 'over-specification ' of system requirements. Rather than
identifying only a small number of pertinent controls that should have been
implemented in a computer based system, all the existing controls of the paper
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based system have been automated. Confronted with the argument that new
norm structures are being implemented, managers at the Hospital Trust contend
that "nothing new has been irnplemented". This clearly shows that neither the
user requirements were assessed in the earlier stages of system development, nor
were the meanings of different controls understood.

The Local Council presents similar problems. Managers within the Executive
Office conceived of certain controls that should exist at the departmental level.
These were later translated into daily and weekly reports being generated. All
this was carried out without even understanding the prevalent work practices.
The managers presumed that they knew what was happening at the departmental
and sub-sectional level and hence were in a position to introduce the changes.
However, the ernployees at the 'front-end' considered the actions to be vague
since the controls did not have any meaning in their working environment.
Clearly, the managers should have understood the context better and also
involved the actual users in the process.

The implementation of many controls within CIS has resulted in uncertainty
within the Hospital Trust . This has been because certain controls have actually
forced changes in work patterns . This does not imply that all changes are
unnecessary, but the manner in which these are brought about determines the
suceess or failure of the irnplementation process. In the case of CIS for example
the control transform that forces a validity check, for the care provided with the
information in an individual care plan, raises issues of user acceptance. The
main user of this facility is a consultant doctor. In practice doctors rely on ward
rounds for such a validity check rather than solelyon an individual care plan.
This has a number of consequences. First, the doctors are demotivated to use the
system since it does not fulfil their immediate needs. Second, because of an
ongoing discordance between the utility of care plans and ward rounds (see
chapter 4 for details), such an implementation brings rancour and conflict to the
forefront. Therefore, the very nature of the controls becomes a hindrance to their
implementation.

Within the Local COURcil work practices have evolved around the existing
control structures, typically those within computer based systems. However new
controls have faced significant resistance. This has again been because they force
changes in the work patterns. In practice it is possible to bring about such
changes, but users need to be motivated. Typically, the identification and
surfacing of dissatisfactions with the current securitycontrol measures can be the
first step. Then by participating in the change process, identification of rewards
and giving time and opportunity to disengage from the present state can often
result in successful implementation of new measures. The Local Council fell
short of motivating change, thus resulting in significant uncertainty among
users. For example, a manual control was implemented that compares the
'service provision ' data logged on to the departmental systems with the
complaints received in the centraloffice. The comparison generates areport on
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the mismatches. Though the immediate users were not affected directly, their
work patterns changed significantly. Therefore the emphasis now was to make
sure somehow that there was very little discrepancy in the figures. The intention
of such a control was no doubt to increase the level of customer care, but since it
was not ' sold ' properly, it resulted in significant uncertainty among the users.

Successful implementation of security measures does not start after a system
has been conceived, developed and evaluated, but at the beginning of the
process. This ensures not only the appropriate identification of controls, but also
their proper implementation. The next sub-secnon synthesises the various
concerns raised above and identifies some principles which would determine
appropriate implementation of the security measures.

6.5.3 A synthesised perspective on security implementation

The discussion so far links successful implementation of security measures to the
wider contextual factors that affect content of the security strategies and the
emergent system designs. In the case of the Hospital Trust and the Local
Council, such a link was very weak . This suggests that in both the organisations
the management and the analysts ignored the issues and concerns of the users.
Consensus among different user groups is not always possible or even desirable;
completely rejecting the requirements is also undesirable. This jeopardises the
professional integrity of the managers . Furthermore, by being oblivious to the
perspectives of other interest groups and the wider context, the implementation of
security measures becomes difficult and ineffective, thus increasing the chances of
occurrence of negative events. Based on the understanding gained, this section
establishes principles necessary for bringing about successful implementation of the
security measures.

Principles

lmplementation of security is guided by the core principle: "garbage in, garbage
out". This means that the ultimate consequence of implementing a security
measure is dependent upon how it was conceived in the first place. lf the initial
thrust with respect to security measures was on rationality, mechanistic mies,
scientific and technological solutions by relegating everything eise to the periphery,
then the possible outcome could be an ahistoric and an acontextual implementation.
This rnay result in breeding resistance to change, conflicts and rancour among
different people. As Keen (1981) notes:

information systems development is an intensely political as weil as technical
process and organisational mechanisms are needed that provide MIS
managers with authority and resourees for negotiation. The traditional view of
MIS as a staff function ignores the pluralism of organisational decision
making and the link between information and power. Information systems
increasingly alter relationships, patterns of communication and perceived
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influence, authority and control. A strategy for implementation must therefore
recognise and deal with the politics of data and the likelihood, even
legitimacy, of counterimplementation (P24).

Though Keen 's primary concem is with implementing computer based
information systems, the ideas are equally applicable to implementing controls and
specific security measures. This is because implementation is essentially a social
process and follows a similar pattern to any other implementation. However, in the
particular case of security, implementations should be based on the following
principles:

1. Successful implementation of security measures can be brought about
if analysts consider the informal organisation before the formal. Any security
manager would say that informal organisation takes precedence over formal
organisation, especially when the concem is to implement some security
measures. It is for this reason that the implementation programme should
concentrate on educational programmes which aim to teach new values, and
introduce new norm structures. These, if accepted, create social pressures
seeking conformity to preferred behavioural patterns. In the case of
implementing security measures, the preferred behaviour would be the one in
which members of the organisation operate under a set of controls. This process
of inculcating a new culture has traditionally been the premise of the
organisational development programs. Such programs gain further prominence
when the implementation tends to constrain working patterns.

Our focus on the informal organisation may engender a value system and
introduce some norms such that a preferred behaviour is achieved. However, the
process may not make any headway if an organisation worles under a very rigid
autocratic setting. Therefore the education and training programme prior to
introducing any security measure should also focus on the manner in which the
formal organisation complements and reinforces changes in their behaviour. It
should, however, be remembered that there is no one best kind of a formal
organisation that would facilitate better acceptance of changes. The very concept
is as parochial as the ' mindset ' that believes in the notion .

This principle therefore draws attention to the traditional approaches that
have been prevalent within the human resourees departments. Unfortunately, the
' mindset ' of the security professionals is restrietive and hence programmes such
as organisational development are not easily taken on board.

2. Implementation of security measures should take a 'situational issue­
centred' approach. There are no discrete steps in implementing a change. This
is especially true in the high risk area of implementing security measures. For
example, security controls cannot necessarily be made acceptable by logically
considering the behaviour of an individual employee. Rather the focus should be
on the small group in which an employee works and the related intergroup
issues . The main concern with security implementation is that spontaneity of



170 Managing information system security

resolving any issue can be stifled. It may just be that an individual relates the
problems of implementing a particular security measure with the formal
organisational structure. In this case it may be inappropriate to concentrate
exclusively on inculcating a set of norms, as propounded by principle I above .
Instead the focus should be on redesigning the structure. This shifts the emphasis
from an ' individual-based' implementation programme to a more situational
issue-eentred one. Successful acceptance of security measures in this context is a
purely managerial activity, but so is the whole process of implementation.

3. To facilitate successfuI implementation of security controls, organis­
ations need to share and develop expertise and commitment between the
'experts' and managers. The very nature of the security measures creates a
dichotomy of roles. Not everybody in an organisation understands the controls
and the technical aspects of the infrastructure. This results in a substantial
degree of over-dependence of managers on 'experts' (these may be the outside
consultants), to bring about a successful implementation of the systems and the
embedded controls. Often these controls are not even overtly visible to most
managers. It is usually the complex interplay of the systems, and the controls
with the environment that results in some emergent effect . Because of this lack
of awareness, the 'experts ' tend to recommend general methods and techniques
to deal with the implementation issues. Moreover they do not have the
responsibility of the daily operating decisions. Consequently there is conflict and
discontentment with the whole implementation programme. This is typically
itlustrated by our two case studies. In the case of the Hospital Trust, the outside
consultant dictated the control identification and implementation programme. It
resulted in a completely inappropriate set of solutions. In the Local Council on
the other hand the top management' s inability to comprehend the expectations of
the users is resulting in an unsuccessful implementation. There is a necessity to
share and to develop commitment among the experts and the manager. This
would mean that organisations need to train their staff and develop a good level
of communication among them, This would also make explicit the level of
competence of the major players.

6.5.4 Summary

The purpose of this section was to make explicit the general problems of
implementing security measures. The underlying argument is that implement­
ation of controls is a managerial activity. Hence there is a need to develop
appropriate competencies to deal with the resultant issues. This is itlustrated by
classifying different kinds of problems of implementing security measures and
interpreting the manner in which these have been dealt within the case study
organisations. Finally principles, grounded in a contextualist understanding of
the implementation process, are presented. These hark back to the importance of
traditional organisational development programmes.
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6.6 Conclusion
This final section draws together some conclusions about interpreting the
management of information system security. It is not the intention to draw out
statistical generalisations from this interpretation . Instead the evaluation of the
two cases has formed a basis for understanding the business and the social
organisation. This allows us to evaluate those features which are most important
in managing the security of information systems. Analysis of the case studies in
chapters 4 and 5 identified security policies, security evaluation, system security
design and implementation attributes as the key features in managing
information system security. This chapter has explored issues surrounding these
themes, with examples drawn from the two cases. The findings have then been
synthesised into principles that are highly pertinent to the management of
security. Within a given organisational setting these principles provide a
framework for establishing a 'natural' and informal system of checks and
balances . Better understanding of the principles further increases the awareness
and sensitivity towards security among the broad base of employees, rather than
merely concentrating on just a few who have responsibility for computer
systems.

To manage information system security, managers in organisations will have
to devise appropriate ways of coping with the development and use of IT based
solutions . Since there is no universal 'recipe ' for such secure developments, IT
professionals will have to evaluate the nature of the organisational environment
before considering whether to implement any IT based solutions and the related
security measures. They will have to address issues arising at three levels:
technical, formal and informal. At a technical level the choice of an appropriate
technology and system and security design methodology is very important. The
use of a 'hard' approach, such as SSADM, limits the consideration of the ' real
world' issues. The situation becomes more deplorable if such approaches are not
used appropriately. This especially becomes obvious when the problem situation
is characterised by conflicting objectives (for example the Hospital Trust case).
Equally important is the choice of hardware and software which allows
' interconnectability' and 'media independence' .

At a formal level an organisation needs stmctures which support the technical
infrastmcture. Therefore formal mies and procedures need to be established
which support the IT systems. This would prevent the misinterpretation of data
and misapplication of mies in an organisation and help in allocating specific
responsibilities. If a new technology is being implemented, there is a need for a
formal team which gives strategie direction to the project. Finally, a clearer
understanding of the stmctures of responsibility needs to be developed. This
would facilitate the attribution of blame, responsibility, accountability and
authority (Backhouse and Dhillon 1996; 1995).

The informal level needs to address more pragmatic concerns. lt is often the
case that a new IT infrastmcture is presented to the users in a form that is
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beyond their comprehension, thus being a major demotivating factor in their
accepting the new technology. Thus users should be made aware of all the
features and this should be supplemented by an ongoing education and training
programme. The emphasis should be to build an organisational sub-culture
where it is possible to understand the intentions of the management. An
environment should also be created which is conducive to developing a common
belief system. This would make members of an organisation committed to their
activities. All this is possible by adopting good management practices. Such
practices have special relevance in organisations which are highly decentralised
and thus have an increased reliance on third parties for infrastructural support
(for example the Local Council case). Inadequate understanding has
consequences of increased vulnerability of organisations thereby increasing the
probabilityof risks.

I The Oxford English Dictionary defmes policy as: 'prndent conduct, sagacity; course or
general plan of action (to be) adopted by government, party, person, etc.' . In business
terms 'policy' denotes specific responses to specific repetitive situations . Typical
examples of such usage are: ' educational refund policy' , ' policy for evaluating
inventories' , etc.

2 This premise is based on the defmitions established in chapter I and the argument
propounded by Warman (1993) that cc• • •security relates not only to the protection ofthe
system and the data being processed, but additionally to the well-being and continued
profitability ofthe organisation" (p 71).
Such a demarcation holds true in large organisations only.

4 A typical example of such an environment is that of defence. Early development of
various evaluation methods can indeed be traced to the DoD initiatives in the USo

S Recent research has shown that formal methods offer a way of specifying information
technology security standards in a more rigorous way than natural language. It has also
been observed that Raise Specification Language (RSV) is more versatile than other
traditional approaches such as Z and VDM (for details see Harry, A. Z and RAJSE: a
case study and comparison . National Physical Laboratory, UK).

6 The system design initiatives reflect a marked tendency towards creating 'self­
regulating systems' . Such approaches are grounded in the belief that self-controlling
forms of behaviour emerge, if interlocking, causal goal-seeking activities are either
established or identified. These ideas form the basis of cybernetics - a branch of
systems theory.

7 Baskerville (1988), for example, emphasises the importance of instituting controls in
the logical design phase of conventional strnctured systems analysis and design
methods.



7 Conclusion

7.1 Recapitulating key ideas
This book has explored issues surrounding the management of information
system security. Security has been viewed in terms of minimising risks arising
because of inconsistent and incoherent behaviour with respect to the information
handling activities of organisations. Tbe purpose of this chapter is to bring
together some key ideas and identify the contributions of this book. Concepts
about the nature of information system security, the management of information
system security and the crisis regarding the use of technology are presented.

7.1.1 The nature ofinformation systemssecurity
Information systems researchers and practitioners alike have always feit the need
to minimise systemic risks arising out of the use of information technology.
Research has identified the confidentiality, integrlty and availability of
information as vital concepts. However, in developing counter-measures to
threats in these three areas the focus has been on questions such as computer
viruses, hacking, system failures and access control. Tbus the primary concern
has been for the technical installations and their functionality. In contrast
research presented in this book has considered information technology usage in
terms of integrity and wholeness of systems, social as weIl as technical. It has
related the management of information system security to the deep-seated
pragmatic aspects of an organisation. Tbe implicit argument is concerned with
maintaining the integrlty of the business operations and the information systems.

The purpose of the concepts presented in this book is not to propose another
classification of information technology related risks such that problematic
situations could be mapped on to it. In fact the argument presented in this work
has broadened the scope of information system security management. Tbe key
concern has been the notion of maintaining information systems integrity. It is
important to maintain the wholeness of systems because organisations depend so
heavily upon information for their success. The availability of information not
only helps an organisation to co-ordinate and control its internal and extemal
relationships, but also influences the effectiveness of an enterprise. Tberefore
any disruption in the information and communication systems or in the
organisational operations has adetrimental effect on the entirety of the concern
and the systems that support it (see for example Dhillon and Backhouse 1996;
Angell 1993) .

173
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In order to maintain the integrity of the organisations and prevent the
occurrence of any adverse events, research presented in this book has stressed
the importance of having a cIearer understanding about the nature of
organisations. This wouId result in not only the successful development and
implementation of information systems, but also in rninimising risks associated
with information technology usage. Other research findings support the same
viewpoint (see for example Holmes and Poulymenakou 1995; Dhillon 1995;
Griffiths and Willcocks 1994; Willcocks and Margetts 1994; Bentley 1991).
Figure 7.1 illustrates the conception of organisations and the related security
measures.

Communication Security

• Dau. • 1.--.... -
Secun ty

T echnical inronnation
system securiry

Formal inroml ation system security

Pral:matic inronnation system security
"The organisational environment"

Figure 7.1 Conceptualising informaiion system security

The literature review on security and the empirical research presented in
chapters 4 and 5 identified the existing emphasis of researchers and practitioners
to be skewed towards technical information system security measures . Although
it is important to maintain the security of the technical edifice, it is not enough.
Many forward looking organisations have recognised the shortcornings of having
a narrow conception of their security strategies. Typical examples are found in
the case of Shell' and British Petroleum". Both organisations have recognised
people to be a main component in developing secure environments.

Increased technical orientation has resulted in organisations ignoring the
importance of formal rules and procedures in developing secure environments.
Often, the simple manual checks and balances are either not implemented or are
just ignored . The dernise of the Barings Bank is another case in point. While the
auditors recognised the failings in the dealings, the management preferred to
ignore them . It should also be recognised that any number of good technical
controls and formal procedures does not necessarily result in a secure
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environment (for details see Backhouse 1995). In any organisation, over aperiod
of time a system of fairly cohesive groups with overlapping memberships is
created . These social groupings of the informal system have a significant bearing
on the weIl being of an organisation. The groups or even individuaIs may have
significant power and may be in a position to influence other informal groups or
even the formal structures. Thus when information technoIogy is used to manage
large organisations, a proper balance is needed between the three sub-systems.
Failure to achieve such a balance generates uncertainty, creates complexity and
introduces unnecessary risks, thereby increasing the probability of occurrence of
adverse events.

7.1.2 Managing information system security

The field of information system security is relatively immature as compared to
advances in information systems. It is important that information system security
researchers and practitioners alike are able to examine critically their
approaches, methods, tools and techniques by drawing on the research carried
out in information systems. Moreover, it is important to understand the
philosophical underpinnings of the approaches, thereby allowing an evaluation
of the relative merits and demerits of the methods. Research presented in this
book has demonstrated that along with understanding the nature of information
system security, it is important to evaluate the socio-philosophical orientation of
the approaches used. Investigation into the ontological and epistemoIogical
orientation of most information system security approaches showed a highly
functionalist orientation (see chapters 2 and 3). The interplay between a
functionalist mindset and a narrow conception about the nature of information
system security has forced researchers and practitioners alike to be locked in an
orthodoxy. Liebenau and Backhouse (1989) attribute reasons to "casual
borrowings, cavalier attitudes and amateurish eclecticism, resting on the solid
but inappropriate foundation of computer science". While exploring notions of
ideology and information systems, Straub (1991) has also made criticisms to the
same effect.

This book has introduced an alternative means for evaluating and managing
information system security . The focus is on understanding the nature of the
problem domain rather than criticising the current approaches. In that sense, this
book lays a theoretical foundation for the management of information system
security that is rooted in the interpretive paradigm as defined by Burrell and
Morgan (1979). It is important that approaches are based on a systematic and a
coherent perspective advocated by a paradigm . This avoids the theory building
process from being based on the tenets of other theoretical approaches, thus
preventing bias and eluding criticisms and counter-eriticisms. Giving due
consideration to these aspects , this book has proposed an interpretive approach
for understanding information system security.
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The use of an interpretive approach in this work has aligned the analysis of
information system security with the mainstream information systems literature.
In recent years there have been a significant number of studies, covering a range
of topics and issues, that have used an interpretive approach (for example see
Walsham 1993; Orlikowski 1991; Zuboff 1988; Suchman 1987) . However, the
information system security researchers have lagged behind in recognising the
social nature of the security problems. This leaves a gap in the literature where
research presented in this book has contributed.

7.1.3 The technological crisis

This book has highlighted the importance of understanding the deep-seated
pragmatic aspects of organisations for preventing the occurrence of negative
events . As a consequence an important issue regarding the use of technology has
been touched upon. It is true that the application of technology has helped to
improve the performance of businesses and even greater investments have
promised increased benefits'. However, at a time when technology itself enters
all aspects of OUf everyday lives , and becomes more accessible by almost anyone,
it also becomes easier to ahuse or misuse it. The case studies in chapters 4 and 5
have shown that even though technology may be used with all good intentions,
an inappropriate use may resu1t in increased risks. Such observations have been
made in other studies as weIl. Georgiadou (1994), for exampie shows how fraud
may actually emerge from the very application oftechnology.

lf the application of technology into an organisational setting is not planned
properly, the occurrence of any unforeseen phenomena or negative event cannot
be mied out. This is largely because of the complexity caused by technology in a
social system. Such compiexities are not restricted to information technology
alone. In fact the emergence of a technological crisis can be traced back to the
industrial revolution. Beniger (1986) links the effects on today's society to the
increase in the speed of material processing and flows in the Iate nineteenth
century. The speed and volume of this processing threatened the capacity of
technology to control it. Today the speed of processing occasioned by
information and communication technologies has resu1ted in organisations
becoming highly susceptible to misuse. Increased organisational vulnerabilities
have come into being because of commercial and social pressures, cultural
incompatibilities, chaotic changes, resistance to change, criminal intent, malice
and sabotage (see for example AngellI995).

7.2 Critique of concepts
The purpose of this seetion is to examine critically the concepts presented in this
book. This heips us in identifying those areas that rnay require further
c1arification. Such a critique is presented under two broad headings: type of
theory and methodological issues .
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7.2.1 Type 0/theory

In sociology there is a weIl established, though by no means clearly expressed,
macro-micro distinction in the level of analysis (see Ritzer 1992). The macro­
micro categorisation relates to the variation of scope of cases under study. A
' macro' analysis refers to theories that are applicable to large scale social
systems and relationships. The implicit assumption of such theories is to link
different settings to one another and draw interpretations. A ' micro' analysis , by
contrast, is concemed with an analysis of local forms of social organisation,
being either particular enterprises or specific situations.

Cutting across the macro-micro dimension are the substantive-formal theories
(as discussed by Glaser and Strauss 1967). The substantive-formal distinction
concerns the generality of the categories with respect to the cases under
investigation. Formal categories subsume substantive ones . For example, the
study of information system security practices in a particular organisation can be
used as a basis for a general theory about security.

The two dimensions provide a four-fold classification of theories. First are the
macro-formal theories. These are concemed with the structure, functioning and
development of societies. AngeIl's (1995) analysis of the impact of information
technology on nation states falls in this category. Second, are the macro­
substantive theories. Studies pertaining to particular industries fall in this
category. Third are the micro-formal theories. These are concemed with more
local forms ofsocial organisation. Research done by Walsham (1993) is a typical
example. Fourth are the micro-substantive theories. The focus of such research is
on particular types oforganisations or situations.

The research presented in this book falls into the micro-substantive category
(figure 7.2). This is because the approach presented in this book has been to
consider the deep-seated pragmatic aspects of organisations for managing
information systems security. In the current form this work has looked at a
particular set of organisations - those that can primarily be termed as public
sector. However, it has not been possible to assess the implications of different
contexts on the deep seated pragmatic aspects of organisations. A1though the
interpretations drawn in chapter 6 are fairly representative of organisations in a
particular context, future work should broaden the scope to check thevalidity of
the findings. There are several possible future research directions . These are
iIIustrated in figure 7.2.

One possible future research direction is to develop a macro-substantive
theory . Typically findings as presented in this book could be used to research
into other public sector organisations. Conversely a more restrictive agenda
could be pursued by just considering the Local Govemment or the National
Health Service organisations. This would lead to the development of a micro­
formal theory. Altematively, future research could lead to a macro-formal theory
for interpreting the management of information system security. This would
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involve extensive research, with case studyorganisations being sampled out from
across the industry sectors.
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Figure 7.2 Types oftheories andfuture researck directions

7.2.2 Methodological issues
The methodological approach adopted in this book has been broadly interpretive.
One of the major limitations of interpretive research is its reflexive nature.
Researchers must recognise that they are part of the social world that they study.
This is an existential fact. There is no way in which we can detach ourselves
from the social world that we are studying. Often we rely on 'commonsense'
knowledge to make judgements about the social phenomena under investigation.
While conducting research for this book, many such judgements were made.
Researchers grounded in the positivist traditions will perhaps consider this to be
a limitation. However, experiences gained from research, as presented in this
book, give us little justification for rejecting commonsense knowledge while
conducting research. Researchers must proceed with their analysis and data
gathering with what ever knowledge they have. In case there is any doubt with
respect to problem situations, it is worthwhile subjecting the concepts to
systematic inquiry.

Ideas propounded in semiotics have been used to conduct the case studies. In
general the methodological approach provided a usefuI framework for analysis.
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However , the use of semiotics and the staircase model in particular (figure 3.2)
broadened the scope ofthe empirical work. As stated in chapter 3, semiotics is a
mere regrouping of ideas from many disciplines. Each level of the framework
has a number of theoretical models associated with it.

This book introduces the classification proposed by Hall (1959) to draw
interpretations about the nature and significance of cultural aspects on
information system security. However, such an analysis is by no means adequate
and sufficient. Further research is needed across a broader spectrum of
organisations to further investigate the relationship between culture and the
management of information system security. Another area that has been touched
upon, but needs further investigation is with respect to responsibility and blame .
It is an emergent belief of this work that responsibility and the attribution of
blame are strongly related to the management of information system security.
The field of semantics offers a piethora of tools and techniques that can assist
research in this direction (see Backhouse 1991) . Recent research has in fact
considered the use of speech act theory in explicating responsibility structures for
secure systems development (Strens and Dobson 1993).

7.3 Epilogue
To summarise, this book presents insight into the following aspects of
information system security:

• ClarificatioD of tbe ceneept: This book clarifies concepts about the
nature of information system security. Most of the literature on inform­
ation system security has bad a rather narrow technical perspective.
Hence information systems security has been understood in terms of
protecting the confidentiality, integrity and availability of information.
This is fine in so far as the intention is to protect the technical edifice, but
information systems are more than just computers - they are social
systems. Hence with respect to information system security, our concem
is to manage the integrity of the systems, formal and informal. This book
broadens the definition of security and hence views it in terms of
minimising risks arising because of inconsistent and incoherent
behaviour with respect to the information handling activities of
organisations.

• Theory building and descriptive understanding: Descriptive understanding
is one of the main contributions of this book. The research presented takes the
form of a systematic description of the properties and patterned relationships
of the process of information teclmologyadoption and the possieleoccurrence
of negative events. This is a critical form of knowledge, essential for theory
building in the field of information system security. Mucb hasbeen written on
the analysis, design and management of information systems and on the
technical design of secure systems. The contribution of this work, beyond the
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previous literatures, is to bring together research in infonnation systemsand
computer security and introduce an interpretiveapproach to the management
of infonnationsystemsecurity.

• Interpreting the deep-seated pragmatic aspects: This book has argued that
to solve the problem of managing infonnation system security, we need to
understandthe deep seatedpragmaticaspects ofan organisation. The concepts
of deep-seated pragmaticconcept appearselusiveandabstract to a novice. The
book introduces an anthropological approach (E T Hall 's culture map to
analysesilentmessages) to identif}r directorganisationalInterventions so as to
assess implications for security. The interpretation gives a broad overview of
the problemdomain and hencehelps an analyst to focus on specific issues of
concem. However the analysis of silent messages is by no means a complete
reviewof security.

• Security review method: Having developed conceptual c1arity about the
nature of infonnation system security, this book presents a method for
conducting a security review. The method is grounded in semiotics and
identifies six levels of analysis. The security reviewapproach is exemplified in
the two casestudies presented in this book. The processof analysis shows how
the method can be applied in practice. The riclmess of the approach can be
gauged fromthe breadthand depth of theanalysis. The method helps to draw
interpretations about the integrity of the organisation and the management
systemsin place,

• Principles for managing information system security: Based on the find­
ings of the two case studies, a set of principles for managing infonnation
systemsecurity is established. These principlesare intended to be 'first steps'
in developing goodmanagement practiceswith respectto infonnation system
security. Careful consideration could serve as a eata1yst for preventing the
occurrence of negative events. The principles are organised under four major
thernes: planningand security policy; evaluationof security, design consider­
ations for security; implementing infonnation systemsecurity.

• Practical relevance: The concepts presented in this book are intended to
be useful for various groups of practitioners engaged in the introduction
computer based systems and management of security.

In general, what may be trivial in its self-evidence but profound in its truth is
that the prevention of negative events is more effective than treatment. At an
organisational level this can be achieved by developing good management
practices. First steps in that direction emerge from understanding the deep­
seated pragmatic aspects of an organisation and how these affect the occurrence
of unforeseen events. At a sociallevel, diffusion of ideas about security as part of
the cultural infrastructure could reduce the burden placed on the shoulders of
information systems managers in organisations. Many large organisations are
engaging in awareness campaigns that seek to increase understanding of and
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sensitivity towards security issues among the broad base of their employees,
rather than merely concentrate on those with responsibility for computer
systems. There are initiatives being developed that target the school age
population, seeking to educate youngsters in informationsystem securityas they
leam about computing.

Ultimately the need is to have both a higher level of awareness among the
workforce generally about the costs and benefits of good security, and a
frarnework of computer law and enforcement and good management practice
which will provide the necessary support where the more informal system of
checks and balances fails.

I Based on the lecture given by David Lacey of Shell (UK) Ud on 9th February, 1995 at
the 1995 Security Colloquium, Computer Security Research Centre, London School of
Economics . TitIe ofthe ta1k: IT security - developing baseline standards.

2 The restructuring initiative at BP has particularly considered people to be a main
component. This has specifically been done with respect to managing information
system risks. Assessment is based on the MSc dissertation 'Role and effectiveness of
infonnation technology in networked organisations: a critical analysis ' by S S Nair,
Information Systems Departrnent, London School ofEconomics, 1994.

3 For instance, it is estimated that by irnplementing information and communication
technologies, the British National Health Service could save f.3oo million per annum,
Similarly, the UK Govemment's Central Unit on Purchasing could save ,(500 million
per year on non-defence purchases.



Appendix E T Hall's Map ofCulture

Description
Hall (1959) in his book The Silent Language introduces a taxonomy of different
behavioural patterns. The framework. helps in interpreting the cultural con­
sequences of innovations that are likely to cause trouble if not perceived in time.
Hall proposes ten streams of culture under which culture can be c1assified. These
streams interaet with each other to exhibit patterns of behaviour - the silent
messages. Different combinations of the cultural stream relevant to infonnation
system security are shown in table AI , while abrief description of each stream is
presented below.

Interaction: According to Hall, interaction has it basis in the underlying
irritability of all living substance . One of the most highly elaborated forms of
interaction is speech, which is reinforced by the tone , voice and gesture.
Interaction lies at the hub of the 'universe of culture' and everything grows from
it. A typical example in the domain of information systems can be drawn from
the interaetion between the infonnation manager and the users . This interaction
occurs both at the formal and informal levels - formally through the
documentation of profiles and informally through pragmatic monitoring
mechanisms.

Association: Hall uses the analogy of bodies of cornplex organisms as being
societies of cells , in order to describe the concept of association. In this respect ,
association begins when two cells join. Kitiyadisai (1991) describes association
in a business setting as one where an infonnation manager acquires an irnportant
role of supplying relevant information and managing the information systems for
the users . The prestige of the infonnation systems group increases as their work.
gets recognised by the public. An association of this kind facilitates adaptive
human behaviour.

Subsistence: Subsistence relates to the physical livelihood, eating, excretion,
working for a Iiving and income (indirectly). For exarnple, when a company teils
a new middle manager of his status, subsistence refers to access to management
dining room and washing facilities, receipt of a fairly good salary , etc.

Bisexuality: This refers to differentiation of sexes, marriage and farnily. The
concept of Bisexuality is exemplified in an organisation by the predorninantly
male rniddle management displaying machismo. Although Bisexuality is an
important element in understanding aspects of a society, it has lirnited relevance
to the study of information system security.
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Territoriality (Location): Territoriality refers to division of space, where
things go, where to do things and ownership. Space (or territoriality) meshes
very subtly with the rest of the culture in many different ways. For example ,
status is indicated by the distance one sits from the head of the table on formal
occasions.

Temporality (Time): Hall considers temporality to be intertwined with life in
many different ways. The division of time, when to do things, sequence duration
and space are typical examples. In a business setting examples of temporality
can be found in flexible working hours, being 'on caII', ' who waits for whom'.

Leaming: Hall describes learning as: "one of the basic activities of life, and
educators might have a better grasp of their art if they would take a leaf out of
the book of the early pioneers in descriptive linguistics and learn about their
subject by studying the acquired context in which other people learn" (p47). In
an organisation management development programmes and short courses are
typical examples.

Play: In the course of evolution, Hall considers p/ay to be a recent and a not
too weil understood addition to Iiving processes. Play and defence are often
closely related since hurnour is often used to hide or protect vulnerabilities. In
the western economies play is often associated with competition. P/ay seems to
have a bearing on the security of the enterprise, however the nature and scope of
the case studies presented in this book do not attempt to analyse this aspect in
great detail. Hence it is excluded from the cultural streams as they appear in
table Al and in chapters 4 and 5.

Defence (Security): Defence is considered to be an extremely important
element of any culture. Over the years people have elaborated their defence
techniques with astounding ingenuity. Different organisational cultures treat
defence principles in different ways which adversely affect the protective
mechanisms in place. A good defence system would increase the probability of
being informed of any new development and intelligence by the computer based
systems of an organisation.

Exploitation: Hall draws an analogy with the living systems and points out
that "in order to exploit the environment a11 organisms adapt their bodies to meet
specialised environmental conditions". Similarly organisations need to adapt to
the wider context in which they operate. Hence, companies that are able to use
their tools , techniques, materials and skills better will be more successful in a
competitive environment.
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Table Al - Part 1, Primmy message systems (Only relevant streams are shown.
Adaptedfrom the original Map ofCulture by Hall, 1959)

Primary .
Message
SystemS

biteractional

o

Org~ational EcononUc

2

Territorial

4
Interaction

o
Assoclation

Subsisfence

2
Location

4
Tune

6
Security

9

Communication
patterns of
individuals

Sta tus and role
within an
organisation

Nature of
economic
exchanges

Table AI Parts 1 and 2 are adapted!Tom The Silent Language by Edward T. Hall.
Copyright 0 1959, 1981 by Edward T. Hall. Used by pennission of Doubleday, a division of Bantam
Doubleday Deli Publishing Group, Inc.
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Table Al - Part 2, Primary message systems (Only relevant streams are shown.
Adaptedfrom the original Map ofCulture by HaU, 1959)

6 > ·8·· 9

Primary
Message
Svstems

Temporal .

5

Instrudiobal Protective Exploitational

95

Timewhen
interactions may
take place

Interacnon

9

j Manner in j Nature and Manner in
~ which teaching ~ scope of which
1and leaming is 1 protective telephones etc.
~ carried out ~ mechanisms are used

o 05 ~ 06 ~ 08 : 09
• • •• •••• •• •• • • • • •• • • • • u : : •• • • •••••••• ••• • • • • • • • • • • • ••• : • ••• • ••••• • • • • • • • • • •• ••• • •• •• •• •

Auociation Groups based on j Teachers and [ Proteetors [ Use of group
age , roles and ~ leamers ~ (security ~ property
positions within 1 1personnel 1
an organisation j [ etc) ~

I 15 ~ 16 ~ 1 8 ~ 1 9............................... .......................·············t································.······· , .
Subsistence Time when basic [ Concurrence j Individual ~ Use of

subs istence ~ ofleaming and ~ physical care ~ resources and
needs are ~ working ~ and 1equipment for
fulfilled 1 ~ protection of 1 subsistence

~ ~ livelihood [
2 25 ~ 26 [ 28 [ 29............................... .........................···········t································t···..··········· ·············1················· .
Locational Scheduling of ~ Specifying ~ Privacy j Use of fences

space ~ individual and ~ ~ and markers to
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4 45 j 46 ~ 48 ~ 49
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5 55 [ 56 j 58 [ 59
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