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NOiI dung

« Khai niém co ban vé An toan Théng tin

» Cac loai moi de doa va tan coéng

* Chinh sach bao mat théng tin

« CONng nghé ma hoa

* An ninh mang

 An toan dir liéu

* Quan ly ruiro

* Quy trinh ¥ng pho su ¢d va khdi phuc sau sw cd bao mat.



- Bai 1: Gi&i thiéu vé An toan va Bao mat Hé thong Théng tin
* NGi dung: Khai niém co ban vé an toan thong tin, tam quan
trong va cac thanh phan chinh cta hé thong bao mat

* Yéu cau can dat: Hiéu dwoc cac khai niém co ban va tam
quan trong cua an toan théng tin.

 Thuat ngi¥ chinh: An toan thdng tin, bado mat, rdi ro, mdi de
doa.

» Cau héi thao luan: Tai sao an toan théng tin lai quan trong doi
v&i doanh nghiép?

* Bai tap thwc hanh: Nghién ctru moét treong hgp vi pham an
toan théng tin gan day va trinh bay giai phap bao mat.

- Bai tap ly thuyet: Viét mot bai luan ngan vé sw phat trién cla
an toan théng tin trong thap ky qua.



* Bai 2: Cac loai moi de doa va tan cong

* N3i dung: Phan loai cac moi de doa, cac loai tan cong mang, va
cach nhan dién chung.

* Yéu cau can dat: Nhan biét cac loai mdi de doa va tan cong pho
bién.

* Thuat nglr chinh: Malware, phishing, DoS, tan cong xa hoi.

* Cau hdi thao luan: Moéi de doa nao la nguy hiém nhat hién nay va
tai sao?

* Bai tap thuwc hanh: M6 phdng mot cudc tan cong phishing va céach
phat hién ndo.

* Bai tap ly thuyét: So sanh cac loai tan cong mang va dé xuat bién
phap phong ngua.



* Bai 3: Chinh sach bao mat thong tin

* N6i dung: Khai niém va vai tro cua chinh sach bao méat théng
tin trong to churc.

» Yéu cau can dat: Hiéu dwoc cach xay dwng va trién khai chinh
sach bao mat.

» Thuat ngiv chinh: Chinh sach bao mat, quy trinh, hwéng dan.

- Cau haéi thao luan: M6t chinh sach bao mat tot can co nhirng
yéu to nao?

» Bai tap thwc hanh: Soan thdo mdt mau chinh sach bao méat
cho mét doanh nghiép nho.

* Bai tap ly thuyét: Phan tich chinh sach bao mat ctia mét to
churc noi tieng.



* Bai 4: Cong nghé ma hoéa

* NOi dung: Gi¢i thiéu cac phwong phap ma hoa va wng dung
cua chung trong bao mat théng tin.

» Yéu cau can dat: Nam virng cac khai niém vé ma hoa va giai
ma.

» Thuat ngiv chinh: Ma hoa ddi xirng, ma héa khéng doi xirng,
chir ky sO0.

« Cau hai thao luan: Tai sao ma hda lai quan trong trong bao
mat thong tin?

 Bai tap thwc hanh: Thwc hién ma hda va giai ma mét thong
diép s dung AES.

- Bai tap ly thuyét: Trinh bay sy khac biét gitka ma héa doi xirng
va khong doi xwrng.



« Bai 5: An ninh mang

 Noi dung: Ky thuat va cdng cu bao vé mang, bao gobm tuwdng
Ira, IDS/IPS.

« Yéu cau can dat: Hiéu cach thirc hoat ddng clia cac céng cu
bao mat mang.

* Thuat ngir chinh: Twong Itra, IDS, IPS, VPN.

« Cau hai thao luan: Vai tro cua twdng Itra trong bao mat mang
la gi?

- Bai tap thwe hanh: Cai dat va cau hinh mét twdng Ira don
gian.

- Bai tap ly thuyét: Phan tich cac 16i bao mat mang phd bién va
cach phong tranh.



- Bai 6: An toan dir liéu va sao lwu

* Noi dung: Cac phwong phap bao vé di¥ liéu va quy trinh sao
lwu hiéu qua.

» Yéu cau can dat: Nhan dién cac phwong phap bao vé di liéu
va lap ké hoach sao lwu.

* Thuat ngtr chinh: Sao Iwu dir lieu, phuc hoi di¥ lieéu, ma hoa dir
liéu.

« Cau hoi thao luan: Tai sao viéc sao lwu di liéu 1a can thiét?

- Bai tap thwc hanh: Thiét lAp mot ké hoach sao lwu cho mét td
chirc.

- Bai tap ly thuyét: Trinh bay cac phwong phap sao lwu di liéu
va lgi ich cua chung.



KWHL (KWLH)

1.What do | (already) &  K-W-H-L CHART

? teachthought i
know:

K What you W What you want to H How you will 1 et vem Deemmed
(already) know know or learn learn it

Organize informaticn about a topic before and after learning more about it.
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Bai 1: GiGi thiéu vé An toan va Bdao mat H¢
thong Thong tin
Thadtngr  Jeither

An toan thong tin B&o vé théng tin khdi cac mbi de doa, mat mat, truy cap trai phép va huw hdng.
Bao mat Quy trinh va cong nghé nham bao vé dit liéu va thong tin khoi truy cap khéng hop é.
Rui ro Kha nang xay ra su c6 hoac su kién co thé gay thiét hai cho théng tin hoac hé théng.
S i e Mot yéu t6 hodc tinh hudng cé kha nang gay hai cho an toan thong tin, nhuw virus hay
‘ tan cong mang.

Tan co6ng mang Hanh dong c6 cha dich nham xam nhap, phé hoai hodc ldy cap théng tin tir hé théng mang.
4G thuc QAuy trinh kiém tra danh tinh cGia ngwdi dung hodc hé thdng truéc khi cho phép truy

' cap.
Phan quyén Qua trinh xac dinh ai cé quyén truy cap va st dung tai nguyén trong hé thong thong tin.
Bao mat vat ly Céc bién phap bao vé khdng gian vat ly cia hé théng théng tin, nhw kiém soat ra vao.
Chinh sach bao mat Tai liéu quy dinh cac quy tc va hwéng dan nham bao vé théng tin trong té chirc.

Pao tao an toan thong tin - Qua trinh gido duc nhan vién vé cac bién phap bao mét va cach nhan dién maoi de doa.



- Bai 1: Gi&i thiéu vé An toan va Bao mat Hé thong Théng tin
* NGi dung: Khai niém co ban vé an toan thong tin, tam quan
trong va cac thanh phan chinh cta hé thong bao mat

* Yéu cau can dat: Hiéu dwoc cac khai niém co ban va tam
quan trong cua an toan théng tin.

 Thuat ngi¥ chinh: An toan thdng tin, bado mat, rdi ro, mdi de
doa.

» Cau héi thao luan: Tai sao an toan théng tin lai quan trong doi
v&i doanh nghiép?

* Bai tap thwc hanh: Nghién ctru moét treong hgp vi pham an
toan théng tin gan day va trinh bay giai phap bao mat.

- Bai tap ly thuyet: Viét mot bai luan ngan vé sw phat trién cla
an toan théng tin trong thap ky qua.



* Bai 2: Cac loai moi de doa va tan cong

* N3i dung: Phan loai cac moi de doa, cac loai tan cong mang, va
cach nhan dién chung.

* Yéu cau can dat: Nhan biét cac loai mdi de doa va tan cong pho
bién.

* Thuat nglr chinh: Malware, phishing, DoS, tan cong xa hoi.

* Cau hdi thao luan: Moéi de doa nao la nguy hiém nhat hién nay va
tai sao?

* Bai tap thuwc hanh: M6 phdng mot cudc tan cong phishing va céach
phat hién ndo.

* Bai tap ly thuyét: So sanh cac loai tan cong mang va dé xuat bién
phap phong ngua.



e

Bai 2: Cac loai moi de doa va tan cong

« Nhirng moi de doa tir tan céng mang
« 1. Téan c6ng Phishing (Lira ddo tric tuyén)

* Phishing la mét trong nhirng hinh thire tan cdong phd bién nhat nham danh Itra ngwdi dung cung cap thong tin nhay cam
nhw tai khoan, mat khau, hoac thong tin thé tin dung. Ké tan cdng thuworng glri email hodc tin nhan gid mao dé du dé nguoi
dung truy cap vao trang web gid mao, tlr d6 chiém doat théng tin.

« 2. Tan cdong Malware (Phdn mém doc hai)

« Malware la phan mém ddc hai dwoc ké tAn cong sir dung dé xam nhap vao hé thdng may tinh cia nan nhan nham danh
cap dir liéu, pha hdy hodc lam gian doan hoat déng. Cac loai Malware phd bién bao gbm virus, ransomware, spyware, va
trojan.

« 3.T4&n céng DDoS (Tan cdng tir chdi dich vu)

« Tan cong DDoS xay ra khi ké tan cong st dung mot Iwo’ng I&n yéu cau dé lam qua tai hé thdng hoac trang web, khién né
khéng thé phuc vu ngwdi dung binh thwdng. Diéu nay cé thé lam gian doan hoat déng kinh doanh trong mét thoi gian dai.

« 4. Tan cong bang cach lgi dung 16 hdng bao mat

* Nhing 16 hong trong phan mém hodc hé théng thwong la muc tiéu dé dang cho ké tan cong. Chung c6 thé khai thac nhirng
16 hdng nay dé xam nhap va kiém soat toan bd hé thong.

« 5. Téan cong ndi gian (Insider Threats)

* Db khi, m0| de doa lai den tlr bén trong, tr nhirng nhan vién hoac dbi tac co quyén truy cap vao hé théng. Nhirng nguoi
nay c6 thé loi dung quyén han ciia minh d& danh cép théng tin, lam gian doan hoat déng, hodc gay thiét hai cho tb chirc.
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Bai 2: Cac loai moi de doa va tan cong

« Cach phong ngira tAn cdng mang
1. Xay dung hé théng Giam sat ATTT va SOC

« Hé théng SOC dong vai tro quan trong trong viéc giam sat, phat hién va phan tng Kip thoi trwde cac m0| de doa tan coéng mang. SOC la trung tam diéu
hanh an ninh, noi cac chuyén gla an ninh thong tin theo ddi va phan tich cac hoat dong trong hé thdng dé phat hién nhirng dau hiéu béat thwong hoac nguy
co tan cong. Glam sat ATTT gilp dam bao rang moi hoat déng va ludng di¥ liéu déu dwoc theo ddi chat ché dé phat hién cac hanh vi nghi ngo.

« 2. Nang cao nhan thirc vé an ninh mang

« Daotaova nang cao nhan thirc clia nhan vién vé an ninh mang la mét trong nhirng bién phap phong nglra hiéu qua nhat. Viéc nhan dién cac email,
duwong link va tép tin dang ng® gitp gidm nguy co bj Itra dao hodc bi nhiém phan mém déc hai.

« 3. Cap nhat va va 16i phan mém thwong xuyén

- Cacld hong bao mat thwong xuyen dwoc phat hién va khai thac béi ké xau. Do dd, viéc cap nhat va va 16i hé théng, phan mém 1a cwc ky quan trong dé
béo vé td chirc trwdc nhirtng mbi de doa tir bén ngoai.

« 4. Sl dung cong cu bao mat tién tién

« Dam bao hé thong dworc trang bi cac cong cu bao mét tién tién nhw tuong ICra, hé thong phat hién va ngan chan xam nhap (IDS/IPS) va giai phap phong
chéng phan mém doc hai. Cac cong cu nay glup giam thiéu nguy co tan cong va bao vé toan bd hé thdng an ninh mang. Ban c6 thé tham khao tron bd giai
phap va dich vu bdo mat ATTT cutia HPT, cung cap day du cac dich vu va giai phap bado mat cho doanh nghiép.

- 5. Xac thuc hai yéu té (2FA)

« Xac thyc hai yeu t6 glup tang cwdng bao mat bang cach yéu ciu nguoi dung cung cap hai hinh thirc xac thuwe truére khi truy cap vao tai khoan hoac hé
thdng. Diéu nay gitp ngan chan ké tn cdng chiém doat tai khoan ngay ca khi ching c6 dwoc mat khau.

Tan c6ng mang la mét thuc te khong thé tranh khdi trong thoi dai s6 héa. Tuy nhién, viéc xay dung mot hé théng SOC manh mé va trién khai quy trinh
giam sat ATTT hiéu qua cé thé giup doanh nghiép phat hién so'm va phong ngtra cac mébi de doa nay. Ngoai ra, nang cao nhan thirc an ninh mang cho
nhan vién va ap dung cac bién phap bao mat k§ thuat tién tién 1a diéu can thiét d& dam bao an toan cho t6 churc.



Tran Thi Kim Chi

Mo6i de doa an toan HTTT

* Muc tieu ATHTTT la GIAM cac RUI RO, khéng c6
nghia la LOAI TRU chung ma la chi gidm chdng
dén mot mirc chap nhan dwoc

. E)e dam bao ATTT mot cach hiéu qua: du doan s
co nao co thé xay ra, nhan dang CAIGI, O DAU
can an toan. Tra |0 thng gi can bao ve’? Moi de
doa nao? Diém yéu nao c6 thé bi khai thac?

1-19



THREAT - MOI BPE DOA

Restrict Physical
Access

Educate the
Users

Vulnerability

Patching

Tran Thi Kim Chi 1-20


https://socuroty.files.wordpress.com/2014/09/risk.png

Educate the
Users

Restrict Physical
Access

THREAT-MOIDEDQA (%~

Vulnerability

Patchin
= Mbi de doa dé cap dén mét sy cd6 méi dwoc phat hién co kha nang gay
hai cho mét hé thdng hoac té chirc nao do.
* La mot thuat nglr, mo ta noi ma méi de doa bat ngudn va con dudng can dé
dat duoc muc tiéu
« Vidu mdte-mail la co tiéu dé hap dan va cé chira ma doc trong tap tin dinh
kem
= CO ba loai mdi de doa chinh:
= Cac mbi de doa tw nhién (vi du: |0 lut hodc 16¢c xoay),
= Cac mbi de doa khéng chu ¥ (chang han nhw mét nhan vién truy cap sai
thdng tin sai)
= Cac mdi de doa co6 cha y. (Vi du: phan mém gian diép, phan mém ddc hai,
céng ty phan mém quang cdo hodc hanh déng pha hoai cla con ngudi,
Vvirus...)

Tran Thi Kim Chi 1-21
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THREAT - MOI BE DOA

Bién phap phong tranh
= Pam bao rang cac thanh vién trong nhom cla ban dwoc théng bao vé cac xu
hwéng hién tai trong an ninh mang dé ho cé thé nhanh chéong xac dinh cac
mbi de doa m&i. Ho nén dang ky v&i cac blog (nhw Wired) va podcast (nhw
Techgenix Extreme IT) bao gédm nhirng van dé nay ciing nhw tham gia cac
hiép hdi chuy@n nghiép dé ho c6 thé hwéng loi tlr viéc chia sé tin tic, hoi
nghi va héi thao trén web.

= Thwe hién danh gia mdi de doa thwdng xuyén dé xac dinh cac phwong phap
tot nhat dé bao vé hé thdng chdng lai mét mdi de doa cu thé, cling voi viéc
danh gia cac loai mbi de doa khac nhau.

= Ngoai ra, kiém tra cadc mdi de doa trong thé gi¢i thwe dé kham pha cac 16
héng bdo mat.

Tran Thi Kim Chi 1-22



Vulnerability - LO HONG

L& modt s6 16 hdng hodc diém yéu trong phan cing, phan
mém, con nguw®i, cac quy trinh, thiét k&, cau hinh...tat ca
moi th lién quan dén hé thong théng tin — HTTT) ma ké tan
cong co thé st dung nd dé gay thiét hai cho tb churc.

Vi du, khi mét thanh vién trong cong ty tr chire va ban quén
vO hiéu hdéa quyén truy cap cua ho, diéu nay khién doanh
nghiép cua ban bi ca hai modi de doa cb y va khéng cha vy.

Tran Thi Kim Chi 1-23



Vulnerability - LO HONG

M6t sé cau hdi dé xac dinh céc 16 hdng bao mat cua ban:

D lieu cla ban c6 dwoc sao lwu va lwu trir & mot dia diém an toan
bén ngoai trang web khéng?

D liéu cda ban c6 dwoc Iwu trir trén dam may khong? Néu cd, lam thé
nao chinh xac la né dwoc bao vé khdi cac 16 hdng trén dam may?

Ban c0 loai bao mat mang nao dé xac dinh ai co thé truy cap, stvra doi
hodc xda thdng tin t&r bén trong td chrc clia ban?

Loai bao vé chdng virus ndo dang dwoc s dung? Gidy phép cé hién
hanh khdng? N6 c6 chay thwdng xuyén khi can thiét khong?

Ban c6 ké hoach khoéi phuc di liéu trong trwérng hop 16 hdng bi khai
thac khong?

1-24



RISK - RUI RO

« RUi ro dé cap dén kha nang mat mat hoac thiét hai khi mot
mdi de doa khai thac 16 hdng bado mat.

« Vi du vé rdi ro bao gdm tdn that vé tai chinh do gian doan
kinh doanh, mat quyén riéng tw, thiét hai co uy tin, cac tac
ddong phap Iy va tham chi co thé bao gébm mat mang.

RISK = Threat + Vulnerability

1-25



RISK - RUI RO

Bién phap giam rui ro: tao va trién khai mét ké hoach quan Iy rui ro.

- Danh gia rdi ro va xac dinh nhu cau>phai dwoc thwe hién thwdng
Xuyén, dinh ky.

- Bao gdm quan diém cua cac bén lién quan (doanh nghiép, nhan vién,
khach hang, cac nha cung céap).

e Chi dinh mdt nhdm nhan vién trung tam chiu trach nhiém quan ly rdi ro
va xac dinh muc tai trg thich hop cho hoat déng nay.

« Thwc hién cac chinh séach thich hop va kiém soat cac bén lién
quan->dam bao nguwdi ding dwoc thdng bao vé tat ca cac thay doi.

. Giam sat va danh gia hiéu qua chinh sach va kiém soat.

1-26



Céac moi de doa doi vai mot hé thong va céac
bién phap ngan chan

* C6 3 hinh thirc cht yéu de doa doi vdi hé thong:

v" Pha hoai: ké thu pha hdng thiét bi phan cing hodc phan mém hoat
dong trén hé thong.

v’ Sura d6i: Tai sén cla hé théng bi stra ddi tréi phép. Diéu nay thudng
lam cho hé thong khdng lam dung chic nang clia né. Chang han nhu
thay d6i mat khau, quyén ngaidi dung trong hé théng ldam ho khong
thé truy cap vao hé théng dé lam viéc.

v Can thiép: Tai san bi truy cap bdi nhirng ngudi khéng c6 tham quyén.
Céc truyén thong thuc hién trén hé théng bi ngan chan, stra doi.



Céac moi de doa doi vai mot hé thong va cac
bién phap ngan chan

* Cac de doa ddi véi mot hé théng thong tin c6 thé dén twr
ba loai d6i twong nhu’ sau:

v'Céc doi tugng tlr ngay bén trong hé thong (insider), day
la nhitng ngudi cé quyén truy cap hgp phap doi véi hé
thong.

v'"Nhirng doi tuong bén ngoai hé thong (hacker, cracker),
thudng cac déi tugng nay tan cong qua nhitng dudng
két ndi v&i hé thong nhu Internet chang han.

v'Cac phan mém (chang han nhu spyware, adware ...)
chay trén hé thong.



Cac moi de doa thuong gap

« L6i va thiéu sét cla ngwdi dung (Errors and
Omissions)

» Gian lan va danh cap théng tin (Fraud and Theft)
« K& tan cong nguy hiém (Malicious Hackers)

* Ma doc (Malicious Code)

* Tan cong tir choi dich vu (Denial-of-Service Attacks)
 Social Engineering

Tran Thi Kim Chi 1-29



Cac loai hinh tan céng

* Dinh nghia chung: Tan cong (attack) la hoat dong
c6 chu y cua ké pham tdi lgi dung cac thuong ton
clia hé thong thong tin va ti€n hanh pha v& tinh san
sang, tinh toan ven va tinh bi mat ciia hé thong
thong tin.

* Tan cong HTTT la cac tac dong hoac la trinh tu lién
két gitra cac tac déong véi nhau dé pha huy, dan dén
viéc hién thuc hod cac nguy co bang cach lgi dung
dac tinh dé bj tén thuong clia cac hé théng thong
tin nay.

30 An toan thong tin



Cac loai hinh tan cong (tiép)

O g O

Nguon Dich
thong tin thong tin

Ngan chan thong tin

O O

Nguoén Dich
thong tin thong tin

Chan bt théng tin

Dich
thong tin

Nguon
thong tin

Swra do1 thong tin

O

Nguén Dich
thong tin thong tin

Chen thong tin g1a

31
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Cac loai hinh tan cong (tiép)

* Tan cong ngan chan thong tin (interruption)

* Tai nguyén thong tin bi pha hay, khdng san sang phuc vu
hoac khong sir dung dugc. Day la hinh thirc tdn céng

lAm mat kha ndng san sang phuc vu clia thong tin.

* TAn c6ng chan bat thong tin (interception)

« Ké tdn cong co6 thé truy nhap tdi tai nguyén thong tin.
DPay la hinh thirc tdn cong vao tinh bi mat ctia thong tin.

Nguon
thong tin

~

thong tin

Ngin chin thong tin

O

Biich

a

S
Nguon
thong tin

DS

A

Chin bat thong tin

Bich
théng tin

1 thong tin



Cac loai hinh tan cong (tiép)

e TAn cdng stra ddi théng tin (Modification)
« Ké& tan cong truy nhap, chinh stra thong tin trén mang.
* Pay la hinh thic tan cong vao tinh toan ven ctia thong tin.

 Chén thong tin gia mao (Fabrication)
* Ké&tan cong chen céc thong tin va dit liéu gia vao hé thong.
* D3y la hinh thc tdn cong vao tinh xac thuc clia thong tin.

Nguon
thong tin

Sira 401 théng tin

Bich
thong tin

O

Nguon
thong tin

( ] Bich

thong tin

Chen thong tin g1a
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Tan cong bi dong va chu dong

Tin cdng bi dong Tén cdng
I chi dong
Tin cdng
chn bat thong tin
— —— chiin bit sira dot Chén thong tm
Khai thac Phan tich . . ) :
g . o thong tin thang tin 013 130
ot dung thong diép dong dit lieu “ ;
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Tan cong bi dong (passive attacks)

* Muc dich clia ké tan cong la biét dugc thong tin
truyén trén mang.

* CO hai kiéu tan cong bj dong la khai thac ndi dung
thong diép va phan tich dong dir liéu.

* TAn cong bi déng rat khd bi phat hién vi né khong
lam thay doi di liéu va khong dé lai dau vét r6 rang.
Bién phap hitru hiéu dé chéng lai kiéu tdn cong nay
& ngdn chéan (doi vdi kiéu tdn cong nay, ngan chan
tot hon la phat hién).
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Tan cong chu dong (active attacks)

* Tan cong chll déng dugc chia thanh 4 loai sau:

Gia mao (Masquerade): Mot thuc thé (ngudi dung,
may tinh, chuong trinh...) dong gia thuc thé khac.

dDung lai (replay): Chan bat cac théng diép va sau dé
truyén lai né nham dat dugc muc dich bat hgp phap.

JSra thong diép (Modification of messages): Thong
diép bi stra d6i hoac bi lam tré va thay doi trat tu dé
dat dugc muc dich bat hop phap.

AT choéi dich vu (Denial of Service - DoS): Ngan cam
viéc str dung binh thuong hoac lam cho truyén théng
ngung hoat dong.
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Cac hinh thirc tan cong mang pho bién

* Tancoéngtruyc ti€p

* Kythuatdanh lira (Social Engineering)
e Ky thuattdn congvao vung &n

« Tadn céngvao céac 16 héng bao mat

* Khaithac tinh trang tran bd dém

* Nghetrém

* Ky thuat gid mao dia chi

* Ky thuatchén malénh

* Tan cobngvao hé théng co cau hinh khéng an toan
* Tan cobng dung Cookies

e Can thiép vao tham sé trén URL

* Vo6 hiéu hdéadichvu

+ L6 héng khéng can login

* Thay ddidirliéu

* Password-base Attact

* ldentity Spoofing
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Cac buwéc tan cong mang

FootPrinting Pilfering Creating Backdoors
(In dau an) (Khai thac hé thong) > (Tao cong hu)
Scanning Privilege Escalation Corvering Tracks

(Quét mang) (Nang quyen hé thong) (X0a dau vet)

Enumeration Gaining Access

(Biém danh mang) (Dot nhap h¢ thong)

Giai doan 1 Giai doan 2 Giai doan 3
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Mot so ky thuat tan cong mang

1) Tan cong tham do.

N

Tan cong st dung ma doc.

B~ W

Tan cong ti choi dich vu.

)
)
) Tan cong xam nhap.
)
)

o1

Tan cong st dung ky nghé xa hoi
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Tan cong tham do

* Tham do la viéc thu thap thong tin trai phép vé tai
nguyén, cac Lo hong hoac dich vu clia hé thong.

* Tan cong tham do thuong bao gom cac hinh thirc:

* Sniffing (Nghe len)

* Ping Sweep: Chu yéu hoat déng trén cac mang st dung
thi€t bi chuyén mach (switch).

* Ports Scanning: & mot qua trinh két ndi cac cong (TCP
va UDP) trén mot hé thong muc tiéu nham xac dinh
xem dich vu nao dang “chay” hoac dang trong trang
thai “nghe”. Xac dinh cac cong nghe 1a mét cong viéc
rat quan trong nham xac dinh dwoc loai hinh hé thdng
va nhirng rng dung dang dwoc sty dung.
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Tan cong tir chéi dich vu (Denial of Service)

* \Vé co ban, tadn cong tr choi dich vu la tén goi chung
clia kiéu tdn cong ldm cho moét hé théng nao do bi
qué tai khéng thé cung cap dich vu, gay ra gian
doan hoat dong hoac lam cho hé thong ngirng hoat
dong.
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Tan cong tir chéi dich vu (Denial of
Service)

* Tuy theo phuong thirc thuc hién ma né dugc biét
dudi nhiéu tén goi khac nhau.

* Khdi thuy la lgi dung su yéu kém cua giao thirc TCP
(Transmision Control Protocol) dé thuc hién tan
cong tir choi dich vu DoS (Denial of Service), mdi
hon la tan céng tir choi dich vu phan tan DDoS
(Distributed DoS), mdi nhat la tan cong ti chdi dich
vu theo phuong phap phan xa DRDoS (Distributed
Reflection DoS).
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Tan cong s dung ma déc (malicious code)

* Khai niém: Ma doéc la nhirng chuong trinh khi dugc
kh&i chay c6 kha nang pha hay hé thong, bao gom
Virus, sau (Worm) va Trojan, ...

* TAn cOng bang ma doc co thé ldam cho hé thdng
hodc cac thanh phan ctia hé thong hoat dong sai
léch hodc c6 thé bi pha huy.
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Tan cong xam nhap (Intrusion attack)

* L4 hinh th&c tdn cdng, nham truy nhap bat hgp
phap vao cac H

* Ki€u tan coéng nay dugc thuc hién vdi muc dich
danh cap dir liéu hodc thuc hién pha hiy bén trong
HTTT.
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Tan cong s’ dung ky nghé xa hoi
(Social engineering)

* L3 mOt nhédm céac phuong phap dugc s dung dé
danh lira ngudi str dung tiét 1o cac théng tin bi mat.

* La phuong phap tan cong phi ky thuat, dua trén su
thi€u hi€u biét ctia ngudi dung dé lira gat ho cung
cap cac thong tin nhay cdm nhu password hay cac
thong tin quan trong khac.
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Cac thanh phan can bao vé trong mot HTTT

 Phan cirng

« Mang

« Cosodirliéu (CSDL)

 Hé quan tri CSDL (database management
system - DMBS), cac wng dung

 Ngwoi dung

«  Nguwdi lap trinh hé thdng

* Nguwdi quan tri CSDL

Tran Thi Kim Chi 1-46
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Cac thanh phan can bao vé trong mot HTTT
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Cac thanh phan can bao vé trong mot HTTT
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Cac thanh phan can bao vé trong mot HTTT
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Cac thanh phan can bao vé trong mot HTTT
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rm

Across
5. Unauthorized access to data or systems

7. Verifying the identity of a user or device

1 9. Type of malware that demands payment to restore access

10. Process of converting data into a secure format

18

Down
1. Weakness in a system that can be exploited
2. Software that secretly monitors user activity
3. Software designed to harm or exploit systems
4. Protects a network from unauthorized access
6. Fraudulent attempt to obtain sensitive information

8. Copy of data made for recovery purposes



Xu hwéong tan cong HTTT

1. S&’ dung cdc cong cu tadn cong tu déng

 Nhitng ké tdn cong sé sir dung cac cong cu tan cong tu
déng c6 kha nang thu thap thong tin t&r hang nghin dia chi
trén Internet mot cdch nhanh chdng, dé dang va hoan toan
tw dong.

e Céac HTTT cd thé bi quét tir mot dia diém tir xa dé phat hién
ra nhirng dia chi c6 mirc d6 bao méat thap. Thong tin nay co
thé dugc luu trir, chia sé hodc st dung véi muc dich bat
hop phap.
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Xu huvong tan cong HTTT (tiep)

2. Strdung cac coéng cu tdn cong khoé phat hién

* Mot s6 cudc tan cong dugdc dua trén cac mau tan
cong mdi, khéng bi phat hién bdi cac chuong trinh
bdo mat, cac cong cu nay co thé co tinh nang da
hinh, siéu da hinh cho phep chung thay doi hinh
dang sau moi lan st dung.
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Xu hwdng tan cong HTTT (tiép)

3. Phat hién nhanh céc 6 héng bdo mét

* Théng qua cac L6 hdng bao méat clia hé théng, phdn mém
ké tan cong khai thac céac 16 hong nay dé thuc hién cac
cudc tan cong.

* Hang nam, nhiéu 6 héng bdo mat dugc phat hién va cong
b0, tuy nhién diéu nay ciing gay khé khan cho cac nha quan
tri hé théng dé ludn cap nhéat kip thdi cac ban va. Bay clng
chinh la diém yéu ma ké tdn cong tan dung dé thuc hién
cac hanh vi tan cong, xam nhép bat hop phap.
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Xu hwéng tan cong HTTT (tiép)

4. Tan cong bt déi xirng va tan cong dién rong

 Tan cong bat doi xing xay ra khi bén tadn cong
manh hon nhiéu so v&i doi tuong bi tan cong.

* Tan cong dién rong thuc hién khi ké tan cong tao ra
mot mang ludi két hgp cac hoat dong tan cong.
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Xu hwéng tan cong HTTT (tiép)

5. Thay déi muc dich tédn c6ng

* Thai gian trudc, cac tan coéng chi t&¥ muc dich thwr
nghiém, hoac kham pha hé thong an ninh.

* Hién nay, muc dich tadn coéng vd&i nhiéu ly do khac
nhau nhu vé tai chinh, gid mao théng tin, pha huy,
va dac biét nguy hiém doé & muc dich chinh tri,
chinh vi vay ma dé phic tap cua cac cudc tan cong
da tang lén va tac hai l&n hon rat nhiéu so vdi trudc
day.
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Ma& ddc va cac phong chong ma déc

Ma doéc lagi?

* M3 dbc la mot khdi niém chung dung dé chi cac phan mém
doc hai dugc viét vdi muc dich c6 thé lay lan phat tan (hoac
khong lay lan, phat tan) trén hé thong may tinh va internet,
nham thuc hién cac hanh vi bat hop phap nham vao ngudi
dung ca nhan, co quan, td churc.

 Thuc hién cac hanh vi chudc lgi cd nhan, kinh té, chinh trj
hodc don gian la dé thda man y tudng va sd thich clia nguoi
viét.
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Ma& ddc va cac phong chong ma déc

Phan loai va dac tinh cua ma doc

e Tuy thudc vao co ché&, hinh thdc ldy nhiém va
phuong phap pha hoai ma nguwoi ta phan biét ma
doéc thanh nhiéu loai khac nhau: virus, trojan,
backdoor, adware, spyware...

* Dac diém chung ciia ma doc la thuc hién cac hanh
vi khong hop phap (hodc c6 thé hgp phap, vi du nhu
cac addon quang cao dugc thuc thi mot cach hop
phap trén may tinh nguoi dung) nhung khong theo y
muon clia ngudi sir dung may tinh.
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Ma& ddc va cac phong chong ma déc

Mot so loai ma doc

* Trojan: dac tinh pha hoai may tinh, thuc hién cac hanh vi pha hoai nhu:
xoa file, lam do vG cac chuaong trinh thong thuong, ngan chan ngudi dung
két ndi internet...

* Worm: Gidng trojan vé hanh vi pha hoai, tuy nhién né cé thé tw nhan ban
dé thuc hién lay nhiém qua nhiéu may tinh.

e Spyware: & phan mém cai dat trén may tinh ngudi dung nham thu thap
cac thong tin ngudi dung mot cach bi mat, khong dugc su cho phép cua
nguoi dung.

« Adware: phan mém quang céo, ho trg quang céo, la cdc phan mém tu
dong tai, pop up, hién thi hinh anh va cac théng tin quang cao dé ép nguoi
dung doc, xem céac thong tin quang cdo. Cac phan mém nay khéng cé tinh
pha hoai nhung ndé lam anh hudéng téi hiéu nang cua thiét bj va gay khé
chiu cho nguoi dung.

1-65


https://securitydaily.net/trojan-la-gi-nhung-hieu-biet-can-thiet/

Ma& ddc va cac phong chong ma déc

Mot so loai ma doc

* Ransomware: day la phan mém khi ldy nhiém vao may tinh n6 sé
kiem soat hé thong hoac kiém soat may tinh va yéu cau nan nhan
phaitra tién dé co thé khoéi phuc lai diéu khién véi hé théng.

* Virus: 1l phan mém c6 kha nang ldy nhiém trong cung mot hé
thong may tinh hoac tir may tinh nay sang may tinh khac dudi nhiéu
hinh thu'c khac nhau. Qua trinh lay lan dugc thifc hién qua hanh vi
lay file. Ngoai ra, virus cling co thé thuc hién cac hanh vi pha hoai,

lAy cap théng tin..

* Rootkit: la mo6t ky thuat cho phép phan mém c6 kha nang che giau
danh tinh cia ban than né trong hé thong, cac phan meém antivirus
t&r d6 né cé thé ho trg cdc module khac tdn cong, khai thac hé

thong.
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Ma& ddc va cac phong chong ma déc

Mot s6 bién phap phong chong

* Luon ludn cai dat va sir dung mot phan mém diét virus chinh
hang. Vi du: Kaspersky, CyStack, Bitdifender, Avast, Norton, Bkav,

« Xay dung chinh sach véi cac thiét bi PnP: VGi cac thiét bj loai
nay: USB, CD/DVD, ... virus c6 thé lgi dung dé thuc thi ma khéng
can su cho phép clia nguoi dung. Do dé, can thiét lap lai ché do
cho céc thiét bi va chuong trinh nay dé han ché su thuc thi khong
kiém sodt ciia ma dbc. Ngoai ra, trong qua trinh sir dung cac thiét
bi nhu USB, chung ta khdng nén ma truc tiép bang cach chon 6 dia
réi nhan phim Enter, hodc nhap doéi chudt vao biéu tuvgng ma nén
bam chuot phai roi click vao explore
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Ma& ddc va cac phong chong ma déc

Mot so bién phap phong chéng

* Thiét lap quy tac déi x& véi cac file: Khong nén ma hoac tai vé cac
file khéng ro ngudn goc, dac biét la cac file thuc thi (cac file co dubi .exe, .dll,
..). Vi cac file khong rd nguon goc nay, tot nhat chung ta nén tién hanh quet
bang phan mém diét virus hodc thuc hién kiém tra truc tlep trén
website: https://www. virustotal.com Khi ¢é nghi ngd dugc canh bao cén
dirng viéc thuece thi file lai d& ddm bao an toan.

 Truy cap web an toan: Khi truy cap web can chu y: Khonlg( nén truy cap vao
cac trang web den, cac trang web doc hai, co noi dung khong lanh manh,
khong tuy tién click vao cac url ti cac email hoac t noi dung chat, trén cac
website, ... Cac website va url nhu trén thugng xuyén an chtra cac ma doc va
chi doi ngu’o’l dung click, n6 sé ty dong tai ve, thi€t l&p cai dat dé thuc thi hop
phap trén may tinh ngu’o’l dung. Mot vi du tleu bi€u dé la khi chung ta phan
tich va theo doi cac may cla cac nhan vién van phong, cac may tinh nay hau
hét déu bij cai dat cac addon hoac cac phan mém quén céo do qua trinh duyét
V\r/]eb crr]nnh ban than ngudi sir dung da cho phép addon hodc phan mém dé
thuc thi
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Ma& ddc va cac phong chong ma déc

Mot so bién phap phong chong

* Cap nhat may tinh, phan mém: Thudng xuyén cap nhéat cac ban
vé dugc cung cép tir hé diéu hanh, cac ban va cho cac ¢ing dung
dang st dung va dac biét la cap nhat chuong trinh diét virus. Day la
yeu to quan trong dé trdnh duoc céc loai ma doc Loi dung céc 1o
héng dé lay lan, dong thoi cung cap nhat dugc cac mau ma doc
mdi dé giup phan mém diét virus lam viéc hiéu qua hon.

* Nho chuyen gia can thiép: Khi thay may tinh cé cac dau hiéu bi lay
nhiém can tién hanh quet ngay bang phan mém diét virus, néu van
khoéng cd tién trién tot, cdn nho su giup d& clia cac chuyen gia dé
kiém tra may tinh, phat hién va tiéu diét ma doc ngay. C6 thé viéc
nay sé lam ton thai gian va tién bac nhung noé that su’ can thiét vi rat
cé thé tac hai cia viéc dé nguyén may tinh con ton kém va thiét hai
hon rat nhiéu lan.
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CAU HOI VA BAI TAP (tiép)

» Website BAO HIEM MANULIFE cta Manulife Financial cung cap cac
dich vu xem danh muc cac san pham da dang tr san pham bao hiém
truyén théng dén san pham bao hiém sirc khoé, gido duc, lién két dau
tu, huu tri... cho hon 700.000 khach hang thong qua ddi ngd dai ly hung
hau va chuyén nghiép tai 55 van phong trén 40 tinh thanh ca nudc.
Khach hang cé thé chon lua, dat cdu hoi, can tu vadn hay mua goéi bao
hiém truc tuyén trén Website. Xem thong tin va quyén Lgi bdo hiém, xem
hgp dong bao hiém da mua. Ngoai ra Website con gitip cho cong ty co
thé quan ly toan b6 cac hoat dong clia cong ty nhu quan ly khach hang,
nhan vién, hop dong bao hiém,...

* Hay nhan dang va giai thich dugc it nhat 3 moi de doa anh hudng dén an
toan dén cac dich vu ma Website cung cap.
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CAU HOI VA BAI TAP (tiép)

e COng ty VCCloud & mot trong nhiéu céng ty vién théng, cung cap cac
dich vu CDN cho cac ca nhan va doanh nghiép tai Viét Nam. Dich vu
CDN la mang lwdi gom nhiéu may chu lwu trlr dat tai nhiéu vj tri dia ly
khac nhau, cung lam viéc chung dé phan phéi ndi dung, truyén tai hinh
anh, CSS, Javascript, Video clip, Real-time media streaming, File
download dén ngudi dung cudi. Co ché hoat dong ctia CDN gitp cho
khach hang truy cap nhanh vao dir liéu may cht web gan ho nhat thay vi
phai truy cap vao dit liéu may chu web tai trung tam dir liéu.

* Hay nhan dang va giai thich dugc it nhat 3 moi de doa anh hudng dén an
toan dén dich vu CDN ma VCCloud dang cung cap
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Bai 3: Chinh sach bao mat thong tin

e



Chinh sach bao mat théng tin

* (Non-Disclosure Agreement) cua mot doanh nghiép

* Muc dich cua NDA

1.Bao vé thong tin nhay cam: NDA giup bao vé thong tin bi mat va
nhay cam clia doanh nghiép, nhw bi quyét kinh doanh, di¥ liéu khach
hang, va cong nghé.

2.Xay dwng Iong tin: Thoa thuan nay tao diéu kién thuan Igi cho su
hop tac gitba cac bén bang cach thiét 1ap mét méi trwdrng an toan dé
chia sé théng tin.

3.Ngan chén ré ri théng tin: NDA giup gidm thiéu nguy co’ théng tin
bi ro ri ra ngoai doanh nghiép hoac bi str dung sai muc dich.



Chinh sach bao mat théng tin

* (Non-Disclosure Agreement) cua moét doanh nghiép

* Muc dich cua NDA

1.Bao vé thong tin nhay cam: NDA giup bao vé thong tin bi mat va
nhay cam clia doanh nghiép, nhw bi quyét kinh doanh, di¥ liéu khach
hang, va cong nghé.

2.Xay dwng Iong tin: Thoa thuan nay tao diéu kién thuan Igi cho su
hop tac gitba cac bén bang cach thiét Iap mét méi trwérng an toan dé
chia sé théng tin.

3.Ngan chan ré ri théng tin: NDA giup giam thiéu nguy co thdng tin
bi ro ri ra ngoai doanh nghiép hoac bi str dung sai muc dich.



Chinh sach bao mat théng tin

Cach dung

Ky két trwwéc khi chia sé théng tin; Cac bén can ky két NDA trwdc khi bat dau bat ky
cudc thao luan nao lién quan dén thong tin nhay cam.

Ap dung cho nhiéu tinh hugong: NDA c6 thé duoc st dung trong nhiéu boi canh, bao
gom hop tac kinh doanh, tuyén dung nhan vién, hoac khi lam viéc v&i nha cung cap.

Noi dung can c6 trong tai liéu NDA

1.Dinh nghia théng tin bi mat: R6 rang mé ta cac loai théng tin dwoc coi la bi mat.

2.Nghia vu bao méat: Cam két clia cac bén trong viéc gitr bi mat va khéng tiét 16 théng tin
cho bén th ba.

3.Th&i gian hiéu lwe: Thoi gian ma NDA c6 hiéu lwc, cling nhw théi gian bao mat thdng tin
sau khi thdéa thuan két thuc.

4.Cac ngoai lé: Cac trwdng hop ma thong tin 6 thé dworc tiét 16 ma khéng vi pham NDA,
nhw thong tin cong khai hoac thong tin da biét truérce.

5.Hinh thirc gjéi quyét tranh chap: Cac phwong thire gidi quyét tranh chap néu co vi
pham thoa thuan.
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Chinh sach bao mat théng tin

* Vi du NDA cua VPBank

CONG HOA XA HOI CHU NGHIA VIET NAM
Déc ifip - Tic do - Higih phiic

THOA THUAN BAO MAT THONG TIN

BOI VA GITA:

o]

@

NGAN HANG TH'U'CFN'I;]L—\I CO PHAN VIET NAM THINH VUONG (VFEBANK),
motnganhmeﬂnmngmmm J'mmmhlaplntunmhopph.mtmphnplm
e Cmghmiahnlchunm\rmﬂim.conmmd'mgh 1isd 89 Lanz Ha,
Bm]gB!.HlN’m

M dai Neuyén Thi Thu Thiy.

C‘mn:l'l..GmnGncT[ D]Lhm\lmBu Ehili Vin Hah.

Theo Fidn Bdn iy qupén =5 S6I010T0-GOEVH ngay 1602019 cla GB Enfi Fin
hinth

mn(oo.r_=ndmlhzmh]ap\1mm hnpphﬂpmznphqp
siy Ch.ur_ nh.m Gang kv man!_ nghidp

XET RANG

Cic Bin ddng § ky kit Thia Thui niy cho myc dich bio mét 31 vGi cic thing tin m3 Bén
Cung Cap Thong Tie tigt 19 cho Bén Mhin Thing Tin phuc va che cic muc dick bao gom almg

lchin,

5 e tham giz d3u thin'nhin thiwbes gid'chao giadky két hop ding 12 thee hidn cac

gize dich khac froag qua trinh Bén Mhae Thong Tin cung cap hang hoa va dich vy cho Eén Cung
C3p Thing Tin {zau 3y goi t3t 12 "Mue Biek Kinh Doanh ). Theo d0, cac Bén € cung cipva
tigp nhin, bdo mat thans tin che Muoc Bich Kivh Doanh trén co 3¢ c2c difa khodn va diéu kifn
duoi A3y

BIEU 1. Binh nghia

1L

“Thing Tin Mit": <0 nghiz 12 1t ca thoes tin do Bén Cung Cdp Théng Tin e tifp
hodc Zidm tiép cumg cip cho Bén Wharn Thing Tm deoi bét ky hink the p20 m3a gin vl
bt ky ki thiee, chnromg trinh may tmh, cong nzhbE, bi ma: va ke hoach kink doanh, thing
tin kehach hamg, phin tich, dank gia, & 1ign, bai hoc, tai liéu khac duoc chusn bi bing vin
ban, Lo noi hay & lign dién ti, ngoai mi cac thing tin sau:

- Tharg tin 42 trd pén cing khai (oing khai wés websita oia Bén Cimg Cap Thing

BIEU

2L

24

Tin ho2c Bén Cumg Cip Thing Tin sin sang cong bo trén pham v ring ma khing
o0 bdt ko bam ché hadc dnh kodeg nao 3én hoat §ong kirh doarh cda Bén Cmg
(C2p Thimg Tir) trroc thoi diém Jiroc tigt 19, cung cap cho Bén Whir Thing Tin;

- Thing tin dwor Bén Nhin Thieg Tin z2y deng, phat trign va co dwoc mot cach
hop phap v didu kién 12 Bén Thong Tin chimg minh dwpc ring vide mdy
dumz w2 phat trisn nay Fepe thee kide b by ntznd.tha:\'hanThomghLma
khdrz sit dunz by tham khdo bt o Thong Tin Mt n2o froc 6 18, cung cip;

- Thing tin dwec tiét 1 cho Bén ¥hin Thing Tin bei mdt Bén thi ba cd quyés bep
phizp tigt 1§ thing tin

“Pai Dign™ beo gim kg khing zim han cac Jinh dzo, cong s, can b9, nhin vien,
cArg tic vién cia Bén Mhin Thing Tin cé quyén han Swoc biét hay tiép cin c3c Thing
Tin Mat.

“Bén Cung Cip Thong Tin™ Iz bén s¢ hina vakodc amg cap cac Thing Tie hit Trong
Thda Thudn nay, Bén Cung Cip Théng Tin dvoc kigy [ VPEank

“Bén Nhin Thing Tin™ Ja bén tiép phin Thing Tin Mzt Treng phem vi Thod thudn
nity Bén Mhin Thing Tin dwec kign 13 chinh bén 86 hodc bat ky nzwei Bai Didn n2a oia
bén da.

“Cac Ben™ “Bén™ Tiy wmg trrong hop dupc hifu l2 “Bén Cung Cip Thing Tin"
vahodc “Bén Mhin Thing Tin™

1. Cam két bie mit thong tin

Trén co s cac Thing Tin Mt deec omg cdp, Bén Mhin Thing Tin cam két noyét 861 6
kbing cung cip Thing Tin Mt cho bt o Bén thir be n2o i khi £0 21 chip thusn mmoc
bieg vin bin ciiz Bén Cung Cip Thing Tin

Bén Nhén Thing Tin phdi #im bie ThﬁngTjnl\ﬁtLh.iﬂlmcﬁEtl.ddwEileéJoinBéJ
Mhin Thiwg Tin Bén Nadn Thing Tin cling 52 ting bae voi Sz Didn cix mink vé cac
difn khodn oz Thod thuin nay v2 tin kimk cac tnl toc cén thiée d& dim bde ring nhimg
ngwoi nay ding ¥ tude thd va chin srrang badc oia Thed thuin nay

Tizy theo yéu cin oia Bén Cung C3p Thing Tin, Bén Nkn Thins Tin phii trd 12 kay by
bé mEay Mip tirc 21 o2 cac van bin vabodc i lifu thudc Thing Tin M2, beo gom cd bén
i hay bdn san béng vin bin hay trang he thing may tish hay dogi ket oy hink thive Sién
i nae khac va cam két khing co bit ki bdn gc hay bin s20 ndo cia c2c Thong Tin Mz
o duoc hea lxi

Bén Mhin Thong Tin cam kit driét 13y, deee hifn va duy m c2c didu kidn, td toc cin this

nhdm Jim bio rang c2c Thing Tm M2t khing bi 5t 18, st duns hode sao chep cho bit ci
muc dich nao khac ngeai Muc Bich Kinh Doanh. }é1 Bén Nhin Thing Tin shin thiy co

b
in

24,

18

BIEU

3L

ot cir hay tiém tang bt o vi pham p2o déd vei bin Thed thusn nay, Bén Nhin Thing Tin
2 thirg bao meay p tie cho Bén Coms Cip Thine Tin va of v he hop t2c £t phit v
Bén Cung Cdp Thong Tin nhim tim kidm cac gii phap thich kop 38 khac phoc, kv
pham

Troag treong hop Bén Mhin Thing Tin tade phii tét 1a cac Thing Tin Mt thee yéu cin
ning v bam oia oo quan nka mees oo thim quyén: (i) Bén Mhin Thing tie 58 gi1 ngay
cho Bén Cung Cip Thing Tin mit vin bin thing bao 38 Bén Cung Cap Thong Tin co thé
thee bide :nl:tzn.tdomgﬂ:n.chhuphnzc»a.hanphpba.owphuhﬂpkhacu-u‘ Bén
Hhin Thirg Tin co trach nhigm thpe hién theo ding cac yéu cau va bisn phap khac phuc
do Bér Cung Cip Thing Tin dva ra. Trong trsmg hop khéng co dwes cae bién phap bda
ve nay, Bén Mhan Thing Tin cam ket 2é chd cung c2p phin thing tm Jing thee véu c2a
cfia co quan sha meec cb thim goyén va theo cack tkc pink hop 32 vl co thé bdo vé
dwpc tinh chit mat cda Thing Tm Mt

Tat ci cac ti Lidu duoi bat ky hinh thic 220 co chim Thing Tin Mzt dwec Bén Cang Cip
Thing T cung cip 12 va 58 Guoc duy m 12 t3 :in ola Bén Cung Cip Thing Tin Tt cd
bnbu trl tug oz cac Thong Tin Mat thudc vé Bén Cung Cap Thing Tin, trr khi co
ql:\ dinh khic gita Cac Bén béng vin bin.

Bén Mhin Thitng Tin cam két 58 bdo dim va gitt cho Bén Cung Cdp Thons Tin khng b
Anb husdneg b va o€ bai thivomg thiét hai cho Bén Cung Cap Thing Tin lidn quan dén cac
iy kidn, khifn nai, tranh chip, it Sfag phat sinh i vidc dai dién k¥ kit Théa Thusn
khdng ding thim guyén hay phat sinh firvigc vi pham cac cam ket bio mét oia mish thea
Thda Thudn nay va c2c vin bén lign guan dwoc ky két zitz Cac Bén

Bén Cung Cip Thing Tin s& khdng chiu wach nhiém cho bat kv thist hai o tigp kay zian
tiép 120 phat sinh tviéc Bén Nhin Thing Tin sit dumg bit of phin nao oia Thing Tin
Mzt cho Muc Bich Kirh Doash, trr ruomg hop cac Bén o thda thudn khac

3, Cham dut Thia Thudn

Thod Thudn oo hifu hee kb tr ngay by keét Thod shodn nay va chim dit ki cic Bén ky kit
viin bin thia thufn chém & Cac =i 461, bd sung difu kitn va didu khodn moag Thia
Thudn nay 52 chi co higw hee khi mpe Cac Bén thoa thudn va ding ¥ bing vin bén,

Kb hai Bén tién himh chim i thia thin nay, Bén Noin Thing Tin vin cé trich shidm
blp mit thing tin theo guy Jirh i Thed Thusn aay e ki oo vin bin 3ong ¥ mife rach
alié cia Bién Cung Cap Thinz Tin

w

Trong sudt thei ham oia Thod Thudn nay cing nkar trong thed gizn s khi chém dit Thia
Thudne, Bén Nhin Thang Tin s khing drec mue tiép hay zim tifp = dme, 2p dme,
thromz wai haa hode khai thar cac Thing Tim M3t bode s dung Thing Tin Mit 32 tham
gia bt ky chwomg tmish nghién cira, phéi kop, lién doank, dir i, hop thc nae nkim muc
dich th Lod mbude thisms mai hodic bat by pose Sich nao khac vt bit ky Bén t ba naa
troag bit koy linh e nae o0 hzy khing co lién quan dén nghisn otu Théng T Mat m:
ki 00 s chip thudn trivee g vin bin cia Bén Cumg Cip Thing Tin.

BIEU 4. Lust ap dusng va Tham quyen gidi quyet iranh chip

Thod Thudr ray diroc Bp thanh hai (2) béa
1) bin gic 3é e hién. Ehdng Bén nao deec chryén giao cac quyés v2 trach nhiém oia mink
cho bt o Bén thir be nao khac ma kbdez co sy déng ¥ bins vin bin cliz Bén kia

Thod Thuin nay chiv s dide chinh va dwec gidi thich thee phap lodt meec CHOEHCN Vi
Mam. Bét cir tranh chip nao phat sinh key lidn quan dén Thod Thudn nay s!ﬂlru\:l:m:BaJ
i guyét tnooc hét bing toreng heong weén tinh than hop t3c va ton frong Mn chau
Treeng hop khing gidi quyét dwoc kodc khing pudn gidi quyvét bing terong lmomg, Cac
Bén co quyés kbdi kige 12 Toa &n shim din co thim quyés 8 zidl quyét theo quy dinh
cifia phap fodt

=m:|:’ohi.€ul1ncphj,ph’nhunhu 150 Bén git* mat

DAIDIEN VPBANK
(EY. ghi v ko tén, ding diu)

DAIDIEN CONG TV ...
(X3, ghi v hy i, Sing dfy)




Chinh sach bao mat théng tin

1. Chinh sach bao mat thong tin

Muc tiéu: Xac dinh muc tiéu bao vé théng tin nhay cam va quy
dinh cach thire x ly, Iwu trir, va chia sé thong tin.

Dinh nghia théng tin nhay cam: Rd rang xac dinh cac loai
thong tin dwoc coi la nhay cam, nhw ma nguon, di¥ liéu khach
hang, va théng tin tai chinh.

2. Chinh sach truy cap va kiém soat

Quyén truy cap: Dinh rd ai dwoc phép truy cap thdng tin nao va
trong nhirng hoan canh nao.

Xac thwe ngwoi dung: Sir dung phuwong phap xac thye hai yéu
t0 (2FA) va mat khau manh dé bao vé tai khoan.

3. Chinh sach vé ma héa

Ma héa div liéu: Quy dinh viéc méa héa dir liéu nhay cam khi lwu
trlr va truyen tai.

Str dung giao thirc bao mat: Ap dung cac giao thirc bado mat
nhw HTTPS va SSL cho cac ng dung web.

4. Chinh sach sao lwu va khéi phuc

Sao lwu dinh ky: Thiét 1ap quy trinh sao lwu di liéu dinh ky dé
dam bao khéi phuc di liéu trong tredng hop mat mat.

Ké hoach khéi phuc tham hoa: Xay dwng ké hoach khoi phuc
thong tin va hé thdng sau sy co.

5. Chinh sach dao tao nhan vién

Dao tao bao mat; To chirc cac khog dao tao vé
nhan thirc bao mat cho nhan vién dé nang caoy
thirc vé bao mat thong tin.

Chinh sach bao cdo sw co: Khuyén khich nhan
vién bao cdo cac sw cd bao mat ngay lap tirc.

6. Chinh sach kiém tra va danh gia

Kiém tra bao mat dinh ky: Thug hién kiém tra béo
mat thwong xuyén de phat hién 16 hong va cai thién
hé thbng bao mat.

DPanh gia rai ro; Thwe hién danh gia rai ro dinh ky dé
XﬂC dinh cac moi de doa fiém tang va bién phap khac
phuc.

7. Chinh sach chia sé va xtr ly thong tin

Chia sé thong tin: _’E)jnh.r()“qu%/ trinh va quy dinh vé
viéc chia sé thong tin v&i bén th ba.

Xt ly div liéu: Quy dinh cach thire thu thap, xir ly va
x6a bo théng tin ca nhan.
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