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NOiI dung

« Khai niém co ban vé An toan Théng tin

» Cac loai moi de doa va tan coéng

* Chinh sach bao mat théng tin

« CONng nghé ma hoa

* An ninh mang

 An toan dir liéu

* Quan ly ruiro

* Quy trinh ¥ng pho su ¢d va khdi phuc sau sw cd bao mat.



- Bai 1: Gi&i thiéu vé An toan va Bao mat Hé thong Théng tin
* NGi dung: Khai niém co ban vé an toan thong tin, tam quan
trong va cac thanh phan chinh cta hé thong bao mat

* Yéu cau can dat: Hiéu dwoc cac khai niém co ban va tam
quan trong cua an toan théng tin.

 Thuat ngi¥ chinh: An toan thdng tin, bado mat, rdi ro, mdi de
doa.

» Cau héi thao luan: Tai sao an toan théng tin lai quan trong doi
v&i doanh nghiép?

* Bai tap thwc hanh: Nghién ctru moét treong hgp vi pham an
toan théng tin gan day va trinh bay giai phap bao mat.

- Bai tap ly thuyet: Viét mot bai luan ngan vé sw phat trién cla
an toan théng tin trong thap ky qua.



* Bai 2: Cac loai moi de doa va tan cong

* N3i dung: Phan loai cac moi de doa, cac loai tan cong mang, va
cach nhan dién chung.

* Yéu cau can dat: Nhan biét cac loai mdi de doa va tan cong pho
bién.

* Thuat nglr chinh: Malware, phishing, DoS, tan cong xa hoi.

* Cau hdi thao luan: Moéi de doa nao la nguy hiém nhat hién nay va
tai sao?

* Bai tap thuwc hanh: M6 phdng mot cudc tan cong phishing va céach
phat hién ndo.

* Bai tap ly thuyét: So sanh cac loai tan cong mang va dé xuat bién
phap phong ngua.



* Bai 3: Chinh sach bao mat thong tin

* N6i dung: Khai niém va vai tro cua chinh sach bao méat théng
tin trong to churc.

» Yéu cau can dat: Hiéu dwoc cach xay dwng va trién khai chinh
sach bao mat.

» Thuat ngiv chinh: Chinh sach bao mat, quy trinh, hwéng dan.

- Cau haéi thao luan: M6t chinh sach bao mat tot can co nhirng
yéu to nao?

» Bai tap thwc hanh: Soan thdo mdt mau chinh sach bao méat
cho mét doanh nghiép nho.

* Bai tap ly thuyét: Phan tich chinh sach bao mat ctia mét to
churc noi tieng.



* Bai 4: Cong nghé ma hoéa

* NOi dung: Gi¢i thiéu cac phwong phap ma hoa va wng dung
cua chung trong bao mat théng tin.

» Yéu cau can dat: Nam virng cac khai niém vé ma hoa va giai
ma.

» Thuat ngiv chinh: Ma hoa ddi xirng, ma héa khéng doi xirng,
chir ky sO0.

« Cau hai thao luan: Tai sao ma hda lai quan trong trong bao
mat thong tin?

 Bai tap thwc hanh: Thwc hién ma hda va giai ma mét thong
diép s dung AES.

- Bai tap ly thuyét: Trinh bay sy khac biét gitka ma héa doi xirng
va khong doi xwrng.



« Bai 5: An ninh mang

 Noi dung: Ky thuat va cdng cu bao vé mang, bao gobm tuwdng
Ira, IDS/IPS.

« Yéu cau can dat: Hiéu cach thirc hoat ddng clia cac céng cu
bao mat mang.

* Thuat ngir chinh: Twong Itra, IDS, IPS, VPN.

« Cau hai thao luan: Vai tro cua twdng Itra trong bao mat mang
la gi?

- Bai tap thwe hanh: Cai dat va cau hinh mét twdng Ira don
gian.

- Bai tap ly thuyét: Phan tich cac 16i bao mat mang phd bién va
cach phong tranh.



- Bai 6: An toan dir liéu va sao lwu

* Noi dung: Cac phwong phap bao vé di¥ liéu va quy trinh sao
lwu hiéu qua.

» Yéu cau can dat: Nhan dién cac phwong phap bao vé di liéu
va lap ké hoach sao lwu.

* Thuat ngtr chinh: Sao Iwu dir lieu, phuc hoi di¥ lieéu, ma hoa dir
liéu.

« Cau hoi thao luan: Tai sao viéc sao lwu di liéu 1a can thiét?

- Bai tap thwc hanh: Thiét lAp mot ké hoach sao lwu cho mét td
chirc.

- Bai tap ly thuyét: Trinh bay cac phwong phap sao lwu di liéu
va lgi ich cua chung.



KWHL (KWLH)

1.What do | (already) &  K-W-H-L CHART

? teachthought i
know:

K What you W What you want to H How you will 1 et vem Deemmed
(already) know know or learn learn it

Organize informaticn about a topic before and after learning more about it.
2.What do | want to
know?

3.How can/should/will |
learn it?

4 What did | learn? - Ko




Bai 1: GiGi thiéu vé An toan va Bdao mat H¢
thong Thong tin
Thadtngr  Jeither

An toan thong tin B&o vé théng tin khdi cac mbi de doa, mat mat, truy cap trai phép va huw hdng.
Bao mat Quy trinh va cong nghé nham bao vé dit liéu va thong tin khoi truy cap khéng hop é.
Rui ro Kha nang xay ra su c6 hoac su kién co thé gay thiét hai cho théng tin hoac hé théng.
S i e Mot yéu t6 hodc tinh hudng cé kha nang gay hai cho an toan thong tin, nhuw virus hay
‘ tan cong mang.

Tan co6ng mang Hanh dong c6 cha dich nham xam nhap, phé hoai hodc ldy cap théng tin tir hé théng mang.
4G thuc QAuy trinh kiém tra danh tinh cGia ngwdi dung hodc hé thdng truéc khi cho phép truy

' cap.
Phan quyén Qua trinh xac dinh ai cé quyén truy cap va st dung tai nguyén trong hé thong thong tin.
Bao mat vat ly Céc bién phap bao vé khdng gian vat ly cia hé théng théng tin, nhw kiém soat ra vao.
Chinh sach bao mat Tai liéu quy dinh cac quy tc va hwéng dan nham bao vé théng tin trong té chirc.

Pao tao an toan thong tin - Qua trinh gido duc nhan vién vé cac bién phap bao mét va cach nhan dién maoi de doa.
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